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Abstract—In this paper, we study the secure beamforming
design for a two-way cognitive radio (CR) Internet of Things
(IoT) network aided with simultaneous wireless information and
power transfer (SWIPT). Located at the center of secondary
network, the IoT controller helps to provide relay assistance and
cooperative physical layer security (PLS) for two primary users
(PUs) against an eavesdropper, while transmitting information
and power to the other IoT devices (IoDs) with primary spectrum.
To enhance the information security, we aim to maximize the
secrecy sum rate for PUs by jointly designing the beamforming
matrix and vectors at the central controller. To efficiently solve
the non-convex problem, we first propose the branch-reduce-
and-bound (BRB)-based algorithm to obtain an upper bound for
the secrecy sum rate and offer a feasible solution by Gaussian
randomization, which demands two-level iteration and thus has
high complexity. To strike a balance between the complexity and
the performance, we then propose iterative algorithm based on
constrained-convex-concave programming (CCCP) and a zero
forcing (ZF)-based non-iterative algorithm, the latter of which
with lowest complexity is suitable for the central controller with
limited-power supply. Simulation results are provided to demon-
strate the effectiveness of our proposed optimization algorithms
in comparison to the traditional schemes.

Index Terms—Internet of Things (IoT), two-way cognitive
radio, physical layer security (PLS), secrecy sum rate (SSR),
secure beamforming design, optimization algorithms.
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ITH the recent advancement of the fifth-generation
W (5G) technology, Internet of Things (IoT) is now
emerging as an innovative paradigm, which enables various
surrounding physical objects such as controllers, sensors and
mobile phones to be connected through a communication net-
work for information exchange [1], [2]. Moreover, the appli-
cations of future IoT become multi-functional and ubiquitous,
which acts as a key enabler for smart cities, wearable electron-
ics, smart grids, intelligent transportation and environmental
monitoring, etc. In practice, the reliable IoT deployment is
expected to face some fundamental challenges [3], [4], i.e.,
energy limitation, information security and spectrum scarcity,
which we focus on and address in this paper.

IoT device (IoD) generally has a battery with limited
capacity [5], which is not adequate to maintain the long-term
operation. However, it’s not sensible to frequently charge or
replace the battery of IoD since it will lead to higher cost
when the number of IoDs is massive. To overcome the limited
battery life, researchers in [6]-[9] have introduced the si-
multaneous wireless information and power transfer (SWIPT)
technology [10]-[12] into IoT networks. SWIPT is a promising
energy harvesting (EH) technique, which enables the IoD to
harvest energy from the received radio frequency (RF) signal
and convert it into direct current form to store in the battery.
Specifically, the sum rate maximization problem was studied
in the downlink SWIPT-aided IoT network [6], [7], where
multiple EH-enabled IoDs were involved. To further explore
the energy issues in the SWIPT-aided IoT network, the energy
efficiency (EE) maximization problem was investigated in [§]
and [9] with consideration of different antenna configuration.
However, these works merely concentrated on improving the
performance of SWIPT-aided IoT in terms of different metrics,
without focusing on the critical secrecy issues.

Communication security and privacy protection are sig-
nificantly important for wireless network like IoT. Since
the broadcast nature of electromagnetic propagation makes
IoT communications vulnerable to eavesdropping attacks, the
secrecy transmission schemes need to be specially consid-
ered when designing such systems [13]. Different from the
conventional cryptographic techniques which have inherent
difficulties in secret key management [14], physical layer
security (PLS) exploits a promising solution for secure IoT
communication by exploring physical properties of wireless
channels [15]-[17]. The wire-tap channel was initiated by
Wyner in 1975 [18], which laid the foundation for PLS
techniques. In [15], the authors mainly proposed jamming
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scheme to counteract eavesdropping considering perfect and
imperfect channel state information (CSI). Furthermore, coop-
erative jamming (CJ) and harvest-and-jam relaying protocol
were proposed in [16] to study PLS in wireless powered
communication networks, where the secrecy rate maximiza-
tion problem was formulated. Representative PLS techniques
towards IoT applications presented in [17] include artificial
noise (AN) injection [19], multi-antenna transmission [20] and
cooperative secrecy scheme [21]. There have been a few works
on IoT from the perspective of PLS [22]-[24]. To enhance
the secrecy of uplink transmission in the cellular IoT, a full-
duplex base station jamming scheme was proposed in [22],
which required low power consumption at IoT terminals.

AN-aided beamforming scheme was combined with CJ
to combat against eavesdroppers for downlink transmission,
where the secrecy outage probability was investigated [23].
In [24], zero-forcing beamforming and AN technique were
incorporated in a multi-user IoT downlink network, where
the secrecy throughput was derived. Nevertheless, the above
research towards secrecy issues in IoT mainly focused on
the individual IoT system without considering the interaction
between primary and secondary systems, which is a common
scenario existing in the IoT networks and thus introduced as
follows.

Radio spectrum is essential to support multilevel IoT net-
works. Deploying IoT networks in the industrial, scientific
and medical (ISM) band is not a long-lasting solution since
more and more IoDs are operating in such bands. Cognitive
radio (CR) is proposed to solve the spectrum scarcity issue
[25], [26] and recently introduced into IoT networks [27]—
[29]. Traditionally, three strategies are adopted for enabling
spectrum sharing in wireless systems, i.e., overlay, underlay
and interweave [26]. From a general point of view, the authors
in [27] presented an overview of CR-aided IoT, where the
potential applications and architectures were introduced. In
[28], the authors investigated an underlay CR IoT network and
proposed a new leakage-based precoding scheme. In [29], an
energy-efficient resource allocation scheme was proposed for
SWIPT-enabled CR IoT network. Compared to the underlay
technique with strict limits on the interference level and
the interweave techniques suffering from traffic pattern error,
overlay scheme with cooperative CR was assumed to be more
suitable for enabling IoT [30]. At first, the authors in [31] have
proposed a one-way cooperative CR network (CCRN) model
to further improve the spectrum efficiency of CR system,
where the primary and secondary systems can cooperate with
each other. Afterwards, the authors in [32] extended CCRN
into a two-way relay model, which investigated the optimal
beamforming scheme for the multi-antenna secondary users
(SUs). When it comes to IoT, the authors in [30] studied
an overlay CR IoT network with SWIPT, where two IoDs
as SUs sent information to each other and also provided
relay cooperation to the primary users (PUs). Actually, the
spectrum efficiency of IoT can benefit a lot from CCRN with
the presence of multiple IoDs and other PUs. Especially when
the relay node (controller) has multiple antenna, beamforming
schemes to counteract eavesdropping are proved to be effective
[33], which motivates us to study it.

In order to fill such gap, we propose a two-way CR IoT
network with SWIPT to investigate the cooperative secrecy
scheme against eavesdropping and meanwhile guarantee the
quality of service (QoS) of IoDs. A CR-enabled controller
located at the center of the secondary network offers relay
assistance and cooperative security to a pair of PUs , while
transmitting information and power to its corresponding IoDs
by utilizing primary spectrum. Two-way amplify-and-forward
(AF) relaying is adopted to enable CCRN. Moreover, the IoDs
operating in the secondary network preform different function-
alities, i.e., IoDs for information decoding (ID-IoDs) and IoDs
for energy harvesting (EH-IoDs). In the presence of a potential
eavesdropper existing in the secondary network, our objective
is to design the secure beamforming at the central controller to
maximize the secrecy sum rate of PUs under transmit power
constraint, while maintaining the QoS requirements of the
secondary IoDs. Our work is different from the previous works
[6]1-[9], [22]-[24], [28]-[30]. First, we address the secrecy
problem for IoT networks while the other performance issues
are considered in [6]-[9]. Second, we consider the energy
limitation of IoT devices while the works [22]-[24] did not
consider the energy-limited constraints. Third, we consider the
cooperation between the primary and secondary CR networks
to enhance the security of IoT, while no cooperation and no
security are considered in [28]-[30]. The main contributions
of our works are summarized as follows.

1) A two-way CR IoT network model with SWIPT is con-
structed to investigate the secrecy issue against eaves-
dropping. Considering different computing capabilities
of IoT controller, we propose three secure beamforming
schemes in order to maximize the secrecy capacity [18].

2) We firstly propose the branch-reduce-and-bound (BRB)-
based [34] iterative algorithm to solve the secrecy sum
rate maximization problem, which can serve as an
upper bound benchmark of the objective and generate
a feasible solution by Gaussian randomization [35].

3) To solve the problem with lower computational com-
plexity, we further transform the original nonconvex
problem into a difference-of-convex (DC) programming
problem [36] and propose a constrained-convex-concave
programming (CCCP)-based iterative algorithm [37],
[38] to find a local optimum of the DC programming.

4) For the IoT network with limited power supply or
weak computing capability at the controller, the afore-
mentioned iterative optimization algorithms may not be
applicable. Thus, we propose another zero forcing (ZF)-
based non-iterative algorithm for the secrecy sum rate
maximization problem.

5) Finally, simulation experiments are conducted to verify
the effectiveness of our proposed algorithms and their
superiority comparing to the conventional schemes.

The rest of this paper is organized as follows. In Sec-
tion II, the system model is described and the secrecy sum
rate maximization problem is formulated. In Section III, we
proposed the BRB-based iterative algorithm. In Section 1V,
we transform the original optimization problem into a DC
programming and proposed CCCP-based algorithm. In Section

2327-4662 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2019.2941873, IEEE Internet of

Things Journal

IEEE INTERNET OF THINGS JOURNAL

——————— >
1" timme slot 2 time slot
Yo ow Y-V .Y
rul Controller ru2
«————— | >
hl:l‘ - hll‘
PRV N
- / | AN
- 7 | t, ~
|

gk p Y L \\\\2‘4

ID-lob | | Eve | | EH-loD,

Y

| 1D-1oD,

Y

EH-loD),, |

Fig. 1.
SWIPT.

The cooperative security model of a two-way CR IoT network with

V, we propose a ZF-based non-iterative algorithm. Simulation
results are provided in Section VI and in Section VII we
conclude our paper.

Notations: Scalars are denoted by lowercase letters like z.
Bold lowercase letters like a denote column vectors. Re(z),
|z|, and z* denote the real part, norm, and conjugate of a
complex number z, respectively. ||a|| denotes Euclidean norm
of a complex vector a. a(i) denotes the i-th element of
the vector a. AT, ||A| and tr(A) represent the conjugate
transpose operation, Frobenius norm, and trace of the matrix
A, respectively. ® denotes Kronecker product. vec(A) denotes
to stack the columns of matrix A into a single vector. A > 0
denotes A is positive semidefinite. A, (A) stands for the
maximum eigenvalue of the matrix A.

II. SYSTEM MODEL AND PROBLEM FORMULATION

Fig.1 depicts a two-way CR IoT system, which consists of
primary and secondary networks. Two single-antenna PUs (PU
1 and PU 2) in the primary network intend to exchange infor-
mation to each other while an illegal eavesdropper (denoted as
Eve) with single antenna is interested in PUs’ information and
attempts to wiretap it. The secondary network is composed
of a CR-enabled controller and multiple IoDs!. Located at
the center of the secondary network, the controller equipped
with N antennas provides the PUs with cooperatively secure
relay assistance and serves the secondary IoDs with primary
spectrum. Particularly, multiple single-antenna IoDs operate
for different functionalities, i.e., K ID-IoDs for decoding
specific information (e.g., actuators) and M EH-loDs for
harvesting energy (e.g., sensors) [39]. One typical scenario
is smart home application, where an IoT control center (e.g.,
WiFi access point or smart TV) simultaneously relays two-
way information and provide cooperative secrecy for PUs
(e.g., smartphone, laptop or controller in other IoT subsystem),
meanwhile utilizing the primary spectrum to transmit downlink

'In the distributed-architecture mobile edge computing (MEC)-based net-
work such as Internet of Vehicles (IoV), massive data generated by vehicles
can be processed at the network edge servers instead of transmitting to the
centralized cloud infrastructure due to efficiency and energy concerns [40],
[41]. Here we consider the secondary network adopts a centralized manner
among the whole distributed IoT networks with the benefits for data processing
[23], [24], which is applicable in the small IoT subsystem such as smart home
application.

information to its multiple IoT clients. In this research, we
focus on designing the secure beamforming scheme at the
central controller.

In this paper, we focus on designing the beamforming
schemes to safeguard the secure communication, whose mo-
tivation is due to the following facts. One is that according to
the initial study of physical layer security in Wyner’s work
[18], if the main channel is better than the eavesdropping
channel with respect to the signal quality, then it is possible
to achieve secure transmission from an information theoretic
point of view. Here the definition of secrecy channel capacity
is the difference of the Shannon capacity of main channel to
the one of eavesdropping channel. In this research, we aim
at maximizing secrecy channel capacity by means of secure
beamforming design. Especially when the relay node has
multiple antennas, effective beamforming schemes are proved
to exist [33], which constructs our motivation.

The secure information transmission and energy cooperation
is divided into two consecutive time slots. In the first time slot,
PU 1 and PU 2 simultaneously transmit symbols z; € C1*!
and x5 € C**! to the controller with average transmit power
E[|z;|?] = P, i € {1,2}, respectively. We denote the forward
channel response from PU i to the controller % as h; j € CN*1
and the one to the eavesdropper as f; € C'*1 i € {1,2}.
Thus, the received signals at the controller and eavesdropper
in the first time slot are expressed as

(1)
2)

respectively, where n, ~ CA(0,0°I) and n.1 ~ CN(0,0?%)
refer to the additive Gaussian noise at the controller and the
eavesdropper, respectively.

In the second time slot, we denote the symbol intending to
the ID-IoD j as s; € C'*! j € {1,2,...,K}. The received
signal y. and multiple ID-IoDs’ symbol s; are multiplied
by beamforming matrix F € CY*N and corresponding
beamforming vector w; € CV*! respectively. Therefore,
these multiple products are integrated and sent by the central
controller to PUs, ID-IoDs, EH-IoDs and eavesdropper. The
transmit signal from the controller is expressed as

Y. =hy 1 +hofro + 1,
Ye,1 = f1z1 + foma 4+ ne 1,

K
x =Fy, + Y w;s;, 3)
j=1
Assuming s; with normalized power, ie., E[|s;|?] = 1,

the transmit power can be equivalently transformed to the

following form by employing vec(ABC) = (C* ® A)vec(B)
K

P =AY whw;, 4)

Jj=1

where f = vec(F) and A = (P1h17fhl{,f + P2h27fh;f +
aANT oL
Since PU ¢ knows its transmit symbol in (1), it can eliminate

2We assume that the global channel state information (CSI) of all the
considered channels is available to the controller, therefore secure beamform-
ing design can be performed at it. This assumption is reasonable when the
eavesdropper is an active user in the IoT network [42], [43].
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the self-interference when receiving the backward signal from
the controller. Thus, the received signals at PU ¢ and the
eavesdropper in the second time slot are expressed as

K
Ydi = th(Fh3*i1fm37i + ZW]SJ + Fnr) + Nd,i, (5)
j=1
2 K
Ye,2 = f;lj(z th,fl‘p + Z W;S; + Fnr + Ne, 2, (6)
p=1 j=1

where h; , f,. € CV*! denote the backward channel response
vectors from the controller to PU 7 and the eavesdropper;
Nd,isMe2 ~ CN(0,0%) refer to the additive Gaussian noise
at PU 7 and eavesdropper, respectively.

Based on (5), the received SINR at PU 7 can be expressed
as fractional quadratic form as

t'B;f

Vi = ) (N
fRf+ 30 wiC,w; + 02
where
z - P3 2[(h3 7 fh3 4 f) @ (hiybh;b)]Ta
R; = [(01) @ (h;3h] )",
Ci = (hiphl,)", i€ {1,2}, ®)

where (A @ B)(C @ D) = (AC) ® (BD) has been employed.

Meanwhile, the received signals at the ID-IoD k and EH-
IoD m can be expressed respectively as

2 K
YIpk = ng(Z Fh, sz, + ijsj +Fn,) +nipr, 9
p=1 j=1
2 K
yem = Qn (Y Fhy jz, + > wjs; + Fn,), (10)
p=1 j=1
ke{l,2,.,. K}, me{l,2,...M},

where g, € CN*1 and q,, € CV*! refer to the channel
responses from the controller to the ID-IoD k and EH-IoD m,
respectively, nyp r ~ CN(0,0?) is the corresponding additive
gaussian noise at the ID-IoD k.

Based on (9) and (10), the received SINR at the ID-IoD &
and the harvested energy at the EH-IoD m are given by

wi Dywy
= fTELf+ Zf 1]:7% wT.DkWJ + 02’ ()
Qm = p(fU,f + Z WIV,w;), (12)
respectively, where p denotes the EH efficiency factor and
D;. = (g8)", Vin = (4,,0},)" (13)
E; = (Pthfh{J + P2h27fh;f +o* DT @Dy, (14)
U, = (Pihy shl ; + Pohy phl  + 02T @V, (15)

Without loss of generality, we assume the EH efficiency
p = 1. The received signals at the eavesdropper are equivalent

4
to a 2 x 2 MIMO system, which is expressed as
_ fi f2 T
Ye = | TFhy; TFhy; | |
He
+ { o ] (16)
£ (Fn, + 327 wysg) +nes |
ne

Thus, the achievable information rate leaked to the eaves-
dropper can be expressed as
Te =

1
5 log, det (I + H.PHIZ™)
1 fTR4f+ ZjK:l W;C4Wj + B

= s log , A7
2 7 11+ 1TR) + 02 1 wiCw,
where P = diag(Py, P») and
. K
Z = E{n.n}} = diag(c?,0?(1 + f'Rsf) + ijl WJTC?,WJ‘),
Cs = ()", Cy=(Pi[f1]* + P2l fo]* + 0%)Cs,
Q; = (hish! )" @ C5,Q; = (hy_; sh! )" ® C3,i=1,2
R; =1®Cs, B=0"P|fi]>+*Ps|fo]® +0*,
Ry = (PP, fo|* + P1o?)Q, + (PLPa|f1]? + P20”)Qy
+ BR3 — (PP f1f5)Q1 — (PiPaff f2)Qo. (18)

Based on (7) and (17), the secrecy sum rate for the PUs against
eavesdropper is expressed as [18]

2
1
R, = 5(2 logy(1+7;) — 7).

i=1

(19)

In this paper, our objective is to maximize the secrecy
sum rate for PUs under the transmit power constraint at the
controller and the SINR and EH requirements at each IoD,
by optimizing the beamforming matrix F and a sequence of
beamforming vectors w;. Based on (4), (11), (12) and (19),
the optimization problem is formulated as

max Ry
f7{wj}{(
s.t. =fTAf + Z wi W <P,
w Dka
Ve = £ Z Y0,

FEf+ 50, WiDgw; + 02

K
Qm = fTUmf‘F Zw;Vanj Z QO?
j=1
ke{l,2,.,K}, mel{l2..,

M}, (20)

where P,, 7o and )y are the maximum transmit power at
the controller, the SINR requirement at each ID-IoD and the
harvested energy threshold at each EH-IoD, respectively.

III. BRB-BASED ITERATIVE ALGORITHM

The secrecy sum rate maximization problem (20) is a non-
convex fractional quadratically constrained quadratic program-
ming (FQCQP) problem and thus it is hard to obtain the
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optimal solution via conventional convex methods. To provide
a benchmark with an upper bound for evaluating the problem
compared to other suboptimal algorithms, we will propose
an iterative algorithm based on the BRB-based method [34]
in this section for solving (20). The idea of the proposed
BRB-based method is to recursively update a set of non-
overlapping boxes and constantly minimize box size, which
impel the objective value to approach the optimal one. More
specifically, the proposed BRB-based algorithm includes three
steps: branch, reduce and bound. To begin with, we introduce
some useful definitions from [34] in the following.

A. Some Definitions of BRB Approach

Box: For given a,b € R} with a <'b, the set of all x such
that a < x < b is called a box and denoted as [a,b]. a and b
denote the vertex of the box in this paper.

Branch: To select a box with a feasible vertex from the set
N and divide it into multiple smaller boxes.

Reduce: To subtract some region in a box that cannot
improve the lower bound f,;,, which can avoid unnecessary
feasibility evaluations.

Bound: To search for a feasible solution in one of the new
boxes and use it to update the lower and upper bounds, i.e.,
f mins f mazx-

Throughout the whole algorithm, we maintain a set A/ of
multiple non-overlapping boxes, where each box stands for the
value of the variables in the problem (20). Each iteration of
the algorithm executes the above three procedure, i.e. branch,
reduce and bound, to narrow the solution space.

B. Proposed BRB-Based Iterative Algorithm for Solving SSR
Maximization Problem (20)

Firstly, we initialize the box set ' = { M}, which contains
the original box Mg = [ag, bo]. In order to define the size of
M, the objective function of problem (20) can be simplified
into a product form by discarding the logarithm term, that is,

Ry = f(7) = m7273 » where
fRf+ 30 wiCiw; + 02
o1+ f'Rsf) 4 02 Zjil w}ngj
fRA+ S wiCw; +8

i€ {1,2}

V3 = 21

Particularly, bo = [Y1.mazsV2,mazs V3.maz) - is the upper
right vertex chosen as a vector consisting of the maximal
values of Y1,72,73, and a = [Vl,mina’VQJrLina’Y?),min]T is
the lower left vertex constructed by the minimum values of
Y1,72,73-

Based on the expressions in (21), 1, Y2, and 73 are kinds of
generalized Rayleigh quotients whose maximum values are the
maximum eigenvalue of the generalized matrices. Therefore,
the upper and lower bounds of v, 72, vs are listed below

= 177i,max =1+ PT/O'QAmax(AilBi)’i =1,2
Y3maz = 0 /B + Pr/BAmax(M1X),
V3,min = 1/(5 + PT)‘maz(MilY))a

Yi,min

(22)

where M = diag(A, I, ...,I), X = o%diag(c?R3, Cs, ..., Cs),
N—_—— N——’
K+1 K+1
and Y = diag(Ry, Cy, ..., Cy).
N———
K+1

1. Branch

The initial upper bound is set as fiax = f(bo) and the
lower bound f,,;,, is determined by one feasible vector. In the
branching procedure, any box M = [a,b] selected from the
set A/ should satisfy that the objective value obtained from
the upper vertex b equals to the current upper bound, i.e.,
f(b) = finaa. Besides, if the lower vertex a is an infeasible
point to the problem, the box contains no feasible solutions
and should be removed from the set NV, namely, N' = N\ M.
Meanwhile, the current upper bound f,,,, will be reset as

fmar = arg maxf(b) (23)
MEN

€
This selecting procedure terminates until an appropriate box
M = [a, b] with a feasible vertex a is found. Then, we assume
the line [, connecting the vertices of M crosses through the
hyperplane {r|f(r) = fmn} and intersects at point ¢. In order
to efficiently improve the lower bound f,,;,, we apply the
bisection search and start with checking the feasibility of the
intersection point ¢, which is given by

f(a))/f(b—a).

If ¢ is feasible, a bisection method is applied on [, to
search for the intersection point v on the Pareto boundary.
Given the accuracy 9, the bisection approach can return the
result [Viin, Vimaz] to improve the lower bound as fri, =
max(f (Vimin), fmin). If infeasible, such search procedure is
abandoned since any point on [,. cannot update f,,;,. Thus,
we set v = ¢ to continue the branching procedure.

Now we turn to partition the selected box M into 3
non-overlapping smaller boxes to improve f,,.,. The upper
vertices b',b?, b® of 3 new boxes are created based on the
intersection point v, that is

b’ =b — (b(i) — v(i))e;,

c=a+ (b—a)x (frin — (24)

(25)

where e; is a column vector with its i-th element being 1
and others being 0. Next we calculate the objective value of
each vertex as f (bz) and reorganize the 3 upper vertices as
{b"1,b"2,b"?} based on f(b"*) > f(b"?) > f(b"'), where
ki denotes the original index corresponding to the current i-th
vertex. Then the corresponding lower vertices are given by

a"t =a, (26)
a™ =a™ + (v(k1) —a™ (k1))ex,, (27)
a®™ = a" + (v(ka) — 2™ (K2))ex,- (28)
Therefore, new boxes are constructed as M; = [a"! b"!],
My = [a"2,b"™?], M3 = [a"3, b"3].
2. Reduce

Actually, the boxes in N contain some parts that may not
attain higher value than f,,;,, which should be optimized
to avoid unnecessary feasibility evaluations in the following.
Take box [a,b] for example, if f(b) < fnin. the whole box
will be discarded from A. Otherwise, the lower vertex a is
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updated based on

f(b) — fmin . .
DG —a(i) 1) x (b(¢) — a(i)).

After all the aforementioned procedures applied on the chosen
box M = [a,b], the box set A is updated as

N =N\ MU{M;i, My, M3}.

a(i) = b(i) — min( (29)

(30)

3. Bound

At the end of each iteration, the upper bound is reduced
according to (23). By setting the converge accuracy ¢, the
whole algorithm terminates and returns the objective value
[frmins fmaz), Which is presented in Algorithm 1.

Algorithm 1 The Proposed BRB-based Iterative Algorithm
1: input the original box Mgy = [ag, bg], the box set N' =
{My}, accuracy ¢ and bisection line search accuracy d;
2: Set initial [y, and finaz;
3: while fmaw - fmin >¢€
4:  Choose the box M = [a,b] with feasible lower point
a and f(b) = fmaz
5:  while 1
Select a box [a,b] with f(b) = fi4. from N;
Check the feasibility of a = [a(1),a(2),a(3)]7;
if feasible:box [a,b] is chosen;  break
else: remove the box from the set N' = N\ [a, b]
and update the upper bound f,,,4, as
fmaz = argmax(, yjcp f(b); end
end
6:  Set the intersection point ¢ as
c=a+ (b—a) X (fiin—f(a))/f(b—a),setv=c;
7:  Check the feasibility of c:
if feasible: Apply Bisection method on line /., to
search the interval [Viin, Vinaz], update v = Vy,qz
and improve the lower bound by
fmin = max(fmina f(Vmin)); end
Branch the box M., into 3 new boxes based on v;
for any box [a,b] € N/
if f(b) > fimin: rewrite the vertex a according to (29)
else: subtract this box from the box set; end
10:  end
11:  Update the box set N'= N\ MU {M;, My, M3}
and the upper bound finq, = argmaxp, e f(b);
12: end
13: return the interval [fy,in, fmaz] and feasible solution.

To finish the proposed Algorithm 1, the remaining challenge
is to construct the feasibility problem. By letting T = £t
and W; = ij; for all 7, (20) can be reformulated into a
semidefinite programming (SDP) problem. For a box [a,b],
the feasibility evaluation on vertex a can be written as

find (T, {W;})
s.t.

tr(B;T) + (1 — a(i)) (tr(R;T) + > tr(C;W;) + 1) > 0,

j=1

6
Algorithm 2 Bisection Method Applied on [
1: input accuracy §, ¢! =0 and p* = ||b — c||;.
2: while " — ol >4
set " = (9" + ¢)/2, .,
set § = =gy = [5(1),5(2)a€(3)] ,
set O(k) = c(k) + &(k)p™, k=1,2,3.
mid

if problem (31) is feasible for given 8: set ¢! = ¢
else: set " = ™ end
end

return[’, ©"], [Vinin, Vimaz] and the last feasible solution.

A

K
tr((Rs — a(3)Ry)T) + Y _ tr((Cs — a(3)Ca)W,) + 1 > a(3)8,

K
tr(ERT) + > tr(DyW;) + 1 — tr(DxWy) /70 <0,
j=1j#k

K
Qo — tr(Up,T) = > (Vi W;) <0,
j=1

ie{l,2}, ke{l,2.K}, me{l,2..M},

K
tr(AT) + > tr(W;) — P, <0,
j=1

T>0, W;>0, rank(T)=1, rank(W;)=1. 31

By discarding the rank-one constraint, such problem is
convex and solvable using interior point method [44].

Another remaining task is to build up the bisection search
in Algorithm 1. If the point ¢ is feasible, the basic idea is to
choose the middle point 8 on line [, to check its feasibility.
Thus, the point a is substituted for € in (31) to evaluate it. The
bisection method is summarized in Algorithm 2. We initialize
the bisection bounds as ¢' = 0 and ¢* = |[b — ¢||;. By
constantly updating the two endpoints, we can approximate the
optimal result in an interval range [Vinin, Vimaz), Where Vi,
is calculated by the feasible point and used to update f,,;, in
Algorithm 1, and v,,,4, is used in the branching procedure.

Remark 1 (Initial f,,;y, for Algorithm 1): We have pre-
defined the initial fiaz 88 frmaw = f(bo) in the beginning
of Algorithm 1. However, the value of the initial f,;, will
directly affect the location of the intersection point ¢, which
influences the convergence speed. In this regard, we propose
to solve a SDP problem based on (31) whose constraints are
(41e)-(41g) and the objective is max(B; +B2)T. Then we use
its feasible solution T, W to calculate the initial f,,;;,.

Remark 2 (Retaining feasible box in the reduce procedure):
In the reduce procedure ,we update the lower left bounds of
each box by using (29). Although it cuts off parts that cannot
achieve function values between f,,;, and f;, in one box, it
is likely to reduce the feasible region, which may cause the
box set A contains no feasible regions. Thus, we propose
to evaluate the feasibility of each new vertex a after (29). If
infeasible, the original a is retained.

Remark 3 (Gaussian randomization): Since the feasibility
problem (31) may not have a rank-one solution, we preserve
the last feasible solution and apply Gaussian randomization
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(GR) [35] to construct a feasible rank-one solution. Thus,
the results obtained from Algorithm 1 is an upper bound for
the original problem (20). Simulations with comparison of
average secrecy sum rate obtained by the BRB-based proposed
algorithm without GR and that with GR are presented in
Section VI.

IV. CCCP-BASED ITERATIVE ALGORITHM

Although the proposed Algorithm 1 presented in the last
section can serve as a benchmark by offering an upper bound,
it has quite high computational complexity due to the double-
tier iteration. Thus, we will propose a single-tier iterative al-
gorithm in this section, which is based on constrained-convex-
concave programming (CCCP). The main idea of CCCP-based
iterative algorithm is to equivalently transform problem (20)
into a difference-of-convex (DC) programming form, where
the objective and constraints can be expressed as difference of
convex functions. By replacing the latter convex functions with
their approximately linear form, the resulting problem can be
solved with iteratively updated variables until convergence.

For the ease of presentation, we normalize the variance of
noise to be unit, i.e., 02 = 1 and the EH efficiency p =
1. Let q = [fT,WJ{,WE, ...,WTK}T. Given the monotonicity and
concavity properties of logarithm function, problem (20) can
be reformulated by omitting the logarithm term as

S q'Aiq+1 q'Hzq+1

32a
M “ra'Hiq+1 q'Hyq+ B 2
st.  q'Mq— P, <0, (32b)
7(a"Grg+1) — (0 + Wi Dpwy, <0,  (320)
Qo—q'T,q <0, (32d)
ke{l,2,.,K}, me{l,2,.., M},
where Bl =B;+R;, A; = diag(Bi, C;, ..., Cz),l =1,2, H; =
K+1
diag(RiaCia"'aci)v Gk = diag(Ek7Dka"'aDk), and T,, =
—— ——
K+1 K+1
diag(Up, Vs ooy Vi)
N——

K+1
By introducing three slack variables (1, 2, t3), the problem
(32) can be equivalently recast as follows

(33a)

max .
q,{t:>0}3

st. q'Hiq+1— (qfA;q+1)/t; <0,i=1,2 (33b)
q'Haq + 8 — (q'Hsq + 1) /t3 <0, (33¢)
(32b), (32¢), (32d). (33d)

titats

Then, we propose the CCCP-based iterative algorithm to
solve DC programming problem (33), where we iteratively
approximate the original nonconvex feasible set around the
current point by a convex subset and then solve the result-
ing convex approximation in each iteration. To conduct the
procedure, we define following functions and corresponding
first-order Taylor expansions around points Z, (f, Z) and f as

gt) =1/t,  g(t.8) = g(t) + ¢'(D)(t — &) = 2/ — t/1,

&y(f z) = FYF/z, &(f,2,f,z) = 2Re{f Y} /z — ' Yz /22,
ov(®) = f1YE, oy(f,f) = 2Re{f Yf} — f Y. (34)

In the (n+1)-th iteration of the algorithm, given the optimal
set ") = {q(») = [f(")T,w(ln)T, ...W(I?)T]T,t;n),tém,téﬂ)}
obtained in the n-th iteration, we solve the following convex
optimization problem

max tl t2t3

qv{t’i>0}£1))
TH. _ Cgq(n) )y _4(n)
st q'Hig+1—&a,(q,4,9",¢;7) —g(ti,t;) <0,
qTH4q + B - §H3 (q? t37 (1(”)7 t:(),n)> - g(t3a té’ﬂ)) S 07
q'Mq - P, <0,
VO(qTqu + 1) - (70 + 1)90Dk (Wka W](sn)) < 07
Qo — ¢1,,(4,4™) <0,

ke{l,2,.,K}, me{l,2 .., M} (35)

which can be further transformed into an second-order cone
programming (SOCP) problem to reduce the computational
complexity.

By introducing the variables (a1, a2) and z, problem (35)
is converted into the following convex SOCP

max z
q,{t:>0}} {2 >0}7,2

S.t. |\[20¢1,t1—t2]|| <t +to,
|H20¢2,t3 - 1]” <t3+1,

H[2270[1 _aQ]H S Qaq +0[2,

t 2 < —Re{blq} —rit;
—Re{bi q} — ’I"l‘ti —€; — 1
—e;+1, 1=1,2
. 2Hsd < —Ref{n'q} — ryt;
L —Re{bgq} — 13ty — ez — 1
—e3+ 1,
r 1
2H? q < 1
< —Re Wit —nr+1,
I —Re{plwk} —ni—1 ] LA

Qo + Re{vl,q} + d, <0,

1
HZq|| < /Pr, ke{l,2,..K},me{l,2, .. M}
(36)

where

bi = 2/t [(BA™)T, (Cowi™), L (CowihTT,

ri = (qTAq™ + 1D)(E™)2, ey =1-2/t" i =1,2;
by = —2/t5" [(Rsf™)T, (Cawi™)T, ..(Cawie)T]T,

rs = (M Hzq™ + 1)(t57)%, e =B —2/t5";

P = —2(v0 + 1D, g, = 70 + (70 + D(w) IDLw Y
Vi = —2[(Upf™) T (VW) (VWD)

dp = q™1T,,q™. (37)

The CCCP-based algorithm for solving problem (32) is
summarized in Algorithm 3.
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Algorithm 3 The Proposed CCCP-based Iteration Algorithm
O) =

1: Initialize: Set n = 0, given a feasible set O(°) = {q
(O wlOT w40 1O 40 and accuracy e

2: Repeat:
Solve the SOCP problem (36) with ©(™) using interior
method and assign the optimal solution ©* to ©(™+1);
n:=n-+1;

3. Until: Convergence, i.e., | z2("tD — 2(") |<¢,

Remark 4 (Initial Point for Algorithm 3): We choose the
initial point for Algorithm 3 as that for Algorithm 1, where a
feasible solution T, W is found. Then, by employing Gaussian
randomization, the initial point {f(*) wgo),w(o), .w(o)} are
derived. Accordingly, slack variables {t1 (0),753 )} can be
determined when the slack inequalities become active.

V. ZF-BASED NON-ITERATIVE SUBOPTIMAL SOLUTION

Although Algorithm 3 has much lower computation com-
plexity than Algorithm 1, we still need to solve a sequence of
SOCPs. To further reduce the complexity, we present a ZF-
based non-iterative suboptimal solution in this section, where
only one SDP is needed to be solved. In this section, we
take the scenario X' = M for example. Firstly, we force the
beamforming vector f at the controller to be in the null-space
of the corresponding eavesdropping channels in the second
time slot, which can be expressed as

[q17 qQ]Tf = [07 O]Ta

where q;, = vec(frhff) and q, = Vec(frh;f). Accordingly,
the beamforming vector f can be expressed as

f=Vx,

(38)

(39)

where V € CNV**X(N*=2) consists of N2 —2 singular vectors of
the matrix [ql, q,]7, corresponding to zero singular values and
x € CV*=2)x1 denotes an arbitrary vector to be optimized.

By inserting (39) into problem (32), the third term of the
objective, i.e, the SINR of the eavesdropper is a constant
with respect to the channels, which can be discarded from
the objective. Thus, we can obtain

qHq+1 qHyq+1

max e+ 1 aHa (40a)
@ q'Hzq+1 q'Huq+1
st q'H5q+ 70 <0, (40b)
q'HEq > Qo, (40¢c)
a'H:q < P, ke{l,2.K},  (40d)
where q = [x, wl,wi,..wl ]t and
H; = diag(VIB;V,C;,...,C;), i=1,2
—_————
K+1
ﬁj = diag(VT R;,_2V,C;_s,..,Cj_2), j=3,4
K+1
ng == dlag(’Y()VT EkV7 'Y[)Dk;7 ceey —Dk7 ceny ")/()Dk)7
K+1

H} = diag(VI UpV, Vy, ..., V),
N——
K+1
H; = diag(VI AV, 1L, ..., T).
N———

K+1

(41)

Note that the matrix —Dj in the diagonal matrix HY
corresponds to the beamforming vector wy for ID-IoD k.
Actually, to achieve the optimum of the problem (40), the
optimal solution q should always satisfy that the transmit

power constraint of the controller is active, i.e.,
q'H;q = P,. (42)

By substituting (42) into problem (40) and replacing qq’

by P,/n-H; ™!, we rewrite (40) as
q'P1H- 'Pyq
max LT (43)
@ q'PsH; Puq
st. q'PEq <0, (43b)
a'Pgq >0, ke{l,2,.,K}, 430
where P; = H; + P~ 'Hy,i € {1,2,3,4},P¥ = P.HE +

7oH7, Pg = P,HG — QoHy.

Define K; = P;H;'P,, K, = P3H,'P,, and S = qq'.
Omitting the rank-one constraint rank(S) = 1 and applying
Charnes-Cooper transformation [45], problem (43) can be
transformed into the following SDP

max tr(K;S) (44a)
st tr(KeS) =1, (44b)
tr(PES) <0, (44c)
tr(P5S) >0, ke {1,2..K}. (44d)

Problem (44) is convex and can be efficiently solved via in-
terior point method. Assume that S° is the optimal solution to
SDP (44). If the rank of S° is one, denoted as S° = s°s°T, the
optimal solution to problem (43) is q° = s°. If rank(So) >2
and k = 1, the number of trace condition in problem (43) is 4.
The following rank-one decomposition theorem is employed.

Theorem 1 [46]: Let A; € C"*™, i € T = [1,2,3,4], be
a Hermitian matrix, and Z € C™*"™ be a nonzero Hermitian
positive semidefinite matrix. Suppose that n > 3 and for
any nonzero Hermitian positive semidefinite matrix Y &
C™ ™, [tr(A1Y), tr(A2Y), tr(AsY), tr(A4Y)] # [0,0,0,0]. If
rank(Z) > 2, we can find a rank-one matrix zz' such that
tl”(AiZZT) = tr(AiZ)J el.

When rank(S°) > 2 and k& = 1, from Theorem 1, we can
find a rank-one matrix zz such that tr(K;zz') = tr(K;S°),
tr(Kozz') = tr(KsS°), tr(Pszz’) = tr(P5S°), tr(Pszz!) =
tr(PgS°). Thus, the optimal solution to the FQCQP (43)
is q° = z. Otherwise, if & > 2, we employ Gaussian
randomization to obtain the approximate solution.

Remark 5 (Practical Implementation Issue): The application
of the three proposed algorithms depends heavily on the
processing capability of the central controller. For the scenario
that the controller with much powerful computing ability and
sufficient power supply, e.g., micro base station, it’s more suit-
able to employ BRB-based algorithm at it. For the controller
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Fig. 2. Average secrecy sum rate versus the number of feasibility evaluations
in the BRB-based iterative algorithm when the transmit power to noise power
ratio and the number of antennas at the controller are P/ o2 = 25 dB,
N = 3 and the accuracy € = 0.1, 6 = 0.01.

with limited computing power such as a WiFi access point or
laptop, CCCP-based algorithm is a good choice that strikes
a balance between lower complexity and better performance.
However, for the IoT network with lower power supply at the
controller, we suggest adopting ZF-based algorithm, which can
obtain the solutions within a short period at the expense of
relatively poor performances.

VI. SIMULATION RESULTS

In this section, we will present computer simulation results
of our proposed algorithms. In the proposed model, we as-
sume that all the channel response vectors are independent
and identically distributed (i.i.d.) complex Gaussian random
variables with zero mean and unit variance. To solve the
SOCPs and SDPs, we apply the CVX optimization solver
based on MATLAB environment [47]. In all the simulations,
the secrecy sum rate is an average value by using 500 ran-
domly generated channel realizations. Besides, the transmit-
power-to-noise-power ratios of the two PUs are set equal,
ie., P /o> = Py/o? = P/o?. If not specified, the EH and
SINR thresholds for secondary IoDs are Qg = 79 = 5 dB,
and the numbers of ID-IoDs and EH-IoDs are identical, i.e.,
K=M-=1.

In the following simulations, comparisons of average secre-
cy sum rates for different algorithms are presented, including
the BRB-based iterative algorithm without Gaussian random-
ization (denoted as “BRB” in the legend), the BRB-based
iterative algorithm with Gaussian randomization (denoted as
“BRB-GR” in the legend), the CCCP-based iterative algorithm
(denoted as “CCCP” in the legend) and the ZF-based non-
iterative algorithm (denoted as “ZF” in the legend). We also
consider another algorithm as benchmark, i.e., the maximal-
ratio reception and maximal-ratio transmission algorithm in
[48] (denoted as “MRR-MRT” in the legend). To demonstrate
the benefits of secure beamforming design, we include the
scheme without beamforming (denoted as “No-BF” in the

45 —

251 1

—O—Plo?=25dB
——Pls?=15dB
—8—p/s?=5dB

15

Average Secrecy Sum Rate (bps/Hz)

0.5 1

ok | | | |
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Fig. 3. Average secrecy sum rate versus the iteration times of the CCCP-
based iterative algorithm when the transmit power to noise power ratio and
the number of antennas at the controller are P,/ 02 =30dB and N = 4.

legend), where the elements of beamforming matrix and
vectors are set equal to 1.

A. Convergence Performances of the Proposed Iterative Algo-
rithms

In Fig. 2, we present the average secrecy sum rate achieved
by the BRB-based iterative algorithm versus the total number
of feasibility evaluations. The number of antennas at the
controller is N = 3 and the transmit power to noise power
ratio is P, /o = 25 dB. The bisection method is applied with a
line-search accuracy § = 0.01 and the accuracy for termination
is € = 0.1. As shown in Fig. 2, the convergence characteristics
of two different transmit power scenarios are studied, where
the upper bound and lower bound of the objective gradually
converge into a straight line with the number of feasibility
evaluations increase. It is also observed that it takes both
approximately 800 times of feasibility evaluations to converge
in these two scenarios.

In Fig. 3, we present the average secrecy sum rate achieved
by the CCCP-based iterative algorithm for different transmit
power of primary users, where the transmit power to noise
power ratio of the controller is P,./c? = 30 dB and the number
of antenna is 4. As shown in Fig. 3, the average secrecy sum
rate is achieved steadily after about 5 iterations, regardless of
P/o?. Compared to the convergence performance of the BRB-
based algorithm shown in Fig. 2, it consumes less iteration
times to converge in the CCCP-based algorithm.

B. Average Secrecy Sum Rate Versus the Transmit Power at
PUs

In Fig. 4, we present the average sum rate comparisons of
different secure beamforming algorithms for various transmit
power to noise power ratios of primary users, P/o?. The
number of antennas at the controller is N = 3 and its transmit
power to noise power ratio is P./oc? = 30 dB. As shown in
Fig. 4, the performance of the BRB algorithm outperforms
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Fig. 4. Average secrecy sum rate versus P/o?; performance comparison of
different algorithms when the transmit power and the number of antennas at
the controller are Pr/02 = 30 dB and N = 3.
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Fig. 5. Required transmit power at the controller versus Rs when the transmit
power to noise power ratio of primary users is P/o? = 10 dB and the number
of antennas at the controller is N = 3.

the BRB-GR algorithm slightly, which results from that the
Gaussian randomization procedure in BRB-GR requires rank-
one solution. Besides, the two scheme based on BRB are
superior to CCCP in lower P/o? region and they achieve
almost the same performance in high P/o?, which demon-
strates that the suboptimal solution obtained by BRB schemes
offers almost the upper bound among all schemes. With lower
computational complexity, CCCP algorithm can achieve most
of the performance of BRB algorithm, which is suitable for the
IoT device with poor processing ability. Moreover, MRR-MRT
and No-BF schemes with least computational complexity are
left far behind by the proposed schemes, which verifies the
effectiveness of our proposed schemes.

o

N
&

NS

Average Secrecy Sum Rate (bps/Hz)
w

Fig. 6. Average sum rate versus /N when the transmit power to noise power
ratios of the controller and primary users are P, /o2 = 30 dB and P/o? = 20
dB.

C. Required Transmit Power at the Controller Versus Average
Secrecy Sum Rate

In this subsection, we further investigate the required trans-
mit power at the controller, i.e., P, for different secrecy sum
rates, where the transmit power to noise power ratio at primary
users is P/o? = 10 dB and the number of antennas is 3.
From Fig. 5, it is observed that higher transmit power at the
controller is required when we want to improve the secrecy
sum rate for all schemes. Furthermore, for the fixed secrecy
sum rate, the required transmit power at the controller in
CCCP scheme is larger than the one in BRB schemes, which
demonstrates that the schemes based on BRB are more energy-
efficient. Besides, to provide valid cooperative security, it
consumes more power at controller in the ZF and MRR-MRT
schemes. However, without the optimization on beamforming,
the No-BF scheme can not guarantee secure communication
when the transmit power at controller P, is in the lower region.

D. Average Secrecy Sum Rate Versus the Number of Antennas
at the Controller

In Fig. 6, we show the average secrecy sum rate for
different number of transmit antennas at the controller when
the transmit power to noise power ratio of the controller and
primary users are P,/0? = 30 dB and P/o? = 20 dB. As
shown in Fig. 6, with the increase of N, the average secrecy
sum rates of our proposed algorithms increase while the MRR-
MRT scheme decreases. For the proposed algorithms, more
transmit antennas at the controller can make full use of the
space resources and enhance the transmission gain. While
for the MRR-MRT algorithm, it is more likely to produce
infeasible solutions when more antennas are used to construct
larger transmit matrices. The No-BF scheme can not take
advantage of multiple antennas, which accounts for its poor
performance.
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Fig. 7. Average achievable rates of primary users and eavesdropper versus
Qo when the transmit power to noise power ratio and the number of antennas
at the controller are P/ 02 =20dB and N = 4, respectively.

E. Effect of the EH Threshold on Average Achievable Rates
of PUs and Eavesdropper

In Fig. 7, we set the EH threshold @)y from 15 dB to
25 dB to investigate its effect on the achievable rates of
primary users and eavesdropper with proposed algorithms,
where the parameters are set as P/o? = 10 dB, P,./o? = 30
dB and N = 4. Generally, the average achievable sum
rates of primary users achieved by all algorithms decrease
with the increase of EH thresholds on IoDs, which results
from that higher QoS level demands more energy provided
by controller and therefore lower the system performance.
Compared to ZF scheme, BRB-GR and CCCP algorithms can
obtain much better results and these two algorithms perform
close with higher EH threshold, which is because the higher
Qo leads to frequent occurrence of infeasible solutions when
solving the problem. When it comes to the achievable rate
of eavesdropper, the results achieved by BRB-GR and CCCP
similarly reduce as the increase of ()y. Besides, since the
ZF scheme can force the beamforming vector to be in the
null-space of the eavesdropping channel, the achievable rate
of eavesdropper is a constant which is related to the random
channel responses, regardless of Q.

F. Average Secrecy Sum Rate Versus the Number of ID-IoDs
and EH-IoDs

In this subsection, we investigate the effect of the number
of ToDs in the secondary network. The number of ID-IoDs
and EH-IoDs are set identically, i.e., K = M, from 1 to
5, and the number of transmit antennas at the controller is
N = 6. Theoretically, more IoDs to be served in the secondary
network means more power needs to be consumed, which
will lead to a decline on security performance of the whole
system. From Fig. 8, we see that the average secrecy sum
rates obtained by all the algorithms decrease with the increase
number of IoDs, which verifies our assumptions. It is also
found that when the number K is less than 3, the performances

;
—&—BRB
—>—BRB-GR
—6—CccP
—O—27F
—%— MRR-MRT
—&A— No-BF

Average Secrecy Sum Rate (bps/Hz)
w

Fig. 8. Average secrecy sum rate versus K when the transmit power to
noise power ratios of the controller and primary users are P,/0? = 30dB
and P/ 02 = 20dB, and the number of antennas at controller is N = 6.

TABLE 1
SECRECY SUM RATE (BPS/HZ) COMPARISON OF ALGORITHMS

Algorithm | P,/0?=10dB | P./0*=20dB | P,/0°=30dB

BRB-GR 0.7227 1.8346 2.1977

CCCP 0.5652 1.8128 2.1829

ZF 0.5091 1.1615 1.1719

MRR-MRT 0.3532 0.4625 0.4962

No-BF 0 0 0.0580

of the BRB and CCCP algorithms are close, and when K > 3,
the difference between them becomes larger, which reveals the
stability of BRB-based schemes as more IoDs are involved.

G. Numerical Results for One-time Channel Realization

To further clearly reveal the performances of different
algorithms, we compare the secrecy sum rates obtained by the
proposed algorithms in Table I for one-time channel realization
under different transmit power to noise power ratios at the
controller, where the transmit power to noise power ratio of
primary users is P/o? = 10 dB and the number of antenna
at controller is 3. From TABLE 1, it is observed the proposed
BRB algorithm with Gaussian randomization obtains the upper
bound of performance for all proposed schemes under different
P, /o?. Besides, the CCCP algorithm performs close to BRB-
GR scheme only in the high value region of P,./o? and both
of them outperform the ZF and MRR-MRT schemes. It is also
found that without secure beamforming design, the benefits of
multi-antenna technique can not be exploited, which leads to
poor performance.

VII. CONCLUSIONS

In this paper, we have proposed the BRB-based iterative
algorithm, CCCP-based iterative algorithm and the ZF-based
non-iterative algorithm for secure information transmission in
the two-way CR IoT network with SWIPT. Simulation results
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have shown that the the BRB-based iterative algorithm with
or without Gaussian randomization procedure achieve the best
performances among the proposed schemes, which verifies
that BRB offers almost the upper bound for the problem.
The CCCP-based iterative algorithm with lower computational
complexity performs close to the BRB scheme, which strikes a
balance between complexity and performance. Moreover, the
ZF-based non-iterative algorithm with the lowest complexity
obtains relatively poor performances, which is suitable for the
IoT network with limited power supply at the controller.
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