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ABSTRACT In this paper, we investigate secure uplink transmission in a typical Internet of Things (IoT)

deployment, where multiple sensors communicate with a controller via the assistance of an untrusted relay.

By taking both the relay and direct links into account, three different scheduling schemes, e.g., optimal

scheduling (OS) scheme, threshold-based scheduling (TS) scheme, and random scheduling (RS) scheme,

are proposed to cope with the implementation complexity of user scheduling in IoT communications. For

each scheduling scheme, we first derive the closed-form expressions for the secrecy outage probability and

the secrecy throughput, as well as characterizing the secure energy efficiency to help facilitate an energy-

efficient secure transmission design. Finally, numerical simulations demonstrate that increasing the number

of sensors is an efficient method to boost the security and energy efficiency under the OS scheme. Moreover,

the TS scheme provides a good tradeoff between implementation complexity and secrecy performance.

INDEX TERMS IoT, physical layer security, untrusted relay, secrecy outage probability, secure energy

efficiency.

I. INTRODUCTION

Internet of Things (IoT), which is excepted to connect with a

variety of devices (e.g., mobile phones, robots, and sensors)

from any place at any time, is regarded as a crucial archi-

tecture in the forthcoming fifth generation (5G) system to

enhance our life quality [1]–[5]. Meanwhile, wireless com-

munication technologies, such as LTE-A, IEEE 802.15.4, and

Bluetooth, will be key enablers for actualizing the current

landscape of IoT. Furthermore, due to the limited resources

of IoT devices, relay transmission is particularly necessary

for IoT to save the transmit power and increase the reliability

of communication networks [4], [5].

On the other hand, the inherent openness of wireless com-

munication channel poses a practical challenge that must

be solved, namely, eavesdropping attacks from unauthorized

nodes [6]. Fortunately, physical layer security is emerg-

ing as a promising solution to safeguard information the-

oretic security without increasing neither the complexity

of the system nor the needed hardware, and it has gained

increasing research attention [2]–[7]. Based on this nature,

recent efforts about secure transmission in IoT communica-

tions have focused on employing the physical layer security

approach. The secrecy outage probability was derived in [4]

to understand the secrecy performance of a two-hop IoT

network under eavesdropper collusion. In [5], maximizing the

secrecy rate under the secrecy outage probability constraint

was formulated for relay communication in IoT networks.

However, in practice, the relay node used to achieve coop-

erative communications may be honest-and-curious. That is,

it is willing to comply with the communication protocols for-

warding the source’s information and at the same time, wants

to intercept the confidential information [8]–[12]. Without

doubt, these objects connected by the IoT, such as smart sen-

sors, vehicles, and phones, do not always have the authority in

accessing the data, even through it may be a cooperating node.

Thus, the scenario, where the relay and source-destination

pair belong to different heterogenous networks, is very wor-

thy of our attention in IoT communications.

A main scenario behind IoT is a localized group of

nodes that perform monitoring or operating tasks. To date,

the secure transmission scheme of multiuser networks with

untrusted relay node was proposed in [9] and [10]. In [9],

a joint opportunistic scheduling and cooperative jamming

scheme was designed to enhance the secrecy performance
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of multiuser untrusted relay networks without the direct link.

Furthermore, the ergodic secrecy rate was examined in [10]

by proposing a suboptimal user selection scheme based only

on the direct link or the relay link.

Apart from security considerations, energy efficiency issue

is another obviously essential design concern for the IoT,

since the users of IoT are confined by limited power in many

situations. The importance of energy efficiency in secure

communications has gained further attention with the dra-

matic growth in the number of devices and massive demands

for data traffic in the IoT [13]–[15]. Thus, it is an urgent

need to understand the fundamental throughput and energy

efficiency limits in order to develop low power green commu-

nication. The concept of secure energy efficiency goes back

to [16], which addressed cost-efficient wide band secrecy

communication in degraded and general wiretap channels.

Subsequently, this work was extended to multiple-input and

multiple-output (MIMO) relay networks [17], collaborative

relay networks [18], and cognitive relay networks [19], [20].

All relays in these works are assumed trusted, and eaves-

droppers are external nodes. For two-way untrusted relay

networks, [21] maximized secure energy efficiency with the

constraints of power and secrecy rate by jointly optimiz-

ing power allocation for all nodes. However, energy effi-

ciency of physical layer security has not been considered

in multiuser untrusted relay networks. Moreover, schedul-

ing schemes coped with the implementation complexity in

untrusted-relay-aided IoT networks remain unexplored.

Enlightened by aforementioned works, we concentrate on

secure uplink communications in an IoT scenario, where

multiple sensors transmit collected data to a controller in

the presence of an untrusted relay. We consider the realistic

scenario where the direct links between sensors and controller

are available. Themaximal ratio combining (MRC) technique

is employed at the controller due to its optimality and man-

ageable cost [22]. In particular, the main contributions of the

paper are summarized as follows:

• Taking both the relay and direct links into account,

we propose three different scheduling schemes, e.g.,

optimal scheduling (OS) scheme, threshold-based

scheduling (TS) scheme, and random scheduling (RS)

scheme, to cope with the implementation complexity of

user scheduling in IoT communications.

• We derive the closed-form expressions of secrecy out-

age probability (SOP), secrecy throughput (ST) as well

as secure energy efficiency (SEE) to help facilitate an

energy-efficient secure transmission design. In order to

gain deeper understanding on the practical application of

three proposed schemes, we further conduct an asymp-

totic analysis of the SOPs.

• Our results demonstrate that increasing the number of

sensors is an efficient method to boost the SOP and

SEE of IoT system under the OS scheme. Moreover,

a good tradeoff between implementation complexity and

secrecy performance is introduced by the TS scheme for

the IoT communications.

FIGURE 1. System Model.

The remainder of the paper is organized as follows. The

system model and user scheduling schemes are presented in

the next section. Section III derives the exact SOP, ST and

SEE of all the proposed schemes. In section IV, performance

of the three scheduling schemes is validated by simulation

results. Finally, conclusions are stated in section V.

II. SYSTEM MODEL AND SCHEDULING SCHEME

A. SYSTEM MODEL

Fig. 1 shows a lightweight single-antenna IoT deployment

with heterogeneous wireless communication links, where a

set of sources Sn, n = {1, 2, · · ·N } (e.g., sensors) trans-

mit the detected data to a destination D (e.g., controller)

with the help of an untrusted relay R. The untrusted relay

has different levels of security clearance as the source and

destination nodes in heterogeneous networks, although it

is utilized to supplement the direct links to enhance the

reliability [23], [24]. Throughout the paper, themain assump-

tions are listed as follows: 1) We assume the N sources are

gathered together to form a cluster, and thereby undergo the

same large-scale fading [9]–[11]. 2) A Rayleigh quasi-static

fading environment is assumed, i.e., the channel coefficients

remain static over one block time and vary independently in

different block time. 3) The channel state information (CSI)

can be perfectly estimated by the receiver [3]–[5], [9]–[11],

[25]–[27]. Therefore, the destination is able to know the

global CSI and implement user scheduling. This is reasonable

because the channel parameters of the communication links

can be obtained at R and D with the help of channel training

and estimation, such that D gathers the accurate CSI through

relay’s cooperation [25]–[27].

The half-duplex relay performs one completed transmis-

sion in two phases. In the first phase, the selected source

Sn broadcasts a normalized signal xs at a power of P. Thus,

we can express the corresponding received signals at R andD

as, respectively,

yR =
√
PhSnRxs + nR, (1)

yD1
=

√
PhSnDxs + nD1

, (2)

where hSnR and hSnD respectively represent the channel coef-

ficients of the Sn−R and Sn−D links with parameters γ̄SR and

γ̄SD, nR and nD1
denote the zeromean additive white Gaussian

noise (AWGN) at R and D with variance N0.
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In the second phase, R amplifies and forwards the

received signal to D at a power of P with a variable gain

G = 1

/√

P
∣
∣hSnR

∣
∣
2 + N0. Therefore, the received signal at

D during this phase can be written as

yD2
=

√
PGhRDyR + nD2

, (3)

where hRD is the channel coefficient of the R − D link with

parameters γ̄RD, and nD2
is the zero mean AWGN at D with

a variance of N0 in the second phase.

From (1), the achievable instantaneous rate between Sn and

R is given by

CRn =
1

2
log2

(

1 + λ
∣
∣hSnR

∣
∣
2
)

, (4)

where λ = P/N0 denotes the transmit signal-to-noise

ratio (SNR), and the factor 1
2
results from the half-duplex con-

straint. Similarly, the achievable instantaneous rate between

Sn and D is given by

CDn =
1

2
log2

(

1 + λ
∣
∣hSnD

∣
∣
2 +

λ
∣
∣hSnR

∣
∣
2 · λ|hRD|2

λ
∣
∣hSnR

∣
∣
2 + λ|hRD|2 + 1

)

.

(5)

According to [28], the achievable secrecy rate of Sn −D is

given by

Csn =
[

CDn − CRn
]+ =

[
1

2
log2 (γn)

]+
(6)

where γn =
1+λ|hSnD|2+

λ|hSnR|2·λ|hRD|2

λ|hSnR|2+λ|hRD|2+1

1+λ|hSnR|2
, and [x]+

1=
max {0, x}.

B. SCHEDULING SCHEME

1) OPTIMAL SCHEDULING

For the optimal scheduling (OS) scheme, the selection crite-

rion is to select a source user that maximizes the secrecy rate,

and it is equivalent to maximization of γn according to (6),

which can be described by

n∗ = arg max
1≤n≤N

γn. (7)

Different from [9] and [10], this scheduling scheme can

provide a much better performance by taking into account all

links of the system.

2) THRESHOLD-BASED SCHEDULING

For the threshold-based scheduling (TS) scheme, a prede-

fined threshold γT is introduced to select an acceptable user

for data transmission. The basic principle of TS scheme can

be characterized as:

• The first user is selected for data transmission and no

further processing is needed once γ1 exceeds the thresh-

old, i.e., γ1 > γT .

• The nth user is adopted for data transmission when γn−1

is low than the threshold, whilst γn is above than the

threshold, i.e., max (γ1, · · · , γn−1) < γT and γT < γn.

• The best user is employed for data transmission if each

γn is below the threshold, i.e., max (γ1, · · · , γN ) < γT .

3) RANDOM SCHEDULING

For the random scheduling (RS) scheme, it not only circum-

vents the need for channel estimation, but also obviates the

need for feedback overhead. In each transmission, a source

user is randomly scheduled for data transmission. This simple

scheduling scheme also can be regarded as a benchmark for

the OS and TS schemes.

III. PERFORMANCE ANALYSIS

In this section, the SOP, asymptotic SOP, ST, and SEE are

characterized to comprehensively evaluate the secrecy perfor-

mance and energy efficiency for the OS, TS and RS schemes.

A. SECRECY OUTAGE PROBABILITY

1) OPTIMAL SCHEDULING

In this paper, SOP is defined as the probability of instanta-

neous secrecy capacity being lower than a target secrecy rate

Rs, which can be mathematically formulated as

POSout = Pr
(

Csn∗ < Rs
)

= Pr

(

max
1≤n≤N

γn < γth

)

, (8)

where γth = 22Rs .

From (8), the key challenge in the analysis lies in the fact

that the received SNRs of γn with N sources are statistically

dependent, because of the common random variable (RV)

|hRD|2. In the following, the condition-and-average approach
is adopted to tackle this troublesome. Specifically, we define

Zn = γn and v = |hRD|2, and derive the cumulative distri-

bution function (CDF) Zn conditioned on v in the following

lemma.

Lemma 1:

FZn (z |v )=



























zγ̄SR

γ̄SD + zγ̄SR
e
− 1−z
zλγ̄SR

− v
zγ̄SR ,

0 < z < 1

1−
γ̄SDe

− z−1
λγ̄SD

γ̄SD+(z−1) γ̄SR
+
(

γ̄SD

γ̄SD + (z− 1) γ̄SR

−
γ̄SD

γ̄SD + zγ̄SR

)

e
− z−1

λγ̄SD
−
(

1
γ̄SR

+ z−1
γ̄SD

)

v
,

z ≥ 1

(9)

Proof: See Appendix A.

Based on Lemma 1, the SOP in (8) can be characterized by

POSout =
∫ ∞

0

FNZn (γth |v )fv (v) dv

=
1

γ̄RD

∫ ∞

0

(

a1 + a2e
−a3v

)N
e
− v

γ̄RD dv

=
N
∑

r=0

(

N

r

)
aN−r
1 ar2

1 + a3r γ̄RD
, (10)
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where a1 = 1 − γ̄SDe
− γth−1

λγ̄SD

γ̄SD+(γth−1)γ̄SR
, a3 = 1

γ̄SR
+ γth−1

γ̄SD
, and a2 =

(
γ̄SD

γ̄SD+(γth−1)γ̄SR
− γ̄SD

γ̄SD+γthγ̄SR

)

e
− γth−1

λγ̄SD .

2) THRESHOLD-BASED SCHEDULING

According to the basic principle of the TS scheme, the SOP

can be formulated as

PTSout =















Pr [γT < γ1 < γth]

+
N∑

k=2

Pr [max (γ1, · · · , γk−1)<γT&γT <γk <γth]

+Pr [max (γ1, · · · , γN ) < γT ] , γth > γT
Pr [max (γ1, · · · , γN ) < γth] , γth ≤ γT .

(11)

Then, we can derive a close-form expression for (11) in the

following theorem.

Theorem 1:

PTSout =







POSout , γT ≥ γth
I1 + I2, 1 ≤ γT < γth
I3 + I4, 0 < γT < 1

(12)

where I1, I2, I3 and I4 are respectively expressed as

I1 = a1 − a6 +
a2

1 + a3γ̄RD
−

a7

1 + a8γ̄RD

+
N
∑

r=0

(

N

r

)
aN−r
6 ar7

1 + a8r γ̄RD
, (13)

I2 =
N
∑

k=2

k−1
∑

r=0

(

k − 1

r

)

ak−1−r
6 ar7

·
(
a1 − a6

1 + ra8
+

a2

1 + a3γ̄RD + a8r γ̄RD

−
a7

1 + a8γ̄RD + a8r γ̄RD

)

, (14)

I3 = a1 +
a2

1 + a3γ̄RD
−

a9γT γ̄SR

γT γ̄SR + γ̄RD
+

aN9 γT γ̄SR

γT γ̄SR + N γ̄RD
,

(15)

I4 =
N
∑

k=2

ak−1
9

(
a2γT γ̄SR

γT γ̄SR + a3γT γ̄SRγ̄RD + (k − 1) γ̄RD

+
a1γT γ̄SR

γT γ̄SR+(k−1) γ̄RD
−

a9γT γ̄SR

γT γ̄SR+γ̄RD+(k−1) γ̄RD

)

,

(16)

with a6 = 1 − γ̄SDe
−

γT −1

λγ̄SD

γ̄SD+
(

γ
T

−1
)

γ̄SR
, a8 = 1

γ̄SR
+ γ

T
−1

γ̄SD
,

a7 =
(

γ̄SD
γ̄SD+

(

γ
T

−1
)

γ̄SR
− γ̄SD

γ̄SD+γ
T

γ̄SR

)

e
− γT −1

λγ̄SD , and a9 =

γ
T

γ̄SRe
−

1−γT
λγT γ̄SR

γ
T

γ̄SR+γ̄SD
.

Proof: See Appendix B.

3) RANDOM SCHEDULING

By using the similar procedures, the exact expression of SOP

for the RS scheme is given by

PRSout = 1 −
γ̄SDe

− γth−1

λγ̄SD

γ̄SD + (γth − 1) γ̄SR
+

a2

1 + a3γ̄RD
. (17)

Remark 1: According to (10), we state that for the OS

scheme, increasing the number of sources can effectively

enhance the secrecy performance of IoT communications.

Moreover, the secrecy performance of the TS scheme

switches between the RS scheme and the OS scheme with

the increase of the predefined threshold. Thus, a good trade-

off between implementation complexity and secrecy perfor-

mance is introduced by the TS scheme. In addition, the RS

scheme is an alternate way with a reduced implementation

complexity, when the CSI of the considered system is unavail-

able.

B. ASYMPTOTIC BEHAVIOUR

In order to gain deeper understanding on the practical applica-

tion of three proposed schemes, we now turn our attention to

investigating the asymptotic behaviour of the secrecy outage

probability in high SNR region, e.g., λ → ∞.

1) OPTIMAL SCHEDULING

From (10), we have

lim
λ→∞

POSout =
N
∑

r=0

(

N

r

)
aN−r
4 ar5

1 + a3r γ̄RD
, (18)

where a4 = 1 − γ̄SD
γ̄SD+(γth−1)γ̄SR

, and a5 = γ̄SD
γ̄SD+(γth−1)γ̄SR

−
γ̄SD

γ̄SD+γthγ̄SR
.

2) THRESHOLD-BASED SCHEDULING

For the TS scheme, according to (12), the SOP will converge

to

lim
λ→∞

PTSout =













N
∑

r=0

(

N

r

)
aN−r
4 ar5

1 + a3r γ̄RD
, γT ≥ γth

I5 + I6, 1 ≤ γT < γth
I7 + I8, 0 < γT < 1

(19)

where I5, I6, I7 and I8 are respectively expressed as

I5 = a4 − a10 +
a5

1 + a3γ̄RD
−

a11

1 + a8γ̄RD

+
N
∑

r=0

(

N

r

)
aN−r
10 ar11

1 + a8r γ̄RD
, (20)

I6 =
N
∑

k=2

k−1
∑

r=0

(

k − 1

r

)

ak−1−r
10 ar11

(
a1 − a10

1 + ra8

+
a5

1 + a3γ̄RD + a8r γ̄RD
−

a11

1 + a8γ̄RD + a8r γ̄RD

)

,

(21)
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I7 = a4 +
a5

1 + a3γ̄RD
−

a12γT γ̄SR

γT γ̄SR + γ̄RD
+

aN12γT γ̄SR

γT γ̄SR + N γ̄RD
,

(22)

I8 =
N
∑

k=2

ak−1
12

(
a5γT γ̄SR

γT γ̄SR + a3γT γ̄SRγ̄RD + (k − 1) γ̄RD

+
a4γT γ̄SR

γT γ̄SR+(k−1) γ̄RD
−

a12γT γ̄SR

γT γ̄SR+γ̄RD+(k−1) γ̄RD

)

,

(23)

with a10 = 1 − γ̄SD
γ̄SD+

(

γ
T

−1
)

γ̄SR
, a12 = γ

T
γ̄SR

γ
T

γ̄SR+γ̄SD
, and a11 =

γ̄SD
γ̄SD+

(

γ
T

−1
)

γ̄SR
− γ̄SD

γ̄SD+γ
T

γ̄SR
.

3) RANDOM SCHEDULING

It is also straightforward to verify from (17) that, for the RS

scheme,

lim
λ→∞

PRSout = 1 −
γ̄SD

γ̄SD + (γth − 1) γ̄SR
+

a5

1 + a3γ̄RD
. (24)

Remark 2: It is observed that the asymptotic SOP of the

three schemes are nonzero constants independent of λ, which

indicates that the SOP will not approach zero even increasing

transmit power unboundedly. Therefore, too large transmit

power is not helpful, because the channel quality difference

between the legitimate link and the eavesdropping link will

finally become the bottleneck and dominate the secrecy out-

age probability.

C. SECRECY THROUGHPUT

The ST definition adopted in our paper corresponds to the

average secrecy rate achieving a reliable and secure transmis-

sion at the destination [29], given by

η? = Rs
(

1 − P?
out

)

, (25)

where ? ∈ {OS,TS,RS}.
Remark 3: Given the result of (25), we numerically find

that if Rs is small, even though the secrecy outage probability

is low, the ST is still small; if Rs is large, the secrecy outage

probability will be close to one and therefore the value of ST

remains small. This observation is of practical significance

for designers to determine a suitable value of target secrecy

rate which achieves the maximal ST. The design problem can

be formulated as

max
Rs

η?. (26)

An explicit expression for Rs is intractable. Instead,

the optimal solutions can be evaluated by numerical calcu-

lations, e.g., the gradient-based search techniques.

D. SECURE ENERGY EFFICIENCY

In fact, the security improvement is often accompanied with

high power consumption. From the perspective of the sus-

tainability, greedily pursuing secrecy performance may be

disadvantageous for IoT users, which generally have signif-

icant energy constraints. For the IoT devices, secure com-

munications should work in a green manner to improve unit

energy efficiency. Therefore, the SEE is adopted here as

the preferred metric to achieve physical layer security and

energy efficiency simultaneously, which is defined as the

ratio of secrecy throughput to the total power consumption.

Mathematically, the SEE is expressed as

ξ ? =
Rs
(

1 − P?
out

)

Ptotal
, (27)

where Ptotal = 2P
κ

+ Pc with κ being the power amplifier

efficiency and Pc being the all other circuit power except

power amplifier [19].

Remark 4: Due to a tradeoff between security and reli-

ability imposed by the untrusted relay, the secrecy outage

probability of the three proposed schemes become saturated

in the high transmit power region. However, the denominator

of SEE is an increasing function of the transmit power. Thus,

overload transmit power will incur a negative effect on the

SEE. On the other hand, from (26) and (27), the SEE is also

a convex function of the target secrecy rate. Thus, the opti-

mization problem can be expressed as

max
Rs,λ

ξ ?. (28)

Likewise, a rigorous analysis of optimal exact expressions

for Rs and λ is not tractable. Instead, with the aid of searching

methods, simulations and numerical calculations can be used

again to find the optimal Rs and λ. It is highlighted that the

optimization problem (28) is of more practical operational

significance for the IoT communications.

IV. NUMERICAL RESULTS

In this section, Monte Carlo simulation results are provided

to validate the theoretical analysis derived in the previous

sections. Unless otherwise stated, the simulation parameters

are set as κ = 0.38, Pc = 100mW , Rs = 0.2 bit/s/Hz,

γT = 1.2, γ̄SR = γ̄SD = γ̄RD = 0dB, and N0 = 1. In each

figure, the theoretical curves and simulation points match

precisely with each other in all regions, which confirms the

accuracy of our derivations.

Figs. 2, 3, and 4 plot the impact of λ, N and γT on the

SOP of the OS, TS and RS schemes, respectively. We observe

that the SOP first decreases and then reaches an error floor

with increasing transmit SNR for a given number of sources.

This is due to the fact that any increasing in the transmit

power is beneficial for both the destination and the untrusted

relay.We further observe that the outage probability of the OS

scheme decays linearly as the number of sources increases,

which indicates it is an effective method to enhance the

secrecy performance under the OS scheme by increasing the

number of sources. Moreover, the decline rate of the TS

scheme is slower than the OS scheme, and the SOP of the

RS scheme is independent of the number of sources. In addi-

tion, we observe that the performance of the TS scheme
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FIGURE 2. SOP vs transmit SNR.

FIGURE 3. SOP vs the number of sources.

FIGURE 4. SOP vs γ
T

.

switches between the RS scheme and the OS scheme as

the predefined threshold increases. This is because when the

predefined threshold is too small, only the first source node is

FIGURE 5. ST vs Rs with λ = 10dB.

FIGURE 6. SEE vs Rs with λ = 0dB.

selected for data transmission, which is equivalent to the RS

scheme. On the other hand, when the predefined threshold

is sufficiently large, the user maximizing the secrecy rate is

scheduled for transmission, which is equal to the OS scheme.

Therefore, we know that a good tradeoff between implemen-

tation complexity and secrecy performance is introduced by

the TS scheme.

Figs. 5 and 6 plot the ST and SEE of the three proposed

schemes versus Rs, respectively. We observe that both ST and

SEE first increase with the target secrecy rate Rs increasing

and then decrease when Rs increases beyond a unique value

for a given number of sources, which is consistent with the

Remark 3 and Remark 4. Focusing on the peaks of the ST and

SEE, we also observe that the optimal Rs of the OS scheme

increases as the number of sources increases. This is due to

the fact that a larger N leads to a better secrecy capacity of

the considered system, thereby, a largerRs we set tomaximize

the ST.

Fig. 7 plots the SEE of the OS, RS and TS schemes versus

transmit SNR. It is clearly seen that when the transmit SNR

is either extremely small or large, the SEE approaches to
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FIGURE 7. SEE vs transmit SNR.

zero. This is because when the transmit SNR is too small,

it is difficult to establish a reliable and secure link from the

sources to the destination which of course will lead to the

poor SEE. When transmit SNR is too large, too much power

is wasted unnecessarily, consequently, also deteriorates the

SEE. Therefore, we conclude that the transmit power can be

optimized to maximize the SEE of IoT communications with

an untrusted relay. In addition, we observe that increasing the

number of source nodes has a positive impact on the SEE

for the OS and TS schemes. The reason is that the more

number of source nodes, the better secrecy throughput at a

fixed transmit power.

V. CONCLUSION

In this paper, physical layer security and multiuser diversity

techniques were investigated jointly in an untrusted-relay-

aided IoT network. By taking both the relay and direct links

into account, we designed three different scheduling schemes,

e.g., OS scheme, TS scheme, and RS scheme, to cope with

the implementation complexity of user scheduling in IoT

communications. The exact SOP, ST and SEE were derived

to characterize the security and energy efficiency of the

considered system. Our numerical results indicated that it is

favorable to put more nodes in the cluster of source, which

produces the improvement of security and energy efficiency

for the OS scheme.Moreover, a good tradeoff between imple-

mentation complexity and secrecy performance is introduced

by the TS scheme.

APPENDIX A

The conditional CDF of Zn can be formulated as

FZn (z |v ) ≈ Pr





1 + λ
∣
∣hSnD

∣
∣
2 + λmin

(∣
∣hSnR

∣
∣
2
, v
)

1 + λ
∣
∣hSnR

∣
∣
2

< z





= Pr

(

1 +
λ
∣
∣hSnD

∣
∣
2

1 + λ
∣
∣hSnR

∣
∣
2

< z,
∣
∣hSnR

∣
∣
2

< v

)

︸ ︷︷ ︸

ϕ1

+ Pr

(

1 + λ
∣
∣hSnD

∣
∣
2 + λv

1 + λ
∣
∣hSnR

∣
∣
2

< z,
∣
∣hSnR

∣
∣
2

> v

)

︸ ︷︷ ︸

ϕ2

(29)

where the approximation is widely adopted by the fact that
XY

X+Y+1
≈ min (X ,Y ) [11]. In the following, the terms of

ϕ1 and ϕ2 can be derived into two cases, e.g., z ≥ 1 and

0 < z < 1.

1) Case of z ≥ 1: It is easy to write ϕ1 as

ϕ1 =
1

γ̄SR

∫ v

0

(

1 − e
− z−1+λ(z−1)x

λγ̄SD

)

e
− x

γ̄SR dx

= 1 − e
− v

γ̄SR −
γ̄SDe

− z−1
λγ̄SD

γ̄SD + (z− 1) γ̄SR

(

1 − e
−
(

1
γ̄SR

+ z−1
γ̄SD

)

v
)

.

(30)

Similarly, ϕ2 in (29) can be expressed as

ϕ2 =
1

γ̄SR

∫ ∞

v

(

1 − e
− z−1−λv+zλx

λγ̄SD

)

e
− x

γ̄SR dx

= e
− v

γ̄SR −
γ̄SDe

−
(

z−1
λγ̄SD

+ v
γ̄SR

+ (z−1)v
γ̄SD

)

γ̄SD + zγ̄SR
. (31)

2) Case of 0 < z < 1: In this case, 1 + λ|hSnD|2
1+λ|hSnR|2

< z can

not hold, such that we have ϕ1 = 0. Now, ϕ2 can be written

as

ϕ2 =
1

γ̄SR

∫ ∞

1+λv−z
zλ

(

1 − e
− z−1−λv+zλx

λγ̄SD

)

e
− x

γ̄SR dx

=
zγ̄SR

γ̄SD + zγ̄SR
e
− 1−z
zλγ̄SR

− v
zγ̄SR . (32)

Then, the conditional CDF of Zn can be derived by sum-

marizing results of (30), (31) and (32).

APPENDIX B

According to (9) and (11), we know that three cases, e.g.,

γT ≥ γth, 1 ≤ γT < γth and 0 < γT < 1, have to be discussed

for calculating the exact expression of PTSout .

1) Case of γT ≥ γth: In this case, it is easy to have PTSout =
POSout .

2) Case of 1 ≤ γT < γth: In this case, based on lemma 1,

the SOP can be rewritten as

PTSout =
1

γ̄RD

∫ ∞

0

(

a1 + a2e
−a3v − a6 − a7e

−a8v
)

e
− v

γ̄RD dv

+
N
∑

k=2

1

γ̄RD

∫ ∞

0

(

a6 − a7e
−a8v

)k−1

·
(

a1 + a2e
−a3v−a6 − a7e

−a8v
)

e
− v

γ̄RD dv

+
1

γ̄RD

∫ ∞

0

(

a6 + a7e
−a8v

)N
e
− v

γ̄RD dv (33)

Then, the closed-form expression can be easily derived

with the help of probability theory and binomial theorem.
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3) Case of 0 < γT < 1: In this case, the SOP can be

expressed as

PTSout =
1

γ̄RD

∫ ∞

0

(

a1 + a2e
−a3v − a9e

− v
γT γ̄SR

)

e
− v

γ̄RD dv

+
N
∑

k=2

1

γ̄RD

∫ ∞

0

ak−1
9 e

− v(k−1)
γT γ̄SR

·
(

a1 + a2e
−a3v − a9e

− v
γT γ̄SR

)

e
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γ̄RD dv

+
aN9

γ̄RD

∫ ∞

0

e
−
(

N
γT γ̄SR

+ 1
γ̄RD

)

v
dv (34)

Following the same approach as in Case 2), the desired

expression can be directly obtained after some simple math-

ematical manipulations.
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