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Abstract-The covid-19 outbreak has triggered an economic 

crisis and severely affected the global economy. The revolution of 

AI and the Internet of things (IoT) is helping in reshaping the 

traditional financial sector by consolidating technology, finance, 

and economics. This paper highlights how the integration of 

Artificial intelligence (AI) in IoT is helping in promoting digital 

financial inclusion during the COVID-19. Through multiple real-

life case studies, this article examines the successful 

implementation of AI and IoT in banking and financial 

institutions. The paper also explores the advantages and 

opportunities arising by the use of AI and IoT in the financial 

sector. A descriptive research approach has been followed to 

investigate the pre and post effect of COVID-19 and how it is 

leading towards economic efficiency. 

Keyword-COVID-19, Economic Crisis, IoT, AI, Economic 

Efficiency

I. INTRODUCTION- 

The COVID-19 is one of the biggest crises faced by global 
economies. The rapid spread of the virus has a significant 
impact on global financial markets. Multiple lockdowns 
happened to restrict the spread of the virus which have resulted 
in an immediate decline of GDP by 20% to 25% even in the 
most advanced economies [1]. Undoubtedly it has created an 
unprecedented level of risk to the investors in a very short 
period. COVID-19 caused greater depression in terms of 
economic, social loss and paralyzed the whole world [2].
Although, an adaptation of technology has played a crucial role 
in managing the circumstances during the pandemic. Digital 
transformation is revolutionizing the whole banking and 
financial sector. This is rapidly changing how services are 
selected, created, offered, and evaluated.  

Digital servitization, leveraging digital technology to create 
more opportunities for value creation and revenue generation 
for customers and institutions respectively. 

Moreover, COVID-19 has pushed industry and 
management over technology and transformed business 
forever. A survey done by [3] confirmed that responses of 
COVID-19 have speeded the adaptation of technology by 
several years. The COVID-19 pandemic has forced financial 
institutions and banks to make more investments in digital 
transformation. Digitalization is helping financial institutions 
in risk management, cyber-security, fraud detection, behavioral 

finance, financial inclusion, etc. It is observed that social 
distancing is accelerating people's use of internet-enabled 
devices, especially mobile phones to view and manage their 
cash [4]. Digitalization with a combination of data analytics is
offering huge benefits for corporations and industries have 
demonstrated that how their business models benefit from 
using AI [5]. Implementation of AI in banking and financial 
services has not only increased the revenue of the organizations 
but compressed the risk and cost through better customer 
targeting, identification of better location for branches and 
ATMs, etc [6]. 

The world bank stated that digital financial services 
connected with mobile phones have been launched in almost 
80 countries which is helping millions of formerly excluded 
and underserved poor people in utilizing various services like 
e-payment, credit transfer, insurance, and other related 
facilities [7]. AI has transformed the world of the banking and 
financial industry as a whole and offering a smart and safe way 
to access, save, spend, and investment of money. According to 
[8], the global use of AI in finance is predicted to reach $22.6B 
in 2025, with a compound annual growth of 23.37 % during 
2020-2025. 

Viewed through the conceptual lens our major focus is to 
investigate the value-in-use perception of AI and IoT-based 
technologies. The Internet of Things can be defined as a 
network of physical "things" that are embedded with sensors, 
software, and other technologies to exchange data with other 
devices with the help of the internet [9]. 

Fig. 1. Flow of IoT Process 

In a very short period, there has been a drastic increase in 
usage of devices from millions to billions, this is also 
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increasing the time that people are spending in operating these 
devices. IoT experts are helping banking and financial 
institutions to develop multiple applications that will help in 
enhancing customers' experience and satisfaction. In the 
traditional banking sectors despite the popularity of e-banking 
among users, marketing activities that enhance and develop 
customer satisfaction are lacking. There is a high level of 
competition among individual banks and that is why banks are 
now pushing themselves in public relations and providing 
customized services to attract their users. 

This paper is more focused on the systematic review of 
multiple case studies of financial institutions. The review of
our study provides evidence that urban financial institutions are 
witnessing another wave of transitions, several fintech players 
competing to promote banking services by way of robotics and 
AI to automate banking by machines. The first humanoid 
branch assistant launch by HDFC namely 'Ira', similarly City 
Union Bank's 'Lakshmi' and 'Mtra' by Canara bank are just a 
few examples of how banking and financial institutions are 
emerging into AI and IoT based services. IoT is applied for 
several applications in the multi-dimensions fields such as 
healthcare, waste management, smart grid, and intelligent 
shopping. Despite the emergence of AI and IoT 
implementation, institutions and customers are facing 
challenges and accepting the transformation pace. Nowadays, 
AI and IoT are catching the attention of researchers and
financial institutions. In the best knowledge of the author, there 
is no further study happened on the role of AI and IoT in 
promoting banking and financial activities concerning the 
COVID-19 pandemic. 

II. LITERATURE REVIEW- 

AI has shown a huge stride in recent years that almost 
every sector using it. The amount of information gathered, 
selected, and interpreted by the IoT is so huge that a human 
can't absorb it [10]. IoT is a technology where a large number 
of connected devices work with internet protocol 
communication services and functions without a direct
interruption of humans [11]. Service sectors like insurance, 
banking, and transport are utilizing these technologies 
efficiently in collecting, processing, and exchanging data 
immediately and automatically [12]. 

The whole model of banking has shifted towards a 
connected and digital-driven organization. The new digital 
trends promoting several banking functions like risk 
management, transactional model, customized service, and 
information system [13]. [10] analyzed the factor affecting the 
readiness of IoT applications in the banking sector and found 
out that security and user intention are mediating factors while 
efficiency is a moderating factor. [13]Mentioned that IoT is 
still in the infancy phase and will grow rapidly in near future. 

AI and IoT also allow banks to implement customized 
services and increase the accessibility of the services to 
customers [14][15] analyzed the scope of IoT as a marketing 
tool and mentioned that marketing experts around the world 
believe that IoT has a significant impact on the marketing 
landscape in 2020. [16] Explained in his study, that AI swiftly 

influencing financial institutions with prospective benefits, 
such as improvement in financial services and better 
regulatory. 

[17] Investigated that AI is changing the working of 
commercial banks and their findings suggested that there is 
advancement in the traditional banking sector with the 
implementation of AI. The Indian banking sector is discovering 
a new path in which AI can be incorporated and as a result, it is 
going to improve their working efficiency and customer 
satisfaction. [18] In their study mentioned that modern cloud 
computing with AI helps in compressing the periods of 
business intelligence delivery which provides the quicker 
rollout of services with better flexibility along with improved 
performance, accuracy, and efficiency. Since banks and 
financial institutions play a crucial role in value co-creation in 
the mind of the customer, institutions can analyze customer 
behaviors and can offer value proposition services to their 
customer in the form of applications and transactions to them 
[19][20]. 

One of the most critical operant resources available to 
financial institutions and customers is their level of acceptance 
of new technology. For example, [21] study found that 
acceptance of digital platforms involves risk, perception, and 
complexity. Although, success in AI and IoT implementation is 
highly reliant on institutions and customers' level of comfort 
with technology. Additionally, the value of AI is highly 
dependent on customers' perception and attitude towards 
various other factors such as technology readiness, security, 
and trust [22]. Because the customer can control their 
transaction with the help of AI and IoT, does not limit the co-
creation process. The use of these technologies is going to 
enhance customers' and institutions' experiences over time with 
AI tracking the individuals' needs and helping in creating 
unique value-in-use. 

There are multiple pieces of research available in the field 
of AI and IoT separately and how other factors affect the 
behavior of the customer in acceptance of the same. This 
extensive literature review will focus on the cumulative impact 
of AI and IoT in the banking and financial sector with the help 
of case studies. Based on the literature review a framework is 
formulated which is showing the relevance of technology for
customers and institutions and leading towards economic 
efficiency. 

III. RESEARCH METHODOLOGY 

In this study, a systematic literature review approach has 
been followed. We have collected data from various authentic 
and reliable sources. Based on multiple case studies, we have 
discussed how AI and IoT are being used by banking and 
financial institutions. Descriptive research was conducted to
know the impact of AI and IoT on the banking industry. We 
have also analyzed the pre-post effect of COVID-19 on 
banking and financial institutions. A conceptual framework 
was developed to show the economic efficiency after the 
implementation of AI and IoT in the banking sector. 
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Fig. 2. Conceptual Framework of the Study 

IV. THE PERSPECTIVE OF AI AND IOT IN BANKING
AND FINANCIAL INSTITUTIONS- 

A. Digital Banking �

The banking sector contributes significantly to the 
economy. In the last few decades, financial institutions are 
making huge investments in innovative technologies to 
compress their cost and enhance customers� experience. 
Nowadays, banks are offering multiple digital banking 
channels such as ATM, internet banking, m-banking, digital 
banking kiosks to deliver the highest quality of services to 
customers [23] Moreover, digitalization is also increasing 
profitability and reducing operating costs [24] but the adoption 
rate of technology-driven banking services varies across 
nations [25]. To survive in the market almost all banks offer 
digital-based services to their customers and it becomes crucial 
to understand the needs of customers and design their services 
and strategies accordingly [26]. 

Digital banking includes the online transformation of all the 
usual banking activities and programs services that were 
traditionally available to a customer physically inside the 
banks. COVID-19 has given a significant push to the 
permanent digitalization of banking in India. [27] A survey 
showed that during pandemics customers have been moving 
more towards online transactions as compared to the time 
before the pandemic. According to the RFI group, almost 71 
percent of customers are using digital banking platforms 
globally. Moreover, there is a sharp rise in mobile banking use 
monthly from 52 - 57 percent of people between 2019-2020, 
which is indicating that COVID-19 has accelerated the digital 
ecosystem [28]. 

Fig. 3. AI and IoT based Digital Banking platforms 

During the pandemic situation,the National Payments 
Corporation of India also allowed customers to transfer via 
messaging app such as WhatsApp. The Reserve bank of India 
approvedon boardingthe customer through video KYC also 
termed as VKYC, with the commencement of VKYC financial 
institutions and authorities make the process convenient for the 
customers as well as for banks. Kotak Mahindra Bank was the 
first Indian bank who has announced the video KYC for their 
customers initially with opening saving accounts [29]. The 
process was further followed by SBI Card, ICICI Bank, Yes 
Bank, and Capital Float. 
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However, India is the second-largest producer and 
consumer of currency after China. Both the RBI and 
Government keep on encouraging individuals to shift from 
cash to digital payments for all the transactions. Recently 
HDFC bank has also introduced a pre-paid mobile recharge 
facility, online fixed deposit, invest in mutual funds, and apply 
for loans and insurance digitally. [30] has defined 4 key areas 
for digital success- redefining the customer experience, 
portable devices, strong data set, and selecting the best suitable 
technology platforms. With the help of digitalization, banks are 
introducing multiple loyalty programs such as CITI bank- Citi 
Thankyou, Bank of America- Preferred Rewards, Wells Fargo- 
Go Far Rewards, Deutsche Bank- Expressed Reward and 
Barclays- Blue Rewards, etc. Undoubtedly, these programs are 
shifting customers' attention more towards digitalization. 

B. Smart ATM- 

The first-ever Automated Teller Machine was launched in 
1967 in London by Barclays. During the initial years, the major 
function of ATMs was to dispense cash only. From 1967-2018 
these machines have evolved exponentially in terms of 
technology and reach. However, in recent times, AI and IoT 
have completely transformed the way banking institutions use 
to work. After the trend of contactless payment systems which 
was accelerated by the COVID-19 pandemic, now smart 
ATMs have gradually become the second most important 
channel. 

The web ATM system is one of the recent discoveries in 
flourishing financial service. Modern banking and financial 
institutesare considering the internet as a strong weapon, which 
is strongly leveraging the distribution of services and products 
with the same efficiency at a comparatively lower cost to more 
potential users [31]. Smart ATMs enable the use of technology 
and providing them better customer service, moreover, it is 
reducing the chances of fraud. One of the banks in Russia is 
already starting to use facial and biometrics recognition modes 
for accessing ATM services. 

The IANS report says that Indian banks are also planning to 
replace the existing ATMs with multi-function ATMs in the 
coming years. According to [32], a prototype has been initiated 
by a payment organization AGS Transact technology, which 
will use the bank's mobile application to scan the QR code 
given on the ATM screen, customers just need to enter their 
pin code and amount on mobile application and ATM will 
dispense the cash. Bank of India has launched this facility in a 
collaboration with AGS Transact technology 

C. Wearable Technology- 

We are living in an era where the world is moving rapidly 
towards digitalization, interconnected applications, and smart 
devices. IoT and AI have made a tremendously good job in the 
implementation of wearable technology. The wearable is an 
example of Information Everywhere [27]. Apple has launched 
its very first wearable �Apple Pay� which enabled payment 
through the wristwatch. Soon enough, Samsung pay and 
Android pay also followed the path. 

According to the Infosys report, 2014 was considered as a 
�year of wearables�. In India, Axis Bank has introduced its first 
contactless payment Wear �N� Pay by launching its range of 

wearables in collaboration with Thales and Tappy 
technologies. The device is available in multiple forms such as 
band, keychain, and watch loop; these devices are directly 
linked with the customer accounts for contactless transactions. 
In the public sector State Bank of India has also launched its
payment device namely Titan Pay [33]

Moreover, as per [34] wearable�s payments are growing 
day by day, from 2015-2020 it has been increased from $3.1 
billion to $500 billion approximately depicting a significant 
growth of smart wearable�s usage by developing wearable 
applications, providing value-added services to the customers 
and increasing healthy competition among banking institutions. 
As per the [35], the below graph is showing that from 2014 to 
2021 there is a huge spike in the shipment of wearables units 
worldwide, that is depicting IoT is connected devices growing 
with each passing year. There is a huge spike in the shipment 
from 2018-2019 because of the COVID-19pandemic. Business 
insiders have estimated that IoT devices will grow by more 
than 64 billion by 2025. 

Fig. 4. Total wearable device unit shipments worldwide 2014-2020 (Source- 
statista.com) 

D. Cyber Security- 

With the advancement of technology, there are more 
chances of cybercrime. All the information about customers' 
interests and behavior can be fetched by AI techniques. In 
2016, a survey exposed that the estimated cost of cybercrime 
was $450 billion in the global economy (Soni, 2019), and the 
financial industry was targeted by around 33 percent of large 
attacks. Hence, it is very important to put some security
mechanism to protect from these kinds of threats in banking 
and financial institutions. 

However, to protect against cyber-attacks and to improve 
customer interactions and experiences institutions are investing 
more in AI and developing new security measures such as 
voice banking, biometric authentication, AML (Anti-Money 
Laundering) detection, compliance monitoring, etc [36]. AI 
also ensures banks about the credit risk, which has a direct 
impact on the financial constancy of the customers. AI also 
helps in tracing the credit score of individual customers across 
the banking industry. AI is supporting the growth of IoT 
technologies, such as decision trees, linear regression, machine 
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learning, and neural networks, which have been included in 
IoT cyber-security applications to protect the threats and 
potential attacks. 

Furthermore, combating money laundering activity is a 
crucial task, and it comes with higher costs and risk factors.
Innovation in technology such as AI, machine learning, 
robotics, and cloud-based analysis is preventing financial 
institutions from anti-money laundering practices. These 
technologies were developed to detect customer unusual 
behavior by analyzing their past transactions, which can reduce 
the number of false-positive alerts. Robotics process
automation can be merged with AI techniques to automate the 
Know Your Customer process effectively. 

V. ANALYSIS AND FINDINGS- 

Smartness in banking and finance is promoted by the 
digitalization of the traditional banking system. The concept of 
AI and IoT is already taking momentum based on the current 
situation of the COVID-19 pandemic. Institutions are heavily 
investing in creating IT infrastructure for scaling up the 
banking products, better customer services, and experiences. 
The inclusion of AI and IoT is enabling a better operational 
model with higher scope and efficiency in terms of services. In 
the past years, there has been a drastic change in the amount of 
data collected by financial institutions, which has developed a 
space for understanding and analyzing this stored data for 
better services. The evolution of innovative technologies such 
as AI and IoT has allowed solving complex problems and 
providing solutions in no time. 

Nowadays, consumers expect a lot of innovation from 
banking institutions where they can connect with their 
interests. The development of AI and IoT-based services not 
only helping the customers but the institutions as well. 
Customers can get all the services at their convenience while it 
is dependent upon the factor of readiness to adopt the 
technology. Moreover, banking institutions are getting real-
time access to all the activities which is helping them in 
auditing. It has been observed that the implementation of AI-
based applications has improved customer satisfaction and 
experience. 

This descriptive in-depth research found that the 
implementation of innovative technology is transforming the 
traditional banking industry into techno advanced industry. 
However, COVID-19 has significantly uplifted the use of 
digitalization in banking and financial institutions due to social 
distancing. According to the [30], report, there is a sharp rise of 
72% in the use of AI-based applications for banking purposes. 
A survey was conducted by [37] and found that customers have 
been using online services considerably in large numbers. The 
survey also examined (Fig.5) that there is an increase in first-
time users of online banking services during pandemic and top 
of that most of them found satisfactory. If we will compare the 
data of 2020 and 2021 there is a significant change in the usage 
of online services based on AI and IoT applications. People are 
not just using AI-based applications for payment transactions 
only, they are now using it for multiple services such as; 
security investment, taking out loans, pension schemes, and 
advice on bank services (robot chat), etc. 

Fig. 5. First-time users of online banking for different services during the pandemic 

16% 
15% 

14% 
13% 

15% 

11% 
9% 

33% 

29% 

25% 
23% 23% 

22% 

14% 

Taking out a 

consumer loan 

Taking out a 

mortgage 

Securities 

investments 

Information on a 

bank service 

Advice on a bank 

service 

Pension Payment 

transaction 

2020 2021 

5

Authorized licensed use limited to: GLA University. Downloaded on March 09,2022 at 04:38:33 UTC from IEEE Xplore.  Restrictions apply. 



Hence, the pandemic accelerated the growth of AI and IoT-
based services and advancing the existing trend for the future. 
Nevertheless, the future era of banking and financial 
institutions will not solely focus on digitalization but is going 
to be on hybrid mode. 

Year Market Size (Billion) 

2017 $110  

2018 $151  

2019 $212  

2020 $248  

2021 $418  

2022 $594  

2023 $800  

2024 $1,079  

2025 $1,567  

Fig. 6. Increase in Global IoT Market (2017-2025)  

According to [35], the market expansion of IoT going to 
increase drastically in near future. Moreover, it is growing 
significantly after 2019 due to the COVID-19 pandemic. In 
addition, the revenue of the IoT sector is expected to increase 
$1.6 trillion by 2025. As of July�20-August�20 the Indian AI 
market is valued around $6.4 billion. Fig.7 showing that the 
Banking and Financial sectors following IT and Technology 
industry and contributing $615.3 million in market value and 
9.6% in market share [38]. Moreover, the Banking and 
financial sectors now implementing AI across functions 
including, digital service to enhance customer satisfaction, 
robotics, natural language processing, adoption of algorithms 
in investments to increase returns and compress risk. 

Fig. 7. Industry-wise market share of AI 

VI. CONCLUSION- 

As we turn our gaze backward, technology has changed all 
financial activities in the last two decades. Looking ahead, the 
parallel evolutions of AI and IoT will shape it in the decades to 
come. Moreover, AI and IoT leading the way in bringing a sea 
of changes in banking and financial institutions. Even before 
the current crisis, authorities were pushing customers and 

banks to use technology and it had become an integral part of 
the banking process. The COVID-19 outbreak has now 
reinforced this which is likely to continue after the crisis as 
well. Banking and financial institutes are vulnerable to cyber-
security attacks. While adoption of AI and IoT technologies is
helping in decelerating the chances of these attacks and aiding 
in solving compliance issues as well. Policymakers and 
technology providers forecasted IoT will improve the 
economic value from US$300 to US$15 trillion by decades�
end [39]. In addition, there has been a significant investment in 
AI and IoT functions over the last few years. 

However, simply providing a digital solution doesn�t
differentiate individual banks from their competitors, as every 
bank is now moving towards technology and providing similar 
kinds of facilities to their customers. So, customers nowadays 
are more concerned about the extent of security and 
experiences banks are providing to them. Hence, future 
researches can focus on the security expectation of the 
customers from banking and financial institutions and how 
much investment is done by financial institutions in AI and 
IoT-driven services/products to improve customer experiences 
and satisfaction. 
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