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a b s t r a c t 

Extensive research has been dedicated to the exploration of various technologies such as information 

technologies (IT) in complementing and strengthening existing healthcare services. In particular, the In- 

ternet of Things (IoT) has been widely applied to interconnect available medical resources and provide 

reliable, effective and smart healthcare service to the elderly and patients with a chronic illness. The aim 

of this paper is to summarize the applications of IoT in the healthcare industry and identify the intelligen- 

tization trend and directions of future research in this field. Based on a comprehensive literature review 

and the discussion of the achievements of the researchers, the advancement of IoT in healthcare systems 

have been examined from the perspectives of enabling technologies and methodologies, IoT-based smart 

devices and systems, and diverse applications of IoT in the healthcare industries. Finally, the challenges 

and prospects of the development of IoT based healthcare systems are discussed in detail. 

© 2016 Published by Elsevier Inc. 

1. Introduction 

The growing rate of the aging population has brought about 

many challenges in healthcare service. For example, the service 

of after stroke rehabilitation for the elderly is an emerging chal- 

lenge, which requires a long-time commitment of medical and 

human resources [1] . Medical rehabilitation is a relatively new sub- 

ject, which was introduced in the middle of the 20th century, and 

has been treated as a new branch of therapy aiming at alleviat- 

ing or curing physical or mental dysfunctions by remedying or 

re-constructing disabilities. It has been recognized as an effective 

means in improving physical functions of many types of patients. 

However, the promotion of medical rehabilitation to a wider scope 

of applications faces a few obstacles. Firstly, the majority of re- 

habilitation treatment needs long-term and intensive therapy. Sec- 

ondly, additional assistive facilities are required to provide patients 

with easy access to rehabilitation service. Thirdly, the availability 

of rehabilitation resources is becoming relatively scarcer due to the 

faster increasing pool of the aging population in current society. 

One promising method to alleviate the aforementioned prob- 

lems is to adopt the Internet of Things (IoT) technologies and in- 

telligentize the medical service systems. In recent years, applying 

Internet-based technologies for rehabilitation services has become 

popular after introducing some new concepts, such as Smarter 

Planet and Smart City [2] . The concept of “Smarter Planet” was 

proposed by the International Business Machines Corp. (IBM) in 
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2008. It was initially introduced to deal with the needs of real-time 

sensing, effective information exchange, the reduction of energy 

consumption, and the increase of productivity and efficiency of the 

company [3] . Following the idea of ‘Smarter Planet’, a similar con- 

cept of ‘Smart City’ was introduced and has attracted considerable 

attention. For example, many cities in China have regarded build- 

ing an IoT-based smarter city as their long-term strategic plans 

[4] . IoT allows a pervasive connectivity, i.e., public facilities and re- 

sources in cities are seamlessly networked. In this way, pervasive 

interactions exist among things, humans, or both. In IoT, radio fre- 

quency identification tags (RFID), sensors, and personal digital as- 

sistants (PDAs) are made ubiquitous in order to acquire real-time 

data and support decision-making activities. With the smart per- 

ception within an IoT, smart cities are capable of improving the 

performance of public services and business infrastructure in the 

ways that real-time data can be collected and analyzed promptly, 

abrupt and emergent events can be acknowledged and responded 

timely, and resources in the cities can be managed and controlled 

appropriately. As far as the healthcare services, such as medical 

rehabilitation, are concerned, an IoT-based system makes it possi- 

ble to provide ‘one stop’ service to the residents conveniently even 

at remote locations. In contrast to conventional on-site rehabilita- 

tion service at local hospitals, all the related resources are shared 

within communities through smart rehabilitation to provide flexi- 

ble and convenient treatment to patients. In this way, the utiliza- 

tion of rehabilitation resources can be maximized [5,6] , and it can 

be anticipated that the IoT-based intelligent technology would be- 

come an irreplaceable tool in modern healthcare systems. 

Numerous progresses have been made in healthcare monitor- 

ing and control [14] , interoperability and security [15] , pervasive 
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healthcare [9,10] , and drug interaction checking [11] , etc. These 

achievements have demonstrated the effectiveness and promising 

future of IoT-based healthcare system. Despite the existent suc- 

cess, ambiguity and technical challenge still exist with regard to 

the question of how to rapidly and systematically establish as well 

as deploy an intelligent IoT-based healthcare system that involves 

big data management. 

Aiming at maximizing the capabilities of IoT in healthcare sys- 

tems, more and more researchers and organizations have been de- 

voted to the development of IoT-based technologies for medical 

applications [12,13] . The motivation of this paper is to summa- 

rize the history and advancement of state-of-the-art studies in IoT- 

based healthcare systems, and to provide a systematic review of 

enabling technologies and smart healthcare devices in IoT. In par- 

ticular, the implementation strategies and methodologies encom- 

passing ontology-based resource management, knowledge manage- 

ment and big data management, etc. have been discussed based on 

our understanding. Finally, the future trends and directions of the 

future research in this field are identified. 

The structure of the paper is arranged as follows: Section 2 

briefly introduces the application history of IoT technology in 

healthcare industry. Section 3 is focused on the enabling technol- 

ogy of IoT, including identification technology, communication and 

location technology, sensing technology and the service-oriented 

architecture. Section 4 introduces both smart healthcare devices 

and systems. Section 5contributes to the implementation method- 

ologies, such as resource management, knowledge management, 

big data management, as well as strategies for building tele-health 

and tele-rehabilitation systems. Section 6 provides a case study of 

IoT-based smart rehabilitation system. Concluding remarks are pre- 

sented in Section 7. 

2. The origin and development of IoT in healthcare 

2.1. The origin and development of IoT 

IoT was first proposed by Ashton [14] and Brock [15] who 

founded the Auto-ID center at the Massachusetts Institute of Tech- 

nology (MIT). The term ‘Auto-ID’ can represent any type of iden- 

tification technologies for various applications, such as error re- 

duction, improvement of efficiency, and automation. The relevant 

Electronic Product Code (EPC) network was launched by the Auto- 

ID center in 2003 at its executive symposium [16] . Objects can be 

tracked when they move from one place to another. As commented 

by Meloan [17] , the release of EPC network allows one to imag- 

ine the big time of the IoT paradigm as a global mainstream com- 

mercial means, in which microchips will be networked and form 

the IoT [18] . The successful development of RIFD indicates that 

IoT would go out of the laboratory and lead a new IT era in both 

academy and industry [19] . 

In 2002, National Science Foundation (NSF) published a report 

on convergent technology [16] , which was focused on integrating 

nanotechnology with information and communication technology 

(ICT) to dramatically improve the life quality of people and the 

productivity of nations. In the first report of the International Tele- 

communications Union (ITU) in 2005 [20] , IoT was suggested to 

be combined with technologies in object identifications, wireless 

networks, sensors, embedded system and nanotechnologies to con- 

nect things in the world, so that things could be tagged, sensed, 

and controlled over Internet. IoT consists of a set of technologies to 

support the communication and interaction among a broad range 

of networked devices and appliances [19,21,22] . IoT-based enter- 

prise systems have been developed for various applications [23] 

such as healthcare systems [24] , industrial environment [25] , and 

public transportations [23,26] . Great interest exists in developing 

countries as well. For example, a national research center of IoT 

was established in 2009, and the Chinese former Premier gave a 

national speech to promote the research and development of IoT 

[27,28] . Since then, over 90 Chinese cities have developed their 

strategic plans in developing smart cities [16] , and a number of 

national big companies, such as China Unicom, China Mobile, and 

China Telecom, have associated their businesses closely with the 

implementation of smart cities. 

2.2. IoT in healthcare 

IoT-based smart rehabilitation has been introduced very re- 

cently to alleviate the problem of scarce resources due to increas- 

ing aging population [7,8] . It can be viewed as a sub-system un- 

der the Smart City. An IoT-based healthcare system connects all 

the available resources as a network to perform healthcare activi- 

ties such as diagnosing, monitoring, and remote surgeries over the 

Internet [24] . The topology of the IoT-based rehabilitation system 

is shown in Fig. 1 . The whole framework has been dedicated to 

extending the healthcare services from hospitals and communities 

to homes. Wireless technology has been widely applied to inte- 

grate monitoring devices, the front-end of which is treated as a 

network manager. The system connects all the available healthcare 

resources in the communities (e.g., hospitals, rehabilitation centers, 

doctors, nurses, ambulances, assistive devices, etc.) with patients. 

The server is equipped with a centralized data base. An intermedi- 

ary processing proxy is responsible for data analysis, consolidation, 

detection of critical events, and creation of rehabilitation strate- 

gies. All the things are networked to the Internet and supported by 

the programs based on RFID technology [29,30] . An automated re- 

source allocator is developed to figure out rehabilitation solutions 

promptly to meet a set of specific requirements from individual 

patients. 

The paradigm of IoT for healthcare has been gradually formed, 

as shown in Fig. 2 . The paradigm consists of three parts: Master, 

Server and Things [31] . Master includes the doctors, nurses, and 

the patients, who have their specific permission to the system by 

end-user devices (e.g. Smartphone, PC, or tablet). Sever acts as the 

central part of the entire healthcare system. It is responsible for 

prescription generation, data base management, data analysis, sub- 

system construction and knowledge base management. Things re- 

fer to all the physical objects (including the patients and human 

resources) that are connected by WAN, multi-media technology 

or Short Message Service (SMS). Furthermore, normal devices that 

cannot be connected to the network but commonly used in cur- 

rent rehabilitation conditions are also included in the smart reha- 

bilitation system and made compatible to the network. The effec- 

tiveness of the proposed architecture has been verified by some 

pioneering exoskeleton applications [31–37] . 

3. Enabling technologies of IoT 

Presently, the hardware and software systems for sensing, com- 

munication, and decision-making activities have become increas- 

ingly more versatile and affordable. To promote the innovations of 

human in various IoT applications, enabling technologies are indis- 

pensable. 

3.1. Identification technology 

A practical IoT may include a large number of nodes, each of 

which is capable of generating data, and any authorized node can 

access data no matter where it is located. To achieve this goal, it 

is essential to locate and identify the nodes effectively. Identifica- 

tion aims to assign a unique identifier (UID) to a corresponding 

entity, so that the information exchange through this node is un- 

ambiguous. For the system shown in Fig. 1 , every resource such as 
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Fig. 1. The framework of IoT-based smart rehabilitation system [31] . 

Fig. 2. System architecture of the IoT based rehabilitation [31] . 

hospital, rehabilitation center, doctor or nurse is associated with 

a digital UID. Thus, the relations between one subject and others 

can be readily specified in the digital domain. This allows acquired 

things in the network to be found promptly without mistakes. 

Several standards for identification have been proposed. The 

Open Software Foundation (OSF) developed the universally unique 

identifier (UUID) as a part of the Distributed Computing Environ- 

ment (DCE), which can operate without a centralized coordination. 

OSF also introduced the Globally Unique Identifier (GUID). 

It should be noted that there is a growing need for IoT to pro- 

vide multiple identifiers for a single object and accommodate the 

changes of identifiers. Moreover, a well-functioning smart device 

is usually supported by sensors, actuators, etc., which must be ad- 

dressed separately. During the lifecycle of a product, some com- 

ponents with unique identifiers in one device could be replaced. 

Therefore, it is necessary to accommodate the changes of identi- 

ties to maintain the integrity of the smart device even when it is 

reconfigured. The configuration change record is critical for main- 

taining devices, tracking components, and diagnosing failures. 

The further deployment of IoT will demand new technologies 

to (1) locate things efficiently based on a global ID scheme, (2) 

manage identities safely with the advanced techniques of encod- 

ing/encryption, authentication, and repository management, and 

(3) provide global directory search services and IoT service discov- 

ery under diverse UID schemes. 

3.2. Communication and location technologies 

Communication technologies support the networking of the in- 

frastructure of an IoT-based healthcare subsystem, and it can be 

classified into short-distance and long-distance technologies. How- 

ever, for the reason that long-distance technologies mainly involve 

regular communication means like Internet or mobile phones, this 

review will only focus on short-distance technologies. In most 

cases, short-distance communication is based on wireless tech- 

nologies, including Bluetooth, RFID, Wi-Fi, Infrared Data Associa- 

tion (IrDA), Ultra-wideband (UWB), ZigBee, etc. 

3.2.1. Short-distance communication 

All of the aforementioned technologies support the data ex- 

change in a short distance. Due to the difference of working ra- 

dio frequency and security standard, the characteristics of those 

technologies also vary in terms of the transmission rates, work- 

ing distances, allowable number of the nodes, the level of power 

consumption, and the cost of installation and maintenance. 

The comparison of different techniques for short-distance com- 

munications is shown in Table 1 . Bluetooth was initially developed 

by Ericsson as an alternative for wired RS-232 data communication 

in 1994. One leading advantage of Bluetooth in the application of 

clinical environment is its low radiation which is less harmful to 

human. The invention of RFID can be traced back to 1945, when it 

was created by Theremin [38] . In modern healthcare, passive RFID 

tags have been used to trace the medical resources or acquire the 

information of patient’s states. Wi-Fi is one of the most popular 

techniques for a short distance due to the deployment of the low 

cost local area network (LAN). According to the Wi-Fi Alliance, if a 

wireless local area network (WLAN) product meets the Institute of 

Electrical and Electronics Engineers’ (IEEE) 802.11 standards, it falls 

in the category of Wi-Fi. Nowadays, Wi-Fi based LANs are available 

in most hospitals. The development of IrDA was started by an in- 

terest group of 50 leading companies in 1993. IrDA (Infrared Data 

Association) is used to operate remote devices. If the data transfer 

must be secured physically, Line-of-Sight (LOS) and very low bit er- 

ror rate (BER) should be ensured and the wireless optical commu- 

nication can be an appropriate option. However, the low transmis- 

sion rate is the biggest weakness of IrDA. UWB (Ultra-Wide Band) 

was pioneered by Scholtz and his colleagues [39] . The advantages 
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Table 1 

Comparison of different short-distance radio communication techniques. 

Type Bluetooth RFID(NFC) WI-FI IrDA UWB ZIGBEE 

Rate 2.1Mbps 106K to 424Kbps 1Mbps to 300Mbps 14.4Kbps 53Mbps to 480Mbps 20Kbps to 250Kbps 

Band 2.4GHz 13.56Mhz 2.4 G, 5GHz 850nm to 900nm 3.1GHz to 10.6GHz 868Mbps to 2.4Gbps 

Distance 20–200M 20 cm 50 m 0–1 m 0–10 m 10–75 m 

Network nodes 8 2 50 2 / 65,0 0 0 

Security 128bit AES TIP SSID IRFM High 128bit AES 

Power (mW) 1–100 < 1 > 10 0 0 < 1 

Cost 2–5$ < 1$ 25$ 20$ 5$ 

of UWB are high-bandwidth and extremely low energy consump- 

tion. High-data-rate UWB may enable wireless medical monitors 

directly without a personal computer. ZigBee-based communica- 

tion follows the IEEE 802.15 standards. ZigBee provides a low data 

rate and secure communication, and a long battery life [40] . ZigBee 

plays a similar role with RFID in collecting medical data for IoT- 

based healthcare applications. Besides, the data communication us- 

ing visible light, such as light-emitting diode (LED), can be viewed 

as a communication medium as well. However, it is still under de- 

velopment in laboratories. 

3.2.2. Location technology 

Real-time location systems (RTLS) are used to track and identify 

the locations of objects. In healthcare applications, RTLS tracks the 

treatment process securely, and helps to reconfigure the health- 

care system based on the distribution of available resources. The 

most important RTLS is the Global Positioning System (GPS), which 

is a satellite-based navigation system to locate objects under all 

weather conditions as long as unobstructed lines of sight can be 

received by four or more satellites. For a healthcare system, a 

satellite-based positioning system can be used to locate ambu- 

lances, patients, doctors, etc. 

It is noteworthy that the accessibility to the systems like GPS 

or Beidou System (BDS) of China in an indoor environment is gen- 

erally poor, because the construction structure hampers the trans- 

mission of satellite signals. Since GPS is insufficient to build an ef- 

fective healthcare system, it is necessary to compensate GPS with 

local positioning systems (LPSs) to enhance location accuracy. An 

LPS locates an object based on the measurement of radio signals 

travelling among the objects and an array of the pre-deployed re- 

ceivers. A comprehensive discussion on LPSs can be found in the 

literature [41] . 

The above-mentioned short-distance communication technolo- 

gies are essential to implement LPS. For example, UWB radio has 

a fine temporal resolution, which enables a receiver to estimate 

the arrival time accurately [42] . Therefore, UWB is an ideal tech- 

nology for radio-based high-precision positioning. Young et al. [43] 

and Zetik et al. [44] implemented the UWB localization by Time 

Difference of Arrival (TDOA). Based on the measured time of ar- 

rival (ToA), an “indoor GPS” system has been realized [45] . With 

the measurement of round trip time of flight, a UWB ranging tech- 

nique was developed [46] . An indoor GPS system with the Root 

Mean Squared (RMS) accuracy of 3–5 feet in an open space cargo 

was also introduced [47] . Other UWB based indoor positioning sys- 

tems demonstrating good performances are reported in [4 8,4 9] . 

For the implementation of an indoor positioning system, a com- 

bination of high bandwidth wireless communication with a GPS or 

BDS has provided numerous possibilities in developing smart net- 

works. 

3.3. Sensing technologies 

Sensing technology is pivotal to the acquisition of numerous 

physiological parameters about a patient, so that a doctor can 

adequately diagnose the illness and recommend the treatments. 

Furthermore, new progress of sensing technologies allows a con- 

tinual data acquisition from patients, facilitating the improvement 

of treatment outcomes and the reduction of healthcare costs. 

In this section, some exemplifying devices for data acquisi- 

tion in the IoT-based healthcare system are discussed, as listed in 

Table 2 . Pulse oximeter was invented in the early 1970s and it has 

become one of most widely used instruments for diagnosis [50] . 

Two health indices that are particularly critical for the emergence 

service, heart rate (HR) and blood oxygen saturation (SpO 2 ), can be 

reliably obtained by a pulse oximeter. A mote-based pulse oxime- 

ter was introduced in [51] . The standard digital signal processing 

(DSP) technique can be used to calculate HR and SpO 2 from the 

waveforms of light transmission. 

Motion analysis sensor is a complicated device composed of dif- 

ferent sensors. For example, the instruments such as accelerom- 

eters, gyroscopes, and surface electrodes for electromyography 

recording [50,52] are often used collectively for a motion analysis. 

A tri-axial accelerometer can detect the orientation and movement 

of each segment of the body, while a gyroscope can measure the 

angular velocity. A combination of both can thus tell the dynamic 

pose of a limb accurately [53] . The electrodes of EMG gather the 

statistical information from action potential (AP) generated by ex- 

cited muscles. EMG signal has been widely applied in the estima- 

tion of muscular fatigue, prediction of muscle contraction, and the 

identification of motion patterns during clinical rehabilitation. 

All the acquired data related to health conditions of patients 

can be converted into the digital form and be transmitted to the 

network immediately. The applications of wireless sensors have 

greatly simplified the processes of data acquisition, and have made 

it feasible for patients to wear portable sensors for a longer period 

of time without bulky data logger. 

3.4. Service-oriented architecture 

The number of nodes in an IoT-based healthcare system can be 

up to thousands and even millions. Since all the networked devices 

should be interoperable, the service-oriented architecture (SOA) is 

considered to be a promising solution [54] . In SOA, each device 

is autonomous and its functions are clearly defined via the stan- 

dard interfaces. The collaboration between one device and another 

can be reconfigured quickly to perform a new task for other ser- 

vices on-demand. SOA provides great help in the sense that it sup- 

ports modular design, application integration, interoperation, and 

software reuse. Under SOA, the standards to support interopera- 

tion include Extensible Markup Language (XML), Simple Object Ac- 

cess Protocol (SOAP), Web Services Description Language (WSDL) 

and Universal Description, Discovery and Integration (UDDI). Con- 

sequently, SOA allows the interoperability over different platforms 

as well as the services implemented in different programming en- 

vironments. 

Many research teams have explored the applications of SOA 

in e-Healthcare Systems. For example, Kart et al. [55] advocated 

to adopt SOA as the foundation to design, implement, deploy, 
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Table 2 

Different types of sensors for different physical indices. 

Indices Sensor 

Temperature A thermister: useful for measuring peripheral body temperature. Can be weaved into material, e.g. babyglow 

Respiration A plethysmograph: used for measuring breathing. Impedance of fabric changes with stretching. 

Heart rate (ECG) A wearable electrode that in contact with the skin. Can provide ECG trace and heart rate. 

Weight Scales: communicate weight wirelessly to home computer. 

Skin conductance Detect sodium or potassium concentration in user’s sweat 

Galvanic response Small current injected and impedance measured. Can detect anxiety levels. Previous used as a lie detector 

Blood flow (SpO 2 ) Light source and photocell may be used to measure changes in pigmentation which reflect oxygen in the blood 

stream. It is also possible to detect pulse and infer heart rate 

Glucose testing Blood properties maybe analyzed. Requires an invasive test, i.e., princking of a finger to provide and in-situ test. 

Commonplace in the diabetic monitoring population. 

Muscle contraction (EMG) A wearable electrode that similar with the ECG electrode. Can provide the condition of muscular and correspondence 

motor meuron 

Motion analysis Need a combination of different sensors, such as Accelerometers, gyroscopes, and surface electrodes for EMG, etc. 

invoke and manage the services in a distributed healthcare sys- 

tem. Omar et al. [56] described an experimental e-health monitor- 

ing system (EHMS) where SOA was used as a platform to deploy, 

discover, integrate, implement, manage, and invoke e-health ser- 

vices. Vasilescu et al. [57] discussed the main characteristics, com- 

ponents, and available services of an SOA-based system. In particu- 

lar, the challenges in implementing SOA for large-scale distributed 

health enterprises were examined from the perspectives of cost, 

risk, and profit. Shaikh et al. [58] emphasized the importance of 

SOA to the tele-medicine applications. 

4. Smart healthcare devices and systems 

Nowadays, many IoT-based smart healthcare devices and sys- 

tems have become commercially available. These products have 

contributed a lot to the tasks such as monitoring patients, main- 

taining contacts with doctors, improving the performance of reha- 

bilitation, etc. 

4.1. Smart healthcare devices 

A smart healthcare device or system usually integrates sens- 

ing technologies with IoT, which enables the healthcare system to 

monitor patients. Two examples of such systems are Withings De- 

vices and Nike + fuelband. 

4.1.1. Withings devices 

A Withings device is a wireless body scale fitted with a Wi-Fi 

interface. It estimates the percentage of fat, the muscle mass, and 

index of body mass of a user. The acquired data can be uploaded 

to the company’s site via Wi-Fi. It is also pluggable to the Health 

2.0 services such as Google Health (Wikipedia 2013). Due to the 

superior performance, it has drawn a lot of attention in the tech 

press. The company also provides the blood pressure detecting de- 

vice. Similar to the body scale, it can be operated with its connec- 

tion to an Apple device such as iPad, iPhone or iPod Touch, and the 

information transmission is also completed through Wi-Fi. 

4.1.2. Nike + fuelband 

Nike + FuelBand (Nike 2014) is an activity tracker which can be 

worn on wrist. The FuelBand can track the steps taken and the 

amount of calories consumed during a period of time. The readings 

from the wristband can be transmitted into the Nike + online com- 

munity. In this way, a user can set his/her own fitness goals, mon- 

itor the progresses, and compare the outcomes with other users in 

the community. 

4.1.3. Other assistive devices 

Video-based monitoring is also an important mean to observe 

the health condition of patients. Internet protocol (IP) camera has 

been widely applied for surveillance in diverse applications. An IP 

camera can send and receive data via a computer network. There- 

fore, it is capable of monitoring patients in real time and support- 

ing video communication between patients and doctors whenever 

needed. Other portable devices, such as smartphones and tablets, 

can also be used as assistive devices for communication related to 

the healthcare activities over the Internet. 

4.2. Smart healthcare system 

A smart healthcare system usually consists of smart sensors, a 

remote sever and the network. It is capable of providing multi- 

dimensional monitoring and basic treatment suggestion. Depend- 

ing on the requirements, a smart healthcare system may be ap- 

plied at home, within a community, or even be used world widely. 

A few of smart systems with different scopes of applications are 

discussed as follows. 

BodyMedia researchers started to conduct pioneering research 

on wearable devices in 1998. Since then, BodyMedia has begun 

to develop wearable monitoring systems. The company makes a 

human physiology database public along with the data modeling 

methodologies. The system developed by BodyMedia have been 

successfully applied in hundreds of clinical studies. The outcomes 

have shown good reliability and accuracy. The mean absolute- 

percent discrepancy of calories consumed by a person per day was 

less than 10%. 

Google Health is also a personal health record service. It was 

introduced in 2008 but suspended in 2011 by Google. The system 

provides a platform for Google users to voluntarily share his/her 

health records from health service providers. Once the informa- 

tion is entered, Google Health is able to provide the user with a 

complete report of merged health records, health conditions, and 

possible interactions between drugs and allergies. To increase the 

coverage, Google Health partnered with tele-health providers and 

allowed their clients to synchronize online health records. 

Aiming at the integration of multidisciplinary domains of 

knowledge, a hospital-oriented enterprise system (ES) design 

framework has been proposed and remarkable improvements have 

been made [59] . Meanwhile, the studies focusing on key technol- 

ogy, nurse management decision strategy [60] , capacity manage- 

ment issues [61] , and mechanical treatment effect [62–68] , etc., 

have laid a firm foundation for the development of smart health- 

care system. 

5. Implementation strategies and methodologies 

Effective strategies and methods play a central role in IoT- 

based healthcare systems for improving the capability and effec- 

tiveness of the systems. The core issues include the rapid response 
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Fig. 3. The semantic relations among the key methodologies in IoT-based rehabili- 

tation system [31] . 

ability and risk avoiding intelligence that are closely related to re- 

habilitation quality. Risk avoiding intelligence is pivotal because a 

tiny mistake may cause serious harmful consequence of human 

health. Rapid response ability refers to the system’s capability of 

dealing with medical emergencies. Moreover, as an expert sys- 

tem, the smart rehabilitation system deals with big data and calls 

for a more well-structured, systematic and intelligent knowledge 

management method. Therefore, key strategic problems include re- 

source management, knowledge management, big data manage- 

ment and the methodology for designing and building Tele-Health 

and Tele-Rehabilitation subsystem. Their semantic relationship is 

illustrated in Fig. 3 . The entail rehabilitation system is supported 

by medical resource. During rehabilitation, large amount of data is 

the raw mateiral for analysis. Derived from it, the medical knowl- 

edge accumulates continually. The big data and knowledge act as 

the basis for recorvy treatment and system operation. These key 

methodologies are discussed in the following sections. 

5.1. Resource management 

Resource management includes the issues of tracking, sensing, 

identification and authentication. For healthcare systems, informa- 

tion acquisition is always the first step for system functioning and 

is extremely important, as it is the basis of the subsequent diag- 

nosing, treatment and rehabilitation. 

5.1.1. Tracking 

Tracking aims to solve the lack of “visibility” on the locations, 

the conditions of patients, physicians, medical equipment or other 

assistive resources, because the visibility problem increases the un- 

certainties of current healthcare systems. If the status of a medical 

device is not monitored in real-time, its routine maintenance could 

be missed. Moreover, unorganized flow of patients would delay ur- 

gent medical treatments. Among all these concerns, the primary 

function of a tracking system is to identify the locations of persons 

or objects in real time. 

Youn et al. [69] presented a real-time asset tracking system 

for a hospital’s clinical setting by attached Wi-Fi tags. The sys- 

tem took advantage of radio signals from wireless access points 

to estimate the locations of the tagged assets. The resolution of 

positioning was over 1.5 m. Moreover, the detailed logs of the 

tracking information were available for the archival purpose. The 

Ultra Badge System [70] is another positioning system used by hos- 

pitals. The Ultra Badge is a 3D tag to identify the location of a pa- 

tient. If a patient is in a specific area where a fall is very likely 

to occur to him/her, the system would immediately alert the care- 

givers. Bowser and Woodworth [71] integrated the location tech- 

nology with video analysis and wireless multimedia technologies 

to improve the healthcare services for the elderly. Marco et al. [72] 

developed an ultrasound based positioning system with multi-cell 

coverage for a healthcare application. A web-based environmental 

health information system [73] has also been developed to sup- 

port public health service and policy making. It proposes a novel 

tracking system to replace the relatively independent and discon- 

nected information systems at individual organization levels. The 

detailed comparison among the above studies on tracking technol- 

ogy is listed in Table 3. 

5.1.2. Sensing 

Sensing technologies are patient-oriented, and act as both en- 

abling technologies and key technologies in IoT-based health- 

care systems. The instruments are developed to diagnose pa- 

tients’ conditions and provide real-time information of patients’ 

health indicators [74,75] . The application domains include various 

tele-medicine service systems, monitoring systems, and health- 

condition alerting systems. Pioneering studies have been imple- 

mented in this field. For example, MobiHealth [76] is one of the 

earliest projects that integrates wearable devices with portable de- 

vices such as mobile phones and watches. AlarmNet [77] is a pro- 

totype of wireless medical sensor network. It provides both the 

functions of physiological monitoring and location tracking. Mobile 

ECG [78] is a system dedicated to the measurement and analysis of 

ECG for users with a smart mobile phone acting as a base station. 

5.1.3. Identification & authentication 

Identification and authentication are indispensable to reduce 

the possibility of harmful mistakes to patients, such as wrong 

drug, dose, timing, or procedure, etc. For hospital staff, identifi- 

cation and authentication are frequently used to grant an access 

to confidential information and to improve employee’s morale 

by addressing patients’ privacy concern. For healthcare resources, 

identification and authentication is predominantly used to meet 

the requirements on security procedures and avoid the loss of 

valuable instruments and products. 

5.2. Knowledge management 

Healthcare is now powered by sophisticated knowledge and 

information, so the acquisition, development, accumulation and 

reuse of healthcare knowledge in the expert system is crucial to 

the rehabilitation efficacy. Among the various knowledge manage- 

ment methods, ontology may be the promising one that enables 

easy sharing and reusing of existing knowledge [79] . This concept 

Table 3 

Comparison among the studies on tracking technology of resource management in healthcare. 

Literature Aim Communication technology Accuracy Highlights 

Marco et al. [72] Alarm and monitoring for elderly 

and disabled 

ZigBee and ultrasound (ZUPS) Several centimeters to 

meters 

Easy extension, simple calibration, 

cost-effective 

Youn et al. [69] Tracking for busy and crowded 

healthcare environment 

Wi-Fi Over 1.5 m High time resolution, reporting and 

generating the detailed logs of the 

status of the assets 

Hori et al. [70] Decreasing unnecessary workloads 

of the caregivers 

Ultrasound 2–8 cm No wearable device required 

Marques et al. [71] Assisting living monitoring and 

analysis 

RFID and video surveillance Several meters Integrated, easy-to-use 
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Fig. 4. Ontology of smart rehabilitation system and its sematic network. 

has great advantages in providing well-structured domain knowl- 

edge of rehabilitation engineering, so that data mining can be 

performed with clear hierarchical relations with little or no am- 

biguity. Therefore, ontology facilitates the consensual understand- 

ing among medical staff to find appropriate treatments and 

corresponding resources. In addition, the application of the on- 

tology simplifies knowledge sharing in the sense that information 

with the same or similar structure largely increases the possibility 

of knowledge reuse. 

Fig. 4 illustrates the basic semantic-network of the ontology 

of smart rehabilitation system with four main sub-classes, namely 

resource, prescription, hospital, and patient. Medical resources 

include the treatment equipment, such as continuous passive mo- 

tion (CPM), rehabilitation robot, IP monitor and doctors. Patients 

located in hospitals while taking the rehabilitation treatment, are 

monitored by the devices such as IP monitors so that the real-time 

information can be obtained and checked by doctors. The prescrip- 

tion is worked out by doctors and guides patient what treatment 

to take and how the resource should be managed. 

Fan et al. [31] proposed two local ontologies, the disease on- 

tology and the resource ontology, for the lower-limb rehabilitation 

system. The disease ontology provides a standard for making com- 

parisons and helps to search out one or several similar cases in 

the database. One can take the same or similar treatment strategy 

used for the past cases to cope with the new patient. The resource 

ontology formalizes medical resources including both human re- 

source and material resource such as CPM, and rehabilitation robot, 

etc. It helps the system to choose appropriate resources quickly ac- 

cording to the treatment requirements derived by the disease on- 

tology. 

Thus, when applied in rehabilitation system, ontology serves 

two purposes. First, ontological data structure enables more 

Fig. 6. Process of smart generation of rehabilitation strategy. 

efficient and accurate reasoning. Second, ontology provides well- 

structured domain knowledge on rehabilitation engineering, en- 

abling easy knowledge sharing and reusing. A highly organized on- 

tology defines the relations among various terminologies in the 

rehabilitation vocabulary, which are vital in identification, under- 

standing and diagnosing the diseases. 

5.3. Big data management 

The implementation of IoT-based healthcare systems is based 

on big data collected from hospitals, rehabilitation centers, com- 

munities and homes. The data from things are updated in real 

time and the data transactions may happen simultaneously among 

hundreds or thousands of things. Theoretically, all the information 

should be stored in the servers. However, even though the cost of 

storage is getting lower, the collection and storage of this tremen- 

dous amount of the data is still costly. Thus, highly efficient intel- 

ligent algorithms should be developed to remove redundant data. 

The big data also brings the challenge to the mining of the 

information and knowledge from the data. The knowledge base 

derived from data mining can be an additional supplement for 

Fig. 5. The ADM-based Framework for smart habilitation. 
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Fig. 7. Similarity Comparison among different patients. 

doctors’ experience. However, it is very difficult for a computer 

to distinguish valuable information from the big data. Until now, 

effective data mining methods for healthcare information systems 

are still absent due to the complexity and specialty of the clinical 

healthcare. 

As a backbone component of IoT, Cloud Computing is gaining 

more and more academic and industrial interests [80] . It is a model 

for enabling convenient, on-demand network access to a shared 

pool of configurable computing resources [81] . Successful imple- 

mentations of Cloud Computing can be found in various fields 

[82,83] . For example, two modified data mining models have been 

successfully developed for vehicular data cloud services in the IoT 

environment [84] . Since it is crucial for healthcare systems to have 

easy access to data timely and ubiquitously, an increasing number 

of studies have been done in healthcare filed [85,86] . A resource- 

based data accessing method, namely UDA-IoT, has been devel- 

oped to acquire and process IoT data ubiquitously and has shown 

great effectiveness in a cloud and mobile computing platform, from 

which doctors and managers will both benefit [87] . To deal with 

distributed and heterogeneous data environments, an IoT-oriented 

data storage framework integrating a database management model 

has been built for cloud computing platform [88] . The cloud ser- 

vice specifies quality dimensions and matrices to quantify service 

quality, and the studies such as [80,89,90] have been conducted to 

develop quality model that can be used to represent, measure, and 

compare the quality of the providers thus to achieve mutual un- 

derstanding. 

5.4. Methodologies for designing and building tele-health and 

tele-rehabilitation subsystem 

Tele-health aims at providing health-related services and advice 

remotely over the Internet [91,92] , the application of which makes 

it possible for timely diagnosis and treatment. Tele-health activi- 

ties can be performed in four modes (NTT Data 2013): (1) Store- 

and-forward tele-health where multimedia information such as im- 

ages, video and audio are captured and "stored" at one location 

and then be transmitted to another location whenever needed; (2) 

Real-time tele-health where patients and doctors interact with each 

other via telecommunications such as videoconference; (3) r emote 

patient monitoring where a patient provides the sensed and moni- 

tored data at one end, and the doctor diagnoses the case and rec- 

ommend the treatment at the other end; (4) remote training where 

sophisticated care is provided to patients over the network, espe- 

cially for those with a chronic condition. 

IoT has been extensively exploited to provide assistive services 

to the elderly or the patients with a chronical illness at homes 

or on-site facilities. Leijdekkers et al. [93] introduced a prototype 

system for remote healthcare services. It took advantages of smart 

phones, wireless sensors, Web servers and IP Webcams for data 

acquisition and communication. Lisetti et al. [94] developed the 

multimodal intelligent interfaces to facilitate the tele-home health 

care. Based on the statistics from the Whole System Demonstra- 

tor (WSD) Program of the Department of Health in UK, tele-health 

Fig. 8. (a). One patient with different treatment requirements. (b) Different patients with Shortest Distance. (c) Different patients with Lowest Cost. (d) Different patients 

with Best Treatment Resource. The lines connecting patients, hospital and rehabilitation centers are the chosen paths. 
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Fig. 9. Comparison between the optimized results with different consideration and 

the pre-optimized results. The blue bar is the average value before optimization, 

and the red bar is the average after optimization. 

systems can reduce the unnecessary waste of medical resources 

significantly. 

A smart rehabilitation system has been developed in our previ- 

ous work on IoT [31] . Fig. 5 has illustrated the framework of the 

IoT based smart rehabilitation system with the automating design 

methodology (ADM). It consists of three levels separated by the 

dotted lines, i.e., interfaces for human-machine interactions , the plat- 

form for ADM multidisciplinary optimization , and the management of 

design information and applications . With the implementation of the 

proposed framework, new patients could be quickly diagnosed, and 

corresponding rehabilitation solutions can be made as earlier as 

possible. Furthermore, the required medical resources can be avail- 

able to patients very soon. The ontology-based method ensures the 

well-organized knowledge structure. Meanwhile, the automated 

design platform can achieve the best possible outcomes, and the 

efficient management of information and applications guarantees 

the effectiveness of the system with minimized manual interven- 

tion. The ADM-based framework has synergized the capabilities of 

IoT and healthcare professionals to provide optimal treatment so- 

lutions to patients. 

6. Case study 

IoT will no doubt act as the basis for future smart rehabilitation 

system, which is aimed at relieving the problem of aging popula- 

tion and shortage of healthcare professionals. Here, a prototype of 

IoT-based smart rehabilitation system [31] is presented as an ex- 

emplifying case. Combined with ontology, the system is able to 

understand symptoms and medical resources, thus creating reha- 

bilitation strategy and reconfigure the resources according to the 

requirements quickly and automatically. 

Fig. 6 demonstrates the procedures of automating generation 

of rehabilitation strategy, in which the calculation of similarity 

grade plays a central role. During the evaluation of the system, 57 

cases were included in the network database, in which patients are 

recorded with different diseases and corresponding rehabilitation 

strategies. New patients who have not been diagnosed will receive 

treatment in 21 hospitals and 18 rehabilitation centers. Besides the 

doctors and medical staffs. An example of calculated similarity be- 

tween a new patient and existing cases in the database is shown 

in Fig. 7 , in which different colors denote the corresponding in- 

dices for comparison, and the normalized length of the bar indi- 

cates the degree of similarity (maximum is one). Fig. 8 shows the 

automatically generated rehabilitation strategy and the configura- 

tion of medical resources (hospitals, rehabilitation centers et al.) 

according to various criteria. The locations of patient, hospitals and 

rehabilitation center are represented by red cross, blue circle and 

black rectangular, respectively. 

The average similarity grade between the prescription given by 

doctor and the system is calculated to be 87.9%. Moreover, the re- 

sults optimized by the system and the pre-optimized results are 

shown in Fig. 9 , which tells that during the preliminary experi- 

ments, averagely, the distance is 49.08% shorter, and the cost is 

53.14% lower, while the treatment resource is 55.56% better. This 

case demonstrates that IoT-based smart rehabilitation system is ca- 

pable of reconfiguring appropriately the medical resources, thus 

greatly improving the performance of the existent rehabilitation 

environment and providing convenience to the patients. 

7. Conclusion and future development 

Conclusion can be made that the rapidly advancing information 

technologies and emerging IoT technology have provided great op- 

portunities for developing smart healthcare information systems. 

Nevertheless, challenges still exist in achieving secure and effec- 

tive tele-healthcare applications. Some identified areas for future 

improvements are listed as follows: 

(1) Self-learning and self-improvement. Facing the tremendous in- 

formation and great complexity, IoT itself cannot provide re- 

habilitation treatments or construct medical resources. Prompt 

and effective treatments must be made based on other two 

factors, quick diagnosis for patients, and creations of rehabil- 

itation treatments based on the diagnosis. Even with similar 

symptoms, the conditions of patients vary from one to an- 

other. All the factors have to be taken into account in or- 

der to generate an effective therapeutic regimen. A computer- 

aided tool relies merely on the data acquired by sensors and 

records of past similar cases, while self-learning methods can 

adaptively and intelligently diagnose and recommend the treat- 

ments. Some self-learning algorithms, such as Artificial Neu- 

ral Network (ANN), Genetic Algorithms (GA), Ant Colony Opti- 

mization (ACO), and Simulated Annealing (SA), can be applied 

to analyze data and mine knowledge. Besides, healthcare re- 

sources can be very dynamic due to reconfiguration, and pa- 

tients need to share the limited healthcare resources with the 

lowest cost and the highest efficiency. Topology- and ontology- 

based heuristic algorithms have demonstrated their power in 

finding optimal solutions for a large scale system. 

(2) Hardware. In the development of wearable devices, the ques- 

tion of how to achieve unobtrusiveness still poses a big chal- 

lenge, because comfort is naturally a main concern. Actually, 

the need of integrating multiple sensors into one solution, such 

as LiveNet and PATHS, contradicts with the goal of unobtru- 

siveness. The study on multifunctional sensors with lighter ma- 

terials such as carbon fiber or even fabric is very promising 

in the near future. Another bottleneck for sensor devices is 

power supply, and the solutions to most of the applications 

are rechargeable batteries. However, routine recharging can be 

a burden especially for the elderly, and it may also lead to the 

discontinuity of the service. Much effort has been made to de- 

velop sensors with low energy consumption and use new sus- 

tainable energy such as solar power. 

(3) Standardization. A number of research teams and organizations 

have contributed to the deployment and standardization of 

IoT technologies. For example, the Auto-ID Labs have been 

duplicated all over the world. The standardization of IoT was 

largely influenced by the inputs from the Machine-to-Machine 

Workgroup of the European Telecommunications Standards 

Institute (ETSI) and from some Internet Engineering Task 

Force (IETF) Working Groups. It is important to integrate all 

of the emerging ideas as a global solution for the definition 

and standardizations of the future Internet. According to the 

outcomes from the CERP-IoT project [12] , future Internet is an 

extension of the existing one by integrating general things into 

wider networks, either mobile or fixed. The standardization 
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will no doubt promote and facilitate the further application of 

IoT-based healthcare systems. 

(4) Privacy & Security. The prerequisites of applying IoT-based sys- 

tems are utility and safety for users. In an IoT-based system, 

data collection, mining, and provision are all performed over 

the Internet. Thereby, possibilities widely exist for the per- 

sonal data to be collected inappropriately. The privacy of pa- 

tients must be ensured to prevent unauthorized identification 

and tracking. From this perspective, the higher the level of 

autonomy and intelligence of the things, the more challenges 

the protection of identities and privacy would arise. Further- 

more, IoT-based applications are extremely vulnerable due to 

two basic factors: (1) most of the communications are wire- 

less, which makes eavesdropping extremely simple; (2) most of 

the IoT components are characterized by low energy and low 

computing capabilities, thus they can hardly implement com- 

plex schemes on their own to ensure security. It can be seen 

that the big data from millions of things in a healthcare system 

brings about many security challenges. To prevent the unautho- 

rized use of private information and permit authorized use, in- 

tensive research is needed in the areas of dynamic trust, secu- 

rity, and privacy management. 

With the above prospects, we anticipate that a satisfactory 

smart rehabilitation system will eventually stem up. An exciting 

era is ahead of us. 
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