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Abstract—Internet of Things (IoT) security becomes of
great importance, as IoT is the foundation for many emerging
services. To safeguard IoT security, cryptosystems at upper
layer relying on sophisticated key management alone can face
many challenges due to the massive deployment of resource
constrained machine-type communication devices. Physical layer
(PHY) security can complement and enhance IoT security,
by exploiting the characteristics of the bottom layer. In PHY
security, channel state information (CSI) estimated through
reverse pilot training is essential for the sender to select
appropriate beamforming/precoder, which however is also
vulnerable to adversaries. An adversary can actively launch
pilot contamination attacks to affect the channel estimation and
improve its signal reception quality. In this paper, we propose
a relay-aided vectorized (RAV) secure transmission scheme, to
safeguard the downlink communication in IoT networks under
potential pilot contamination attacks. The proposed scheme does
not distinguish the pilot sequences sent from an adversary and
the receiver; and the sender utilizes what it receives to estimate
the CSI for beamforming/precoder design. Then, a set of data
symbols are pre-superposed using a random complex matrix to
form signal vectors to send. Through cooperation with a relay,
the signal vectors can be recovered by the intended receiver
whereas the adversary or the relay cannot, as proved through
security analysis. Simulation results also demonstrate that the
bit error rate (BER) of the adversary is 0.5 regardless of its
channel quality, indicating perfect secrecy is achieved.

Keywords — Internet of Things, Physical layer security, Pilot
contamination attack, active attack.

I. INTRODUCTION

Internet of Things (IoT) expects to connect massive physical
devices and allow them to interact with each other to collect
and analyze data for decision making [1]. By incorporating
massive machine-type communication (MTC) devices, such
as sensors, controllers, and actuators, 10T is envisaged as the
enabling platform for many emerging applications such as
intelligent transportation systems and smart city [2]. Along
with the great benefits from IoT are the security concerns
[3]-[6]. With IoT, adversaries can launch various attacks to
the physical world in addition to the cyber domain. Therefore,
it is crucial to protect the IoT security, which is yet very
challenging due to the limited capacity of MTC devices in
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terms of computation and energy [7]. Conventionally, the
security is protected using key-based cryptosystems at upper
layers [8], [9]. However, the conventional approaches at upper
layer alone can have some limitations as follows: 1) it requires
sophisticated key generation and management, which can
complicate the system, especially considering the massive de-
ployment of MTC devices. and ii) only computational security
can be provided, where the system is at a risk of being broken
as the computing capacity of adversaries increases.

As a promising solution, physical layer security can sup-
plement and enhance IoT security to achieve unconditional
security without keys [10]-[12]. It mainly exploits the inherent
random characteristics of physical channels, rather than using
pre-shared keys, to guarantee the data confidentiality against
eavesdropping. It is found that information can be securely
transmitted to the desired receiver while the eavesdropper
learns nothing, if the eavesdropper’s channel is degraded than
the main channel [13]. Moreover, cooperative relaying and
multi-antenna capacities can be leveraged to further enhance
security [14], [15], where appropriate coding [16] or signal
processing techniques are utilized, e.g., beamforming [17],
[18], and artificial noise [19], [20]. However, in these schemes,
full or partial knowledge of both channels is usually required
for selecting the beamforming/precoder and the secrecy heav-
ily relies on the accuracy of the CSI. Beamformer based on
inaccurate CSI can easily leads to information leakage to
eavesdroppers [21], [22]. Therefore, in addition to passive
eavesdropping, an adversary can launch active attacks by
sending signals to influence the normal operations [23].

The CSI is generally estimated based on the reverse pilot
sequence according to the reciprocity principle. However,
this also provides opportunities for an adversary to launch
intelligent attacks since precise CSI is essential for the le-
gitimate beamforming design. Adversaries can send the same
pilot sequences in the reverse training phase to mimick the
legitimate receiver, which is referred to as pilot contamination
attack. By doing so, the transmit beamformer selected based
on the incorrect estimated CSI can direct the main beam to the
eavesdropper or other unwanted destinations, rather than the
desired receiver. As a result, the eavesdropper can improve its
own received signal quality or degrade the desired receiver’s
signal quality in the subsequent data transmission phase.

To deal with the pilot contamination attack, existing works
propose to introduce a random pilot or a random orthogo-
nal pilot sequence in channel estimation phase [24], [25].
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For instance, two sequences of newly-designed random PSK
symbols are used to replace the normal pilot sequence so as
to identify the pilot contamination attack through comparing
the phase difference in the two sequences. However, firstly,
modification is required to the structure of the normal pilot
sequences and the channel estimation process. As is well
known, the practical pilot sequences are not only designed
for channel estimation but subject to other constraints like the
orthogonality restriction. Secondly, a priori knowledge of pilot
is required in practical systems for normal operation, whereas
random pilot sequence based solutions may be infeasible. In
addition, the existing schemes mainly focus on detection of
pilot contamination attacks and seldom consider how to per-
form secure transmission under potential pilot contamination
attacks.

In this work, we make an effort to safeguard the downlink
communication in IoT networks under potential pilot contam-
ination attacks by proposing a relay-aided vectorized (RAV)
secure transmission scheme. The RAV secure transmission
scheme does not distinguish whether the pilot sequence is sent
from the legitimate receiver or an eavesdropper, and it can still
help transmit data securely under potential pilot contamination
attacks. Specifically, the received pilot sequence from an
eavesdropper is equivalently processed as the legitimate one,
i.e., without distinguishing active eavesdroppers from the le-
gitimate receiver. The sender will utilize received pilot signals
to estimate the CSI of the equivalent ‘main’ channel for the
beamforming/precoder design. In the data transmission phase,
instead of sending a symbol over each antenna at a time, a set
of data symbols are pre-overlapped and superposed through a
random complex matrix to form signal vectors to be sent at a
time. According to the principle of maximum entropy, in order
to correctly recover the symbol by Bob, each symbol vector
with dimension L should be sent repeatedly at least L times.
At each time of transmission, Alice uses a different random
scrambling matrix. To eliminate the interference caused by
the eavesdropper, the transmitter and a relay cooperatively
transmit the signals to help the intended receiver to recover
the initially transmitted information, while guaranteeing the
eavesdroppers or the relay cannot decode the information.
Security analysis is provided, which proves that the intended
receiver can recover the information signals under potential
pilot contamination attack, whereas neither the adversary nor
the relay can. Simulation results also demonstrate that the
BER of the adversary is 0.5, regardless of its channel quality,
indicating perfect secrecy is achieved.

The remainder of this paper is organized as follows. Section
II reviews the literature. Section III presents the system model
and the signal processing process which is the foundation
of the proposed strategy. In Section IV, we elaborate the
proposed transmission scheme in details, followed by the
security analysis in Section V. Simulation results are provided
in Section VI. Finally, Section VII concludes this paper.

Notation: The term block represents either a symbol/signal
block or its corresponding channel block in time domain,
and a signal vector in mathematics represents a superposi-
tion signal in physics. Function rank(-) represents matrix

* T H . .
rank, and [ - ], [ -] and [ -] denote complex conjugation,

transposition, and Hermitian transposition, respectively. ¢™*™
denotes the complex space of a matrix with dimension m X n.
The distribution of a circularly symmetric complex Gaussian
random variable with zero-mean and variance o2 is denoted
by CN (0,02) for convenience.

II. RELATED WORKS

Physical layer security can help safeguard the communi-
cation in IoT networks. Wyner shows that information can
be transmitted at a positive secrecy rate while eavesdroppers
learn nothing [13], by exploiting the characteristics of the
bottom layer. In physical layer security, the adversary can not
only perform passive eavesdropping but also active attacks.
Based on the phases when the active attack occurs, the active
attacks can been classified into two categories: correlated
jamming [26], [27] and pilot contamination attack [28], [29].
For the former, the interference signals are generated by the
adversary during the data transmission phase. For the latter,
the adversary can affect the channel estimation by sending
the same pilot sequences to mimic the legitimate receiver
during the reverse training phase. As a result, the received pilot
signals at the transmitter will be a sum of two synchronous
pilot sequences. By doing so, the eavesdropper can improve
its own received signal quality while degrading the desired
receiver’s signal quality since the transmit beamformer based
on the incorrect estimated CSI incorrectly directs the main
beam to the eavesdropper or other unwanted destinations,
rather than the receiver.

In the literature, pilot contamination attack is first introduced
in [28], which mainly focuses on the negative effects of
this attack and there is a lack of feasible solutions. As a
matter of fact, it is even very challenging to detect the
pilot contamination attack. To address this issue, the random
pilot idea is proposed in [24], whereby the pilot sequence
is replaced by two random newly-generated sequences. By
comparing the phase difference in the two sequences, the pilot
contamination attack can be effectively detected. In [25], a
random orthogonal pilot sequence is introduced in the system
and sent occasionally by the receiver, and in most of time
the normal pilot sequence is used. This scheme can work well
without knowing the pattern for sending the random pilot, even
though the random pilot sequence is public. However, the price
is longer training time and higher implementation complexity.
To simplify implementation, [30] proposes to superimpose the
random sequence on the normal pilot sequence. As a result, a
fraction of the transmission power is allocated to the random
sequence, leading to poor estimation performance.

The aforementioned methods have the following limitations:
1) it is required to modify the structure of the normal pilot
sequences and the channel estimation process; and ii) random
pilot sequence based solutions might be applicable because
a priori knowledge of pilot is usually required in practical
systems for normal operation. To deal with this issue, an
energy ratio detector (RED) is proposed in [31] by exploiting
the asymmetry property of the received signal power levels,
where only the normal pilot sequence is applied. However,
since both the uplink and downlink training phases are in-
volved, it becomes more complicated and time-consuming. To
further simplify the detection process, an improved method
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TABLE I
SUMMARY OF IMPORTANT NOTATIONS.

Symbol Definition
M The number of antennas
N The block duration
L The dimension of the symbol vector
hap The channel vector from Alice to Bob
hag The channel vector from Alice to Eve
hap The channel from Alice to Relay
w(n) The random weighting coefficient vector

X L-dimensional symbol vector

WwW! The random matrix for [-th transmission
h The estimation of channel h
Xp The pilot sequence
Pp The transmission power of Bob
Pr The transmission power of Eve
ng The Gaussian noise at Eve
o? The variance of noise
A The coefficient for the linear equations
YR The received signal vectors at Relay
yB The received signal vectors at Bob

proposed in [32] adopts the minimum description length
algorithm, where only the uplink training phase is involved
in the detection. On the other hand, the existing schemes
mainly focus on detection of pilot contamination attacks and
seldom consider how to ensure secure transmission under
pilot contamination attacks. Different from existing works,
we propose a vectorized transmission scheme to safeguard
information delivery under potential pilot contamination at-
tack. Instead of detection alone, the proposed scheme can still
help transmit data securely under pilot contamination attacks,
without distinguishing whether the pilot sequence is sent from
the legitimate receiver or an eavesdropper

III. SYSTEM MODEL

We mainly focus on the security of downlink communi-
cation (e.g., from controllers to actuators) in IoT networks,
as shown in in Fig. The controller (Alice) with M antennas

(Actuator)
Alice
Controller’
( } @ — Downlink
Eve R -
(Eveasdropper) Uplink

Fig. 1. Secure transmission in IoT networks.

intends to send confidential messages to the actuator (Bob)
with single-antenna, while at the same time an eavesdropper
(Eve) with single-antenna exists.

Suppose that all the channels are independent and identi-
cally distributed (i.i.d.) block Rayleigh fading channels. The
CSI of each channel is unknown even to both Alice and Eve
before channel estimation. Denote by N the block duration.
Let hap = (ha,B,ha,B, -+ ,ha, )T denote the channel
from Alice to Bob. According to the reciprocity principle,
we have h,p = th. Similarly, the channel from Alice to
Eve is denoted by hap = (ha,g,ha,e, - ,ha,r)’, and
hap = hZ,. In this paper, all the symbols {z(n)} to be
transmitted are i.i.d. with zero-mean and unit variance. The
key notations are given in Table 1.

A. Secure Transmission against Passive Eavesdropping

Physical layer security is to exploit the channel character-
istics to protect information, while the channel advantage of
Bob relative to Eve is not always satisfied in practice. In such
scenarios, secure beamforming can be employed to deteriorate
the received signals at Eve more seriously than that at Bob.

Denoting the random weighting coefficient vector by
w(n) = (wi(n),wa(n), -+ ,wy(n))?, the signal received by
Bob in the n-th symbol interval can be expressed as

yp(n) = hliipw(n)z(n) + np(n), (1)

where np(n) is Gaussian noise at Bob with zero-mean and
variance 2. Similarly, the signal yz(n) = received by Eve is
given as belows;

ye(n) = hipw(n)z(n) + ng(n), 2)

where ng(n) is Gaussian noise with zero-mean and variance

o? at Eve. According to [33], the random scrambling vector

w(n) should be designed to satisfy the constraint

hipw(n) = |lhasl, 3)
where ||hag|| = \/Zij\i1|h,4i3|2 is the 2-norm of hyp.
Thus, ||w(n)|| =1 and Eq. (1) can be re-expressed as

yp(n) = [[hap||z(n) + np(n). )

It can be seen that, the detection capability of Bob is not
deteriorated by the generated random noise while Eve will
receive a series of randomly and rapidly varying signals.

B. Secure Transmission against Active Pilot Contamination
Attack

Alice needs to estimate the CSI of the main channel (i.e.,
the channel from Alice to Bob) based on the received pilot
sequence sent by Bob in reverse link, in order to design the
transmission strategy (i.e., beamforming weights). However,
in this reverse training phase, Eve may also send the identical
pilot sequence to Alice, to pretend to be the legitimate receiver.
This behavior is referred to as pilot contamination attack,
which is feasible and can be easily performed in reality, given
the structure of the reverse training sequence has been publicly
known to all terminals. Then, the CSI estimated by Alice is a
weighted sum of Bob-to-Alice and Eve-to-Alice CSIs.

Define the following two hypotheses: H( representing that
there is no pilot contamination attack, and H; indicating that
Alice is under pilot contamination attack. Only under Hi,
Eve broadcasts the identical pilot sequence during the reverse
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training phase. Then, the received pilot signals at Alice can
be expressed as

Hy: Yy =+Pphpax,+Ny
Hy: YAZ\/PBhBAXp-i-\/PEhEAXp-‘rNA,

where x,, refers to the pilot sequence with length 7 = xpr ,
N 4 is the matrix of noise at Alice where all elements follow
iid Gaussian distribution with zero-mean and variance o2,
Pp and Pg denote the transmission power of Bob and Eve,
respectively.

Given the Linear Minimum Mean Square Error (LMMSE)

®)

H H
estimation factor [34] e = \/%02 <PlB + x’:;") , the

estimate of the main channel is

Hy: EBA = (VPghpax, + Ny)e
Hy: hpa= (\/PBhBAXp + \/PEhEAXp —|—NA)e.

Obviously, under pilot contamination attack, Alice may
obtain an erroneous estimate of the uplink channel. Without
loss of generality, given an unbiased estimate, the above
equations can be further simplified as

(6)

Ho: hpa=hpa+e,

n - 7
H,: hpa=(hpa+e,)+hga,

where the subscript u refers to the uplink channel and ¢,
is a Gaussian estimate error vector with zero mean and
covariance matrix 021y, hpa = /Pghgaxpye. From the
matrix inversion lemma [35], we have
2
o
S )

o2 + pBXpXII){

Oy

Similarly, the downlink training sequence is sent to Bob, so
the channel estimate can be expressed as

hap = hap + 4, 9)

where the subscript d refers to the downlink channel, 4 is a
Gaussian estimate error vector with zero-mean and covariance
2

. . . 2 _ o
matrix oIy, Similarly, o = T Paxyxll -

IV. RELAY AIDED VECTORIZED SECURE TRANSMISSION

This work aims at achieving secure transmission under pilot
contamination attacks. To this end, in this section, a novel
relay aided vectorized secure transmssion scheme is proposed
to combat pilot contamination attacks. In this scheme, Alice
is not required to make a mandatory distinction between Bob
and Eve, or even know any priori knowledge of the main
channel or wiretap channel. Together with the legitimate pilot
sequence, the received pilot sequence from Eve is applied to
estimate the CSI of the equivalent ‘main’ channel (not the
real physical main channel) if active attack is launched, to
design the transmission precoder. As a result, Bob and Eve are
completely symmetric from the perspective of Alice. To enable
Bob can still recover the information signals under potential
pilot contamination attacks, Alice will cooperate with a single-
antenna operator-deployed relay for secure transmission.

Let hap = (ha,r,ha,r, - ,hAMR)i be the channel
from Alice to Relay. Its unbiased estimate h 4 is considered

to be known by Alice and Relay before secure transmission. It
is reasonable to assume that Relay ‘pushes’ the estimate h4p
and all his received data signals to Bob in some way while
Bob does not send any signal to him. Eve only attempts to
misguide Alice to deduce error channel estimates, while Eve
can still overhear Relay and Bob. In what follows, we will
elaborate the vectorized secure transmission scheme with a
cooperative relay in details.

A. Reverse Training Phase

In the reverse training phase, Alice might receive pilot
sequences from both Bob and Eve, under potential pilot con-
tamination attack. The received signal can be a transposition
of two received sequences, as follows:

Yap = /Pghlipx, + Na, (10)
Yar =/ Pehlipx, + N4 (1)

Obviously, without prior knowledge of the main channel,
Alice cannot distinguish the sequence sent from Bob or Eve.
Instead, Alice can estimate the respective channels as follows:

-1

H H
Bh, = A% (1 X% (12)
AB — PBO'2 PB 0.2 )
~ Y apxH 1 x,xH -
hi,=—"L -+ . (13)
AE PEO'2 PE 0_2

For convenience, we can denote the combined CSI of the
‘equivalent’ main channel by

hap = hap +hag, (14)

where EAB = (TlAlB,EAzB, e 777’AI\/IB)T'

B. Data Transmission Phase

1) At the transmitter: Alice arranges every L symbols to
send into a L-dimensional symbol vector as follows:

x = (x(1),z(2), - ,z(L))T. (15)

In order to correctly recover the symbol by Bob, each L-
dimensional symbol vector should be sent repeatedly at least L
times!. At each time of transmission, Alice performs random
scrambling on the symbol vector. For the /-th transmission,
the random scrambling process is shown in Fig. 2. With the
random matrix W', these L symbols will be superposed at
each individual antenna. For different transmissions, a different
random scrambling matrix will be utilized. Without loss of
generality, given N is a multiple of L, all the L times of

I'This is based on the principle of maximum entropy.

2327-4662 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2019.2919743, IEEE Internet of

Things Journal

/ / !

Wil wiz = Wikay
Random wi o who e
scrambling wa wan W aL

/ ! i ! !

wal W2« WaL wm wwm WML

l Ant-2

N

E— . ST
scrambling

. T
W/Ml WIMZ . WIML [x(l) x(2) X(L)]

Random
scrambling

Fig. 2. The random scrambling process

transmission can be fulfilled in the same block. For the [-th
transmission, the [-th random matrix is given as follows:

[ ! ]
Wy Wio Wip,
l l !
] W91  Wao Wy,
W' = (16)
w' w' RN
| W M2 ML |

Note that the random scrambling matrix W! is generated
based on hyp and hsr. To ensure the received signals can
be detected correctly by Bob, the random matrix is generated
such that the following linear constraints are satisfied:

Ry W' = Oual[hagll Azllbagll - Azl Bargl)
hH W2 = Qui|lbagll Aaz|harll, -, Asplhagl)
D WL = O\ni|[Bagll, ArallBagll, - Avc|hagl),
(17)
where HHAR” = M the L coefficients
A1, A12, - ,/\L& are only introduced to ensure that

A1|[0agll Mzlbagll -+, Anol|hag|| are sufficienty dif-
ferent from each other. The corresponding generation algo-
rithm of W' is given in Algorithm 1. As a result, the generated
signal vectors are linearly independent of each other.

From Eq. (17), we have
hWi W = (B1|[harll, B2l gl -, Belhagl),
where W =¥F WL g =%L_ Ny, 1=1,2,--- L.

2) At the receiver: The signal vector received by Bob in
the /-th transmission, i.e., yp (/) = can be given by

yp(l) = Wil ;Wix + np(l), (19)

where np(l) is Gaussian noise at Bob with zero-mean and
variance o2, Summing up all the L received signal vectors,

(18)

Algorithm 1 Algorithm for generating the random matrices.
Require:
Dimension of signal vector, L;
Number of transmitting antennas, M,
Ensure:
Scrambling matrices, from W1 to wL;
1: for each [ € [1,L] do

2. for each I’ € [1,L] do
3 for each m € [1,M — 1] do
4 Randomly generate each element w! ,;
5: end for

A llharl|=SY1h /
6 whyy = . ARH;LA LBI ZRLH ;

M

7. end for
8: end for

corresponding to the same symbol vector, yields
yp = (WipW + W ;W2 4+ + W, WH)x +np (20)
=hiz(W + W? + ... 4 WL)X +np
=hi{,Wx +np,
where W = XE W np =L ng(l).

The received signal vector by the relay in the /-th transmis-
sion, yr(l) is
yr(l) = K, Wix + ng(1).

Similarly, by accumulating all the L received signal vectors,
we have

yr = (W, W'+ hf, W2 +
=hfA, (W' + W2 +
= hi ,Wx + ng,

2y

A+, Whx £ ng (22)
-+ WL)X +ng

where np = S ng(l).

Since Alice does not distinguish Bob and Eve in reverse
training phase, Bob needs to fuse the received signal vector
yr Wwith yp to decode the transmitted signal vectors correctly.
Considering all the channels are estimated accurately for
simplicity, the following holds:

YB = EEBWX"'W/B

YR = thWx—&—nR

(hfis + i)W = (Bi]|hagll, Bollbarll,- -, BLlharl]).
(23)

To simplify the derivation process, we first solve Wx as
an intermediate solution, instead of x. Given h is a full
row-rank matrlx h A Rh AR is reversible. Accordmg to matrix
theory [36], — (h¥,)"Y(yr — ng) if and only if
B (5B — T i

In addition, the right pseudo-inverse matrix of h# R can be
given by

(HER)T — hag (ﬁfRHAR)_l, 24)

~ ~ T~ ~
It also follows that hff, (hﬁ' R) hf, = hf,, and thus the
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intermediate solution can be given as

~p T
Wx = (hAR> (yr — nR)- (25)
Denoting ¢ar = (Billharll, Ballharll, - Bellhagl)
for convenience, we have

panx = (b5 + B ) Wx (26)

= EQIBWX + ﬁfEWx

=yp —np+ EQIEWX.

Thus, the first equation of (23) can be re-written as
~n [oH T

Yp = pArRX —hyp (hAR) (yr — ngr) +nB. (27)

In what follows, we will discuss how to recover the in-
formation symbols for the two cases with and without active
attacks.

3) Under active attacks:  Denoting ¢4 5
(Aulbarll, Mo|hagll, -+, Ail[hagl])  and  n
hil (hfl )T for convenience, there are totally L + 1
equations related to the transmitted signal vector as below:

yp(1) = ¢hpx —nyr(1) +nnr(1) +np(1)
yB(2) = hpx —nyr(2) +1nr(2) +np(2)

: (28)
y(L) = ¢hpx —nyr(L) +nnr(L) +np(L)
YB = PARX —NYR +1MMRr +np,

which can be re-written as Eq. (29).
Obviously, the equation has the form
v = AX +1, (30)

where y = (yp(1),y5(2), - ,ys(L),y5)", 0 = (nng(1) +
ng(1),mg(2)+np(2),--- ,qnr(L) +np(L),mnr +np)",

x = (z(1),z(2), -+ ,z(L), —n)T and
[ Aalbagll Aollhagl| Mizllhag|l yr(1)
Aot|lharl]  Asz|lhagll Xozllharll  yr(2)
A= : : :
Arilhagll Arzl[harl| Arclbarll yr(L)
L Aillhar||  Bo|lharl| Brllharl| YR
31)

From Eq. (17), we have rank(A) = L, and thus A is a
singular matrix. By applying Tikhonov regularization method
in [37], we can derive the solution. Because of the additive
noise component, the regularized least squares cost function
can be constructed as

~ 1, ~~ <~ ~
J(X) = 5 (1A% = 3[I* = AIX[), (32)
where A > 0 is the regularization parameter. Then,
oJ (x Y~ TH~ A~
fl’f) — AFAX — My - )% (33)
ox

With the regularization, we can have a numerical solution.
Thus, an explicit solution, X = (2(1),7(2),---,2(L), —)7T,
can be derived:

%= (ATA - AI)"'A"y. (34)

Given the singular value decomposition A=UxVH, the
solution is re-expressed as

x=(A"A+ 67,0 Ay

=V(2?+42,, D) xUy,

min

(35)

where d,,,;, denotes the lowest nonzero singular value of A.

Denote a signal vector with the same dimension as x =
(x(1),x(2),--- ,x(L))T, which is a L-dimension vector. Each
component x({),/ = 1,2,---,L, has its own constellation
diagram S(I). Bob can detect the received signal vectors as

Rurr, Sarg i |[Rri — x|, (36)

(Hes(

where X7, = (3(1),2(2), -, 3(L))T.

4) Under passive eavesdropping: If Eve is only a passive
eavesdropper, i.e., Y 4g = 0 and hg g = 0, then the received
signal vectors become

yp(1) = thWIX +np(1)
yp(2) = thWQ‘x +np(2)

(37)
yp(L) = hjjpWx + np(L),
which can be re-written as Eq. (38).
Similarly, the equation has the form of
¥ =AX+n, (39)
where ¥ = [yp(1),y5(2), - ys(D)]", X =
[2(1),2(2), -+, 2(L)]", A= [np(1),np(2), - ,np(L)]" is

a Gaussian noise vector with zero-mean and variance oI,
and

Millbar|l  Azlhagll Azl hagll
< | Malbarll Aslbhagl Nor|[Bagl
Arilhagll Arzl/harl| Arrlhagl|

(40)

Note that the matrix A is a nonsingular square matrix since
all the L row vectors ¢Y4p,l = 1,2,--- L, are linearly
independent with each other.

The core idea of the ordinary least square (OLS) method
[38] is that the solution vector can minimize the sum of
squared errors on both sides of the matrix equation, so the

optimization problem is
Xors = argmin ||Ax - ¥||*. (41)

Denoting T' = (Ax — y)# (Ax — ¥) for convenience, we can
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yB(1) Mil[bagl] Aizlhagll Mzllhag|l  yr(1) x(1) nmgr(l) +np(1)
y5(2) Xotlharll Aoo|/hagl| Norlbarll yr(2) | | x(2) me(2) +np(2)
= : : + : . (29
ys(L) Arilfharll Arzl[harl| Meplharll yr(L) | | x(L) mmr(L) +np(L)
oy | | Billbagll  Bollbarl| Bullbarll  yr || -0 | MR +np
yp(1) Millhagll Aizlfhagll Miplharl| | | x(1) ng(1)
yB(2) Xot|[hagl]  Aoo|lharll Aoz |[harll x(2) np(2)
= + _ : (38)
yp(L) Apilhagll Arzlharl| Arclbarll | | (L) ng(L)

write the expansion of I' as

r=x"A"Ax - XHXHy —yTAx + gy (42)
The first order derivative of I' on x is
% —9A"Ax — 2A"y. 43)
Forcing ‘(ii—l): = 0, we have the following solution:
%o1s = (ATA)A"y. (44)

Similarly, Bob can detect the received signal vectors as

Xy Sarg min ||SEOL5—X||2_
X

(Hes(l) 45)

V. SECURITY ANALYSIS

In this section, we conduct security analysis for single
and multiple eavesdroppers, respectively. Through theoretical
analysis, we demonstrate that the single eavesdropper cannot
recover the transmitted signal. Moreover, for multiple eaves-
droppers, even when each has the same receiving condition as
Bob, it is also impossible for the eavesdroppers to recover the
transmitted signal vectors.

1) With Single Eavesdropper: In the [-th transmission, for
Eve, the received signal vector is

ye(l) = by, Wx+np(l),l=1,2,--- L,  (46)

Given W! = (wl,wh, - wl), hfl ;W' can be re-written
as
(47)

H I wH 1 wWH 1 H _1
hiip W' = (hupw, hipwsy, - hapwy).

Then, all the L received signal vectors can be expressed as

ye(1) h%EW% hf\’EWé hfllEWi x(1) np(1)
ye(2) hifpwi hipwi hifpwi x(2) . ng(2)
yr(L) thWf thW% hﬁEWf x(L) ng(L)

Similarly, all the L received signal vectors can be summed
up
yp = (W W'+ hl{ ;W2 + ... + bl ;WH)x + ng (49)
=hf,Wx +ng.
where ng = S ng(l).

Obviously,

H — H L l H L U
hjpW = [ hiypXi w1 hiypXi Wy } )

(50)

H L v
hijpXy_ W)

where h{p ) w| = ZlL':l{Z%:l ha,,BWwh,}. Accord-
ing to Eq. (18), we have

hi W = gap — W, W. (51)
Therefore,
L M
WSl wi =i Nalfhagll = D D ha, pwh,}
I’'=1 m=1
(52)
Replacing Eq. (52) into Eq. (50), we have
ShoinlBarll = Sio Ay b, sl } x(1)
Sk walbarll = Sp_ {0 ha, Bl } x(2)
Yg = . . +ng.
SE_ el Bl = Si Ay bt} x(L)
(53)

Note that both h 4B and h AR are unknown to Eve. With

2327-4662 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2019.2919743, IEEE Internet of

Things Journal

the random variation of the scrambling coefficient wﬁnl,
hi.2E_ w! will also vary randomly. Thus it is impossible

for the eavesdropper to recover the transmitted signal vectors.

2) With Multiple Eavesdroppers: Suppose that there are
K eavesdroppers. One of them, e.g., the p-th eavesdropper,
launches pilot contamination attack, while the others just
overhear Alice. According to Eq. (17), we have

(EIZB + IAIIZEP)WI = Pur
(hfip + bl YW? : Pir (54)
(hfip + th YW = ¢k,

where h#/ Ag, 18 the CSI of the p-th eavesdropper. The signal
vectors received by all K eavesdroppers can be expressed as

ye, (1) g, (2) ye, (L)
ye, (1) ym, (2) -+ ym, (L)
YE = 2. 2' . 2' 7 (55)
yex (1) ypi (2) Y, (L)
where yg, 1) = ﬂgElex +ng, (1), k=1,2,--- K.

Similarly, according to Eq. (24) and (25), the received signal
vectors y, (1) and yg, (1) are

yEp(l) =
YE, (l) =

where (hf, )T is the right pseudo inverse matrix of hf] B,
Then, at the k-th eavesdropper, the received signals of L
transmissions can be expressed as

yp, (1) =hi{y (b ) (¢ARX ~hi{W'x) +ng, (1)
Y, (2) = thk (hZEp) (P2rx — hABVV2 ) +ng,(2)

¢f43x - H,IZBWZX +ng, ()
hifp, (Wi ) (ye, (1) —nE, (1) +ng, (1),
(56)

= hEEk (h,IZEp)T(QsﬁRX - thWLX) + ng, E§7))

Obviously, by summing up the received signal vectors, it is
easy to obtain all the signal vectors

= hAE1 (hAE ) (ar — hABW)X +ng,

YE,
YE, = hAE2 (hAE )1 (par — hABW)X +ng,

. (58)
YEx = thK (thp)T((PAR - thW)X T NE,

where yg, = X2 yg, (1) and ng, = S ng, (1). Especially,
for the p-th eavesdropper who launched the pilot contamina-
tion attack, it is known that

yE, = (par — Wiy W)x +np,. (59)

Eq. (58) can be re-written as

YE, hilEl (thp )Jr (SOAR - BI;&IBW) x(l) ng,
YE, _ hIf{Ez (hlf{E[,)T(‘ngR - hXBW) X(Q) T ng,
U bl (hllE,) (pan — hlls W) | | #(L) i
(60)
Denoting ng, = hiy (hf E, )f, then we have

hfZEk (th ) (par — hABW) = NEs (‘PAR - hABW)
Similarly, Eq. (53) can be re-expressed as

N [SE A Barl| = Ti {E ey hag b, )] x(1)
N [BE Aval[arl| = Ti_ {E ey hag wha}] x(2)
YE, = . . +nE,-
ne S v nlBarll = Yo {2 ha, sl )] x(L)
(61)
Thus, the coefficient matrix of Eq. (60) will become
T L M 4
ne, [Sh_i | harll = Yy {0 =1 ha,, Bwh, }]
T L M 4
ne [Sh_ | harll = Yy {3 =1 ha,, Bwh, }]
N L M
e [SEo M nhagl| = S0 {3y ha,, swh, ]
N L M
e [SE_ A plhar|l = S0 {1 ha,, swh,  }]
o~ L M ’
77E2 [le’/:lAl/L ‘ |hAR| | - Zl’:l{Zm::l hAmb’inL}]
Neg (Zi_ Avrlhagll — Zz/ A ha,, pwl Y]
(62)

Since hyug and ||ha R|| are_unknown to eavesdroppers,
N [SF_ el Bagll = S0 (o, ha,, swb,)] will vary
randomly with different k£ and /. From Eq. (62), it is impossible
for eavesdroppers to resolve the equation with a random and
unknown coefficient matrix.

3) Security of Relay: At Relay, it is known that

{¢AR = (hAB +hlf,)W! (63)
yr(l) = hARWlx +ng(l).
Thus, we can obtain
yr(l) = hlip(fp + hip) ol px +naD).  (©4)
Similarly, summing up L signal vectors yields
yr = hi{p (b, + b ) oarx + np. (65)

Clearly, it is impossible for Relay to recover the transmitted
signals alone since both h4p and h 4 are unknown and p 4
is random.

VI. SIMULATION RESULTS

In this section, we provide the simulation results to validate
the analysis and evaluate the performance of the proposed
scheme. For simulations, we have the following settings. Alice
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is equipped with 4 antennas, and there are 1 relay node
and 6 eavesdroppers both with single antenna. The channels
among Alice, relay, and all eavesdroppers, are independently
generated as complex Gaussian random variables with zero
mean and unit variance. The channels remain constant within
a block while varying independently across blocks. The block
length N is set to 8. Each data symbol is uniformly selected
from {1+ 4,1 —¢,—1+4,—1 — i}. Average received SNR
ranges from 3dB to 13dB. Both Bob and Eve detect the
received signal vectors according to Eq. . Bit error rate (BER)
is adopted as the major performance metric. Simulation result
is obtained by performing 10* times Monto Carlo experiments.

Fig. 3 shows the BER performance of Bob and Eve with
different signal vector dimensions. It can be seen that the
transmitted information can hardly be intercepted by eaves-
droppers. The BER of eavesdroppers is around 0.5, and in
practical scenarios such as fading channels, achieving BER
of 0.5 at eavesdroppers can be considered for perfect secrecy.
Moreover, Eve’s BER always maintain fixed, approximately
equal to 0.5, regardless of SNR. This implies that perfect
security is achievable.

w0 =% g —0
e s
< it o
4 * o]
[V 4 3
W 49
m q *
*
<|— Hob L=2 4
103 % Bob L=3 *
—E&— Bob L=4
- Evel=2 <]
[+ Evel=3
) EveL:4_
1074
3 4 & 6 i 8 9 10 1 12 13
SNR/dB

Fig. 3. BER VS. SNR with different dimension L

To a great extent, the successful signal detection mainly de-
pends on whether there exists distinguished difference between
the coefficient terms, which should satisfy the constraints (17)
and can be used as weights of the corresponding components
of the same symbol vector in turn. Thus, they can be regarded
as a type of order information of signal components. On the
other hand, as L keeps increasing, more degrees of freedom
can be used to calculate the 2-norm, which will increase the
possibility that two different signal vectors have the same 2-
norm.

Since the physical channels h g, hyr and h4p are inde-
pendent, unique and different from each other, it is difficult
for Eve to obtain the knowledge of h4p and h 4. According
to Eq. (53) and (62), the received signals at Eve can vary
randomly, making Eve difficult to recover the transmitted
signal vectors. At the same time, Bob also has the same
problem if no Relay’s help when the CSI from Alice to Eve
is not available. Combining the received signals of Relay with

his own signals, Bob can eliminate the negative effects of
the interference introduced by Eve during the reverse training
phase. Fig. 3 demonstrates that the proposed secure scheme is
effective under pilot contamination attack.

D S S S T st SERE S |

c N
@ 10 o
& Bob L-3
N=6 N
—*—Bob L-2 N=8 AN &
—©—BobL=2 N=10 ~.
—<— BobL=3 N=6 N
—%— BobL=3 N=8
10| | —O— BobL=3 N=10
Eve L=2N=6
EveL-2 N=8
EveL=2 N=10
— - Evel=3 N=6
—#—- EveL=3 N=8
—+—- EveL=3 N=10
10
3 4 5 6 7 9 10 1 12 13

8
SNR(dB)

Fig. 4. BER VS. SNR with different block length N.

It can also be seen that as L keeps increasing, Bob’s
reception performance decreases and BER increases. The
reason is as follows. According to Eq. (36), if Alice increases
the dimension of signal vectors, more components from the
received random signal vectors, each vector representing a
superposition signal, need to be recovered by Bob. It also
implies that the signal observation space is expanded and its
structure becomes much more complicated with increasing
of L. Besides, cumulative noise and extra estimate error
are introduced into detection process when estimating the
parameter 1, making more difficulties for Bob in successfully
recovering the signal vectors.

10°
SO L 2Etbs siiotte SRtoth TRttt Satls Sibdt St ]

Fig. 5. BER VS. SNR with different antenna number M.

Fig. 4 shows the BER performance of Bob with respect to
different block length N. It can be seen that, Bob’s BER curves
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with different N almost coincide. Thus, the impact of block
length N on Bob’s BER is nearly negligible.

As shown in Fig. 5, Bob’s BER keeps decreasing as M
increases from 4 to 8. It can be seen that Bob’s receiving
performance is closely related to the number of transmitting
antenna at Alice. The BER of Bob can be improved by
employing more antenna while guaranteeing that the BER of
adversary is still 0.5 (i.e., perfect secrecy is guaranteed).

VII. CONCLUSIONS

In this paper, we have investigated secure downlink commu-
nication in IoT networks under potential pilot contamination
attacks. A relay aided vectorized secure transmission strategy
has been proposed, which does not distinguish the pilot se-
quences sent from the eavesdropper and the legitimate. A set of
data symbols are superposed using a random complex matrix
to form signal vectors to send. Through cooperation with the
relay, the intended receiver is able to recover the information
signals under potential pilot contamination attack, whereas the
eavesdropper or the relay cannot. Through security analysis,
it is proved that the proposed scheme is effective and secure.
Simulation results demonstrate that the proposed scheme can
ensure secure communication under potential pilot contamina-
tion attacks. In the future work, we will study how to achieve
secure communication where eavesdroppers are intelligent and
smart to choose the best strategies under different scenarios.
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