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Abstract. Mathematical models to study to simulate the spread of mal-
ware are widely studied today. Malware spreading in Wireless Sensor
Networks (WSNs) has special relevance as these networks consist on hun-
dreds or even thousands of autonomous devices (sensors) able to monitor
and to communicate with one another. Malware attacks on WSNs have
become a critical challenge because sensors generally have weak defense
capabilities, that is why the malware propagation in WSNs is relevant
for security community. In this paper, some of the most important and
recent global mathematical models to describe malware spreading in such
networks are presented.
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1 Introduction

The development of wireless sensor networks started in the military field, around
1980 [3]. A Wireless Sensor Network (WSN) is a set of networked microsensors
with a large number of nodes spatially distributed in not predetermined posi-
tions and with no specific design, in a position closed to the phenomenon being
measured or inside it. Each node is a device called a sensor, which is able to
self-organize and whose aim is monitoring and controlling physical phenomena
in health areas, defense, surveillance, or environment; i.e., measuring variables
such as temperature, humidity, sound, vibration, pressure, contaminants, etc.
They can also process the collected data, store and send it to other devices [1].
The microsensors devices may be in the air, under water, on the ground, in vehi-
cles, inside buildings, and also on bodies, and they have the unique feature of
the cooperative effort between the sensor nodes [9,34].

In recent years the popularity of the spread of malware in WSNs is increas-
ing and there are many research results [4,10,12]. The security in WSNs is of
great importance as the data collected by the sensor nodes could be highly sen-
sitive [4], and furthermore, most of the sensor devices could operate in a hostile
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environment. WSNs are networks in danger of being attacked by intrusions,
eavesdropped, or invaded by any kind of malware to interfere with their normal
operations [23,25], or even to destroy them [37]; in fact, the malware spreading
caused more damages in WSNs than on the Internet [11].

Some results from numerical simulations showed that the process of malware
spreading is very sensitive regarding the high density, the power consumption
(limited energy), the small communication range, and the topology of nodes,
and also their sleep and work interleaving schedule policy. According to that,
the process of malicious software spreading in a WSN has three features, which
do not occur on other networks [27]:

(1) When malware exists on a host on a network like the Internet, it tries to
infect other hosts by randomly scanning other hosts’ IP addresses, whereas
malware in a WSN node can spread to its neighbors, and these can directly
communicate with the node.

(2) Due to the sleep and work intervals, the malware on a working node can
spread to neighbor nodes that are working, but the sleeping neighbors of that
working node do not become infected. Moreover, while a node is sleeping,
any malware on that node cannot infect other nodes.

(3) When the energy of the nodes is exhausted, more and more nodes become
dead nodes that cannot be infected anymore and that will not participate
in the process of spreading malware in a WSN. Malware on a dead node
immediately disappears from the network.

To study the malware propagation in WSNs, researchers based their first
works on the traditional malware spreading on the Internet. The epidemical
models have been also extended to this case [10]. Most of the mathematical
models dealing with the dynamic of malware spreading in WSNs use systems
of ordinary differential equations (SODE) (see, for example, [7,26]). Especially
interesting is the model proposed in [41] based on a system of delayed ODE
where all sensors of the network are considered identical.

The aim of this work is to present the most recent global mathematical
models to describe malware spreading in WSNs. A critical analysis with some
possible improvements of the existing models will also be included. Apart from
those continuous models, there are also some individual-based models where each
node is considered as an individual and the whole WSN as an evolving system
of autonomous interacting entities [13]. The main examples of this paradigm
are cellular automata [33] and agent-based models [24]. We will see that models
based on individuals are an open field of possibilities to model the malicious
code spreading in WSNs.

This paper is organized as follows: In Sect. 2 the description and features of
WSNs are detailed; in Sect. 3 the global models proposed in the last few years are
described, and a critical analysis is presented in Sect. 4. Finally the conclusions
are presented in Sect. 5.
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2 Wireless Sensor Networks

The features of the WSNs are different depending on whether they are used in
industry networks or in a standard network. In the first case, as all sensors are
vital to the operation of a plant, a failed node must be replaced. On the other
hand, in standard networks, individual nodes can lose power or be destroyed,
even though the network will continue working as a whole. WSNs have the self-
restored ability, i.e., if a node fails, the network finds new ways to guide the data
packets. Thus, the network will survive as a whole. Sensor nodes usually spend
much time in sleep mode because of the low power consumption.

Sensor nodes are usually scattered in a sensor field with a specific topology.
The network topology describes the physical network distribution. This is how
the devices are connected to achieve optimum performance. There are different
topologies as in any other network: Tree, star, cluster tree, or mesh [38]. Besides
these classic net topologies, in industry the wireless nodes in star topology are
communicated through a gateway device, that acts as a bridge with a wired
network. There are also routers that connect with the gateway [39].

Each of the sensor nodes have the ability to collect data and send it back
to end users. This is done through the sink node (also known as base station)
by a multihop architecture without structure. The sink node is a more sophis-
ticated node with better energy, communication, and computing capabilities,
which can communicate with the task manager node via Internet or by satellite.
The protocol stack used by the sink and all sensor nodes combines the power with
the proper routing, integrating data with network protocols, communicating the
power efficiently through the wireless medium and promoting cooperative efforts
of sensor nodes. The protocol stack consists of application, transport, network,
data link, physical, power management plane, and task management plane lay-
ers [1]. A routing protocol in the network layer is the responsible for deciding
what departure route and which input packet should be transmitted. Due to the
constraints of WSNs, routing protocols specifically developed for wired networks
or wireless networks such as MANET, are not always suitable for WSN [38].

Routing protocols in WSNs can be usually classified into proactive or reac-
tive, depending on how the route is determined. Proactive determine the route
before it is needed and modifies routes when network topology changes. Whereas
proactive routing protocols invoke a route on demand. There are many other cri-
teria to classify routing protocols. In terms of the structure of the network, three
subcategories can be distinguished: Flat, hierarchical, and location-based routing
protocols [38]. In terms of protocol operations there are five subcategories, which
are based in: Queries, negotiations, multiway, quality of service, and based on
consistencies. These categories and subcategories are not mutually exclusive. In
location-based protocols, the main idea is to use the advantages of the locations
of wireless sensor nodes for routing data. The address of each node is determined
based on their physical location that can be determined using the Global Posi-
tioning System (GPS) or another positioning technique. The distance between
neighbors can be calculated depending on the signal strength. The two most
common location-based routing protocols are based on the Geographic Adap-
tive Fidelity (GAF), and Geographic and Energy-Aware Routing (GEAR).



Malware Propagation in Wireless Sensor Networks 651

3 Global Mathematical Models for Malware Spreading

in Wireless Sensor Networks

Most of the mathematical models suggested to model the malware spreading in
wireless sensor networks are global models based on epidemic theory [2]. The
global models study the dynamics of the complete system, the evolution of the
set of nodes devices as a whole, providing the global evolution of the system [19],
and without considering the local interactions of the sensor nodes.

In general, the classic global epidemic model considers a population of N(t)
identical sensor nodes that are uniformly and randomly distributed, and are
divided into compartments: Susceptible (healthy) sensor nodes: S(t); Infected
sensor nodes: I(t); and Recovered (immunized) sensor nodes: R(t). This is the
case of the first SIR (Susceptible-Infective-Recovered) model formulated by the
epidemic model [22], that can be solved exactly on a wide variety of networks,
and is defined by a nonlinear SODEs originally proposed by Kermack and
McKendrick (see [15]). They introduced the threshold number R0, also known as
stability or reproductive number, to determine when a disease becomes epidemic
that occurs when R0 > 1.

WSNs models consider a ripple based propagation of a broadcast protocol
which grows with time and from a central infected node. The model proposed
in [8] approximate this observation by considering nodes on the periphery of
the infected circular region trying to infect their susceptible neighboring nodes
outside this circle (once infected, are compromised and cannot be recovered).
These susceptible neighbors are situated in a circular strip of width equivalent
to a node’s communication radius Rc, outside the infected circle. The model
consider I(t) and S(t) the sub-population functions, adding I ′(t) as the number
of infected nodes that lie in the circular strip of thickness Rc from the circumfer-
ence. Solving the differential equations, the result is that initially only one node
was compromised. In particular, in [5] authors have used the random graph
model of epidemic theory to simulate the spread of node compromise in a WSN.
However, the model does not capture the temporal effects of an epidemic [7], it
is focused on capturing the final outcome of the infection but fails in the analysis
of the temporal dynamics of the compromise propagation.

In the SIR model all the susceptible sensor nodes are assumed to be working
forever, it does not take into account the sleep and work interleaving schedule.
A modified SIR model, called SIR with Maintenance (SIR-M), was proposed
in [29] for malware spreading in WSNs. This model describes the dynamics of
the virus spreading from a single node to the entire network. The spreading
process, which is sensitive to the network topology and the energy consumption,
starts when an infected sensor node spreads the malware (through a normal
operation of a broadcast protocol) to its neighboring susceptible nodes (located
inside its signal transmission range), and these recently infected node repeat
the process. The SIR-M model introduces a maintenance mechanism to improve
the network’s anti-malware capability, and to a decrease the number of infected
nodes. During maintenance mode the susceptible and recovery nodes pass the
check and go to sleep, while the infected nodes take some time for treatment.
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Depending on the period of maintenance, a fraction of the maintained infective
nodes, will become recovery nodes. The remainder of the nodes will remain in
the group of infective nodes. When many nodes become infected, the network
will not operate normally, resulting what is called a network failure. A failure
state is achieved when the number of infected nodes is greater than a threshold
value.

When nodes communicate with each other, they consume their individual
energy and become dead. The iSIRS model proposed in [31] is a non-linear
dynamic feedback differential system, which supposes an improvement of the
SIR model considering the concept of dead state of nodes in WSNs. In the
iSIRS model four sets of nodes (statical nodes) are considered: Susceptible, Infec-
tious, and Recovered sets, as detailed above, and also a Dead set, D(t). Due to
the energy consumption of nodes, a susceptible node, an infectious node or a
recovered node could become a dead node. The iSIRS model did not effectively
describe the process of malware propagation, specially in large scale WSNs, as
it did not consider the sleep and work interleaving schedule policy which is
generally used to schedule sensor nodes to prolong the lifetime of a WSN. To
overcome this disadvantage of the iSIRS model, the same authors have proposed
in [32] a expanded iSIRS (EiSIRS) model to precisely describe the process of
malware propagation in WSNs. In EiSIRS model, at any instant t, in addition
to the Susceptible, Infectious, and Recovered working node sets: S(t), I(t), R(t),
respectively, the following sleeping node sets are considered: S′(t), I ′(t), R′(t),
and also the Dead node set, D(t), as before. This model consideres that: (1) all
the malware reside in nodes I or I ′; (2) At the initial instant t = 0, it verifies:
I ′(0) = R(0) = R′(0) = S′(0) = D(0) = 0, S(0) > 0 and I(0) > 0. (3) In
a unit time the state of each node is one of the seven states. A node moves
from its current state to another with the SIRS mechanism of malware propaga-
tion and considering the sleep and work interleaving schedule policy for nodes.
(4) A node in S can become a node in I, D or S′; a node in I can become a
node in D, R or I ′; a node in R can become a node in S, D or R′; a node in S′

can become a node in S; a node in I ′ can become a node in I; and a node in R′

can become a node in R.
A more recent model, also based in SIR epidemic model was proposed by

Feng et al. in [10]. In their improved SIRS model, susceptible sensors nodes
are infected when they reach the malware, and the infected are recovered
when malware is detected and removed. On the other hand, some recovered
devices become susceptible again when they lose the immunity that they had
because of the antivirus. Authors consider communication radius, energy con-
sumption, and distributed density of nodes in the WSN. They achieved that
decreasing the value of communication radius or reducing distributed density
of nodes are effective methods to prevent malware spread in WSNs. Further-
more, they have proved that R0 = 0 is the threshold value whether worms are
eliminated. Moreover, if R0 ≤ 1 malware can be eliminated, and if R0 > 1,
malware will exist consistently, and the endemic equilibrium is reached. These
considerations have also been stablished by Mishra and Keshri [21] in their
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Susceptible-Exposed-Infective-Recovered-Susceptible model with a vaccination
compartment model (SEIRS-V), where a new node state called Exposed was
defined. This compartmental epidemic model supposed an improvement of the
previously SEIRS model proposed by the same authors two years before [20]
for malware propagation on the Internet. In SEIRS-V model new sensor nodes
can be included in the network, and not working sensor nodes (due to malware
attack or hardware/software problems) can be excluded. Furthermore, all the
sensor nodes are considered susceptible towards the possible malware spread-
ing. The Exposed compartment includes the sensor nodes with the symptoms
of attack, i.e., before fully infectious (the usual speed of transmission of data
becomes slow). SEIRS-V model also uses a maintenance mechanism in the sleep
node state to improve the network’s antivirus capability. As the sensor nodes
need some time to clean the malware in a WSN (with antivirus software), and
the recovered and the vaccinated sensor nodes have a temporary immunity period
after they may be infected again, a delayed is added to the SEIRS-V model [40].
When stability conditions are satisfied, authors get a critical value τ0 of the
delay: For a lower value the system is stable and for a higher one, the system is
unstable.

Other frequently used models are the SIS (Susceptible-Infected-Susceptible)
and the SI (Susceptible-Infected) models, which do not have the recovered sub-
set R(t), as they do not assume recovered state. In SIS model, the infected
nodes fall back into the susceptible subset S(t) after their infectivity duration.
Based on the classical SI model, and taking into account the network topol-
ogy, a topologically-aware worm propagation model (TWPM) was proposed by
Khayam and Radha [16]. The TWPM considers the N sensor nodes of the WSN
equipped with omnidirectional antennas which have a maximum transmission
range. The sensor nodes are placed on a rectangular grid divided into segments.
Each segment can receive traffic from its neighbor sensors (the eight segments
surrounding the central one). Since nodes are uniformly distributed inside a
segment, infectious contacts are received by each segment. Similarly, infected
nodes in a segment will infect the rest of neighbors. The TWPM describes both
the spatial and temporal dynamics of the spread of malware in [17]. In this
case authors applied signal processing techniques for modeling dynamic spatial-
temporal propagation of worms in a WSN (with uniformly distributed nodes).
The physical binding characteristics of data, and also the network protocols and
transport are integrated into the proposed propagation model, that is focused
on the dynamics of unknown worms dissemination. As was mentioned in [6],
although the proposed TWPM presents a closed form solution for computing
the infected fraction of the WSN, it does not consider the simultaneous effects
of any recovery process on the malware spreading. Moreover, it is difficult to use
the model to represent different broadcast protocols and study their epidemic
characteristics against each other.

Continuing with SI models, in [28] a SI with maintenance model is defined,
with similar characteristics to the SIR-M from the same authors. This new model
describes the sensor node that could perform system maintenance before going to
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sleep, which would improve the antiviral ability of the network without increasing
hardware cost or charge for signaling. In this model each sensor node installs
an antivirus program, which is automatically triggered in the sleep mode, and
could begin to restore infected nodes on a regular basis. The model describes
the spatial-temporal dynamic features of the virus spreading and is suitable for
all types of networks, such as wireless networks, social networks and computer
networks. Due to the maintenance mechanism, the number of infective nodes
will be controlled to a certain value and cannot be increased anymore.

The existing models do not considered the relation between the virus spread-
ing and the medium access control mechanism (MAC). The novel SI model
proposed in [36] considered the dynamic behavior of viruses in the WSN with a
MAC mechanism that can reduce the number of infected nodes in the networks.

Most of the models have been defined for WSN flat structures. Xiao-Ping
and Yu-Rong [35], established a malware propagation model based on cluster
structure of Geographic Adaptive Fidelity. The simulation analysis showed that
the GAF network cluster architecture could inhibit the spread of malware, but
the model only verified that the network topology could inhibit the spread of
malware, without any defense mechanism. From the standpoint of inhibiting
the spread of viruses, [12] proposed to regionalize the network and added nodes
detection in the regional area (unless the broadcast routing protocol is used).

In [11] authors proposed a model to control worm propagation using the spa-
tial correlation parameters. The same year, in [14] monitoring nodes are added to
the WSN to establish the model of virus spreading, which describes that packets
with virus can trigger the monitoring node to broadcast the antivirus packages
over the network and thus stop the virus spreading. In [30] virus propagation is
studied in the small world of WSN with tree-based structures and the threshold
of the outbreak of a virus on the network is also discussed.

In [18], the wireless sensor network is considered as a hierarchical tree-based
small world, where the viruses or malware are called sensor worms which attack
the network to propagate the epidemic until all susceptible nodes are infected.
Moreover, these authors consider a percolation threshold of Cayley tree equals
1 when there is no shortcut in the network, in such a way that the malware
propagation stops when the infection probability is smaller than the percolation
threshold. The malware easily attacks the network from side-to-side while the
infection probability is larger than the percolation threshold. Yang, Zhu, and
Cao [37] have also used the sensor worm concept and defined a model for a
sensor worm attack as a SI model.

4 Critical Analysis of the Existing Models

Wireless sensor networks have specific characteristics, that make them different
from other networks, such as computer networks, medical networks, or social
networks. A SIR and SI maintenance models are described in [29] and [28],
respectively, for malware spreading in WSNs, but these models do not take into
account the constraints of a WSN. The same occurs with [6,10,17], they do not



Malware Propagation in Wireless Sensor Networks 655

include the constraints of WSNs. Furthermore, SIS models do not consider the
situation when hosts may die out because they are infected by malware [31].
Neither does a SIS model consider the situation in which a host may be immune
to the same type of malware cleaned from this host. So, these SIS models cannot
properly describe the process of malware propagation on WSNs.

The model proposed in [31] shows that the process of malware propagation
is sensitive to the network topology and the energy consumption of nodes in
WSNs. Moreover, this model should take into account the sleeping and working
interleaving schedule policy. In [32] the sleep and work interleaving schedule
policy for sensor nodes are supported, and it can also describe the process of
multi-worm propagation in WSNs. Simulation results show that the process of
worm propagation in WSNs is sensitive to the energy consumption of nodes and
the sleep and work interleaving schedule policy for nodes.

In the SIR model, all the susceptible hosts are assumed to be working for-
ever. However, this assumption does not hold in WSNs due to the limited energy
of nodes and the sleep and work interleaving schedule policy used in large scale
WSNs. Wang and Li derived an iSIR model describing the process of worm prop-
agation with energy consumption of nodes in WSNs [31]. Numerical simulations
are performed to observe the effects of the network topology and energy con-
sumption of nodes on worm spread in WSNs. However, the authors have not
performed mathematical analysis based on this model [10].

5 Conclusions

In this review, we have examined the current state of the global models pro-
posed to model the malware spreading in WSNs. Due to the characteristics of
WSNs, such as frequent topology change, high density of nodes, limited energy
of nodes, smaller communication range of nodes, and the sleep and work inter-
leaving schedule policy for nodes, the mechanism of worm propagation in WSNs
is significantly distinct with that of worm propagation on the Internet and other
networks. Some of the models proposed for WSNs only improved the existing
models of malware propagation on the Internet by limiting the range of worm
propagation, without considering the above important characteristics of malware
propagation in a WSN. More recently proposed models already take account of
the specific features of WSNs.

The SIR-based proposed models assume that all individuals have the same
number of contacts, and that all contacts transmit the disease with the same
probability. Among the open issues related to the modeling of WSNs, as there
is no proposal (up to date) including the agent-based model, the individual
behavior should be considered. Another open issue is to study protocol models
considering the nodes being mobile.
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