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Nowadays, healthcare is growing rapidly due to the large development of new technologies such as IoT
and wearable devices. These devices are widely used to ensure remote patient monitoring. The current
implementation is based on a client/server architecture. This raises several challenges regarding security
and privacy that make healthcare systems more susceptible to several attacks. Therefore, health data are
subject to strict regulatory and security requirements. To overcome these challenges and comply with
security regulations, the adoption of a distributed architecture is a necessity. Due to its distributed nature
and its security promises, Blockchain has a large interest as a sophisticated technology to solve the secu-
rity challenges in IoT-based systems. Motivated by these factors, this work proposes BlockMedCare, a
secure healthcare system that integrates [oT with Blockchain. The system is designed to support remote
Security patient monitoring, especially when it comes to chronic diseases that require regular monitoring. We
Proxy re-encryption took into consideration three main parameters: security, scalability, and processing time. The security
IPFS is ensured by using the re-encryption proxy combined with Blockchain to store hash data. Smart con-
tracts are used for access control. To ensure Blockchain scalability, an off-chain database based on IPFS
is used to store data. To speed up the data storage process, we use an Ethereum Blockchain-based proof
of authority. As a use case, we applied the system to diabetes management and showed the execution
results based on the system interfaces. The experimental system has demonstrated a good improvement

of healthcare systems in terms of security face to the existing methods.
© 2022 THE AUTHORS. Published by Elsevier B.V. on behalf of Faculty of Computers and Information,
Cairo University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.
org/licenses/by-nc-nd/4.0/).
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1. Introduction type 2 diabetes. CVD, for example, caused 17.5 million deaths in
2012 (mainly due to heart attacks and strokes). By 2030, this num-
ber is expected to increase to reach almost 22.2 million [2]. Mean-

while, diabetes caused 1.5 million deaths in 2012, according to the

According to the World Health Organization (WHO), chronic
diseases are the leading causes of death and disability in the world.

The number of deaths caused by chronic diseases was expected to
rise to 73% of all deaths and 60% of the global burden of disease in
2020 [1]. The four major chronic diseases are: cardiovascular dis-
ease (CVD), cancer, chronic obstructive pulmonary disease and
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global report on diabetes [3].

Over time, uncontrolled chronic diseases can develop and lead
to several complications and increase the risk of death. However,
patients suffering from a chronic disease can live healthy and have
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a near-normal life if the disease is early detected and well man-
aged. This kind of disease requires regular check-ups and serious
self-care. Thus, it can be monitored and we can then prevent its
progress. Nowadays, technology advancement such as Internet of
things (IoT), smart medical devices and mobile applications can
support daily healthcare activities to control chronic diseases and
provide remote patient monitoring. In addition, the use of smart-
phones has known wide adoption among healthcare professionals.
According to a UK-based survey study, 92.6% of physicians and
53.2% of nurses saw their smartphones as “very useful” or “useful”
in helping them perform their daily clinical duties [4].

IoT refers, in general, to a system of billions interrelated devices
around the world that are connected to the internet and are able to
collect, store, and exchange data. These devices could be smart-
phones, vehicles, wearables, and any other electronic device with
embedded processors, network connectivity, and sensors. In
healthcare, IoT devices, especially medical devices and electronic
wearables, are widely used. A wide variety of applications are
based on the use of 10T, such as the monitoring of chronic patient
healthcare, elderly care, and emergency cases [5]. The power of [oT
medical devices is manifested in data collection, monitoring, and
analysis. These devices are equipped with sensors that can track
physical activity and measure different vital signs such as blood
pressure, glucose levels, heart rate, body temperature, weight,
and even sleep patterns. There are a wide variety of reliable and
wearable devices for healthcare monitoring on the market [6].

The current IoT system architecture is based on client-server
communication. IoT devices are connected to a central cloud server
which is used to ensure the communication between devices, han-
dle and store data. This centralized architecture may create a single
point of failure. That may increase security and privacy risks.
Therefore, the adoption of new solutions based on a decentralized
architecture is now a necessity.

In this paper, we propose a secure healthcare system, named
BlockMedCare, based on the combination of IoT medical devices
and Blockchain technology. Our solution is designed to collect
and share patient data with medical teams. Provides a high level
of security when sharing and storing this sensitive data. The sys-
tem architecture is based on a set of technologies, namely: IoT,
Blockchain, Smart contracts, IPFS and proxy re-encryption. Our
solution is fully decentralized, efficient, and feasible in practice,
and it meets the expected security requirements. Furthermore,
our approach considers the most important security criteria, such
as confidentiality, integrity, privacy, and access control, while
other works are concentrating just on some of these requirements.
Furthermore, most of the cited works that use IPFS for storage have
yet to be deployed.

The rest of this paper is organized as follows. Section 2 presents
preliminary definitions concerning loT-Healthcare systems, Block-
chain technology, and IPFS. Section 3 describes the proposed
approach. Section 4 illustrates the use cases and a practical sce-
nario of this approach. Section 5 gives details about the implemen-
tation of the system. Section 6 discusses the security of our system.
Section 7 presents the related work. Then, in Section 8, we con-
clude the paper and introduce some future work.

2. Preliminary definitions
2.1. IoT-healthcare security requirements

Healthcare is improving every day because of emerging tech-
nologies such as mobile applications, sensors, 10T, and wearable
devices. Today, sensors can be embedded in almost everything in
our daily life, such as clothes, watches, belts, or even glasses. These
sensors can be used for motion tracking and vital signs measure-
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ment to send them to a smartphone for monitoring [6]. A survey
classified the use of 10T in the medical sector into two categories:
services (ambient assisted living, Internet of m-health, children
health information and access to wearable devices, etc.) and appli-
cations (glucose level sensing, blood pressure and body tempera-
ture monitoring, etc.) [7]. The survey also covers the security
requirements for an IoT-healthcare system, including:

o Confidentiality: It ensures the protection of medical data from
being accessed by unauthorized parties. Only authorized users
can access the data.

o Integrity: Its role is to ensure that the medical data received are
strictly identical to those issued and that they have not been
tampered with.

e Authentication: Is the process that enables a medical device to
authenticate and identify the peer with which it is interacting.

e Availability: It ensures the availability of medical services and
IoT devices anytime and anywhere for authorized parties.

o Non-repudiation: It ensures that a user or a medical device can-
not deny being the transmitter of a message.

e Authorization: It ensures that only the authorized party can
have access to the data or have the authorization to perform
specific tasks.

In addition to these requirements, we should also add privacy con-
cerns. Privacy is the right to protect personal data from others and
malicious devices. As mentioned in [8], privacy should be pro-
tected at different levels: device level, during communication, at
the storage and processing levels. The authors in [7] and in [9] also
highlight some security challenges that IoT poses in healthcare,
such as:

e Computational, memory, and energy limitations: The IoT
devices have in general low speed processors, low on-device
memory, and limited battery power.

e Mobility: By nature, IoT medical devices and wearables are
mobile, thus they can be connected to the Internet through dif-
ferent networks, which makes them vulnerable to attacks and
virus spreading.

e Access control and data leakage.

2.2. Blockchain

2.2.1. Blockchain overview

Blockchain technology is highlighted, for the first time, by
Satoshi Nakamoto, who created the first cryptocurrency called Bit-
coin [10]. Blockchain is a technology that allows both transactions
storage and transmission. It stores data in a ledger made up of a set
of blocks. Each block is linked to the previous one to construct a
chain of blocks. Data transmission is ensured through a peer-to-
peer network. Hence, Blockchain is a distributed ledger shared in
a secure and decentralized manner. Over the last few years, Block-
chain gained tremendous attention in the finance and banking sec-
tors. Nowadays, it is making its way into other areas of application
such as insurance, energy, industry and healthcare. Thus, Block-
chain becomes so popular in almost all domains due to its features:
it is decentralized, distributed, and secured. The network is decen-
tralized; thus, there is no need for a central authority to govern the
network. Data is archived using a consensus algorithm to reach
agreement between nodes. The ledger is distributed, and it is main-
tained by all nodes involved in the network.

2.2.2. Blockchain security
The security in Blockchain is ensured by many elements:
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e Cryptography: In general, Blockchains use public-key cryptog-
raphy (known also as asymmetric cryptography). This kind of
cryptosystem offers several security mechanisms namely; key
establishment, encryption, decryption, digital signature, and
identification [11]. Blockchain uses the asymmetric cryptogra-
phy system to create a pair of keys (public and private). These
keys are used to identify and authenticate users’ accounts. The
public key is derived from the private one, and it is used to cre-
ate an address. The last one is used as a unique identifier of its
owner in the network. The private key is used for a personal dig-
ital signature to prove the ownership of an account and to
ensure that the message was signed by the owner of a corre-
sponding private key (see Fig. 1).
Consensus algorithm: is the mechanism used to reach agree-
ment. Bitcoin, for example, uses the Proof of Work (PoW) con-
sensus algorithm which is based on using computing power
to solve a complex mathematical problem to find the block
hash.
Immutability: Blockchain is an append-only system. All blocks
are linked by a cryptographic hash which prevents Blockchain’s
tampering.
e The replication of data across all nodes due to its distributed
nature. Thus, in Blockchain, there is no single point of failure.
e Traceability: Blockchain allows the recording of a full and
timestamped history of all transactions.

Blockchain is split into three types: public, private, and consor-
tium. The difference is related to data visibility and the consensus
process. In public Blockchain, everyone can participate in the con-
sensus process, have access to the ledger and append data to it. In
private Blockchain, both access to the ledger and participation to
the consensus process need permission from the owner organiza-
tion. The consortium Blockchain groups both types. The access to
the ledger can be public or private. However, the consensus pro-
cess can be controlled by several organizations instead of a single
one.

2.2.3. Ethereum

Ethereum [12] is an open source Blockchain-based platform
with decentralized and distributed computing. It was created by
Vitalik Buterin in 2014, inspired by the cryptocurrency Bitcoin. Like
in Bitcoin, Ethereum uses Elliptic Curve Digital Signature Algo-
rithm (ECDSA) which was standardized in FIPS 186-4 [13]. Elliptic
curve cryptography is based on the discrete logarithm problem to
create a pair of keys. The elliptic curve used in Ethereum is called
secp256k1 and is determined by the following function [14]:
y*mod p = (x* +7) mod p 1)
where p ! is a constant and the mod p is to indicate that this curve is
over a finite field of prime order p. The variables x and y are the coor-
dinates of a point on the secp256k1 curve. The creation of a private

key consists of picking a random number between 1 and 2%°°. The
public key is derived from the private one using the elliptic curve
multiplication: K = k * G where K is the public key generated from
the private key k and G is the generator point, which is a constant
point.

When a transaction is sent to the Ethereum network, It is signed
by the user digital signature generated by his private key. On the
other hand, anyone on the network can check if the transaction
is valid. The validation process is done by verifying that the digital
signature matches the Ethereum address, so the public key, of the
sender.

1226 32 9 28 57 _ 26 _4_q
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The purpose of Ethereum is to provide Ethereum virtual machi-
nes (EVMs) that can run computer programs named “Smart con-
tracts”. The term “Smart contract” was used for the first time by
Nick Szabo in 1997 [15]. Smart contract combines a set of protocols
with user interfaces to formalize and secure relationships over
computer networks. In Ethereum, smart contracts are computer
programs that are deployed and stored in the Ethereum Blockchain
network to run by the EVM. These programs constitute the trans-
lation of a contractual logic according to some rules and regula-
tions whose output is agreed upon by the network nodes. They
can be self-executed, without the intervention of a third party,
when the predefined conditions are achieved. A smart contract
can contain data, send transactions, exchange values, or assets,
and communicate with other smart contracts. Another purpose
of Ethereum is the creation and deployment of decentralized appli-
cations (Dapps). The Dapp front-end is similar to the front-end in
any other traditional application. However, the difference between
the two types is in the back-end side. In Dapp, the back-end is
developed using Blockchain smart contracts. Thus, instead of being
implemented in a central server, the back-end is running on the
Blockchain network and is building using smart contracts.

2.3. IPFS

IPFS (InterPlanetary File System) [16]: Is a peer-to-peer dis-
tributed file system. The new with IPFS is that it has replaced the
location-based addressing by content-based addressing. In other
words, to search for some data, we need its hash to request for it
instead of the address at which it is located. When a file is sent
to the IPFS for storage, a unique hash is generated for it. Thus, to
look up this file, you just need to look up its hash. Fig. 2 explains
how to send/get data in IPFS.

3. Related work

As it handles critical information, healthcare is one of the most
sensitive domains that requires a big interest in terms of privacy,
security, access control and availability of medical records. The
security in such a sector must be guaranteed all over different
stages: transmission, storage and manipulation. In this section,
we present some works that processed the security of medical
records using Blockchain technology.

In [17], the authors proposed an approach to manage permis-
sions and control access to medical records using smart contracts.
In their prototype implementation, they used the Ethereum Block-
chain network to deploy their smart contracts that allow patients
to control and manage access to their data. Data storage is done
in a Gatekeeper database. Another work proposed to integrate
Blockchain with mobile applications to share data with healthcare
providers and insurance companies [18]. They used Hyperledger
Fabric as a permissioned Blockchain, where they stored policies
for access control and for integrity reasons. Ancile is another pro-
posed framework for access control management and increasing
interoperability in the case of electronic health records. This frame-
work is similar to the previous one, but is based on a permissioned
Ethereum-based Blockchain (called Quorum) instead of Hyper-
ledger Fabric [19]. All these solutions did not integrate in their sys-
tems the use of IoT devices. The use of this kind of devices becomes
a necessity due to the benefits that are offered in terms of remote
medical monitoring. Especially when we treat diseases that require
regular check-ups and long time treatment. The authors in [20]
proposed a novel Blockchain framework to preserve privacy in
healthcare IoT devices. They used lightweight cryptographic tech-
niques to encrypt data and validate transactions. Although, they
did not implement the system yet. Another work also considers
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Fig. 1. Public key digital signature scheme: Alice uses her private key to sign her messages.

Bob can verify that the message was signed by Alice using Alice’s public key.
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Fig. 2. Store and get data from IPFS.

the use of IoT with Blockchain to create a medical platform to
ensure EMR integrity management [21]. In this work, they used
Hyperledger for testing. Mamta et al. [22] proposed a scheme for
online storage and retrieval of personal health data in a typical
cloud-based cyber-physical systems. Their solution is based on
the use of blockchain and attribute-based searchable encryption.
All these solutions are using a centralized database to store data
and not all of them are encrypting data before storage. Various
other researches have proposed systems and approaches that com-
bine IoT with Blockchain technology for security reasons. Lu et al.
[23] designed a group signature scheme based on the SPS-EQ sig-
nature and PoK suitable for resource-constrained sensors, then
proposed a novel blockchain-based cloud storage protocol for sen-
sors in industrial IoT. In [24], the authors propose to use both pri-
vate and public Blockchain to secure IoT devices. However, they
eliminated the PoW in their architecture. This speeds up the blocks
appending to the Blockchain because there is no need to solve the
PoW. Another work proposed to use a LoRa gateway for routing
data from IoT devices to an Ethereum Blockchain [25]. However,
this work is still in progress, and there is no system implementa-
tion yet. The authors in [26] proposed a healthcare system design
framework based on Blockchain and IoT. In [27], the authors pro-
posed using Ethereum to manage the access to medical data using
smart contracts. A gateway is used to handle data generated by
medical sensors and an off-chain database based on IPFS is used
to store data. However, also these two last works did not present
the system implementation details. In a recent work, the authors
proposed a system based on Blockchain and IPFS combined with
attribute-based encryption to store and secure EMR [28]. However,
in their work, they did not integrate IoT devices and the implemen-
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tation of the system has not yet been completed. Another work
proposed a secure intrusion, detection using Blockchain with a
classification model for cyber-physical systems in healthcare [29].

4. A secure healthcare system based on IoT, Blockchain and IPFS

In this section, we present the proposed system architecture
and its different features.

4.1. System architecture

As shown in Fig. 3, the proposed system architecture has three
sides: patient side, medical team side and IPES side. The patient
and medical team sides are linked together by a Blockchain net-
work and both of them can communicate with the IPFS side. Health
data is encrypted and stored in the IPFS, while the Blockchain
stores a hash link to this data.

4.1.1. Patient side
It has two categories of devices:

e 0T medical devices: each patient has a set of IoT medical
devices and electronic wearables with embedded sensors. These
sensors are able to capture different vital signs measurements
and track physical activity and sleep patterns, etc. Thus, the role
of these devices is the collection of health data to share them
with the medical team side through the patient’s smartphone.
Each of these devices is registered on the Blockchain by its
owner (patient) and is identified in the network by a pair of
unique values: its MAC address and the identifier of its owner.
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Fig. 3. Architecture design of our system.

e Smartphone: it is the intermediate device between IoT medical
devices and the medical team. Thus, it is the node that allows
other IoT devices to access to the Blockchain. Due to its limited
capabilities, the smartphone will not store the whole Block-
chain but will just have access to through a Dapp. When the
patient creates his profile, the Dapp creates a Blockchain
account for him, and a pair of keys is generated to be the unique
identifier for him.

4.1.2. Medical team side

It includes physicians, hospitals, pharmaceutical laboratories
and public health organizations. These entities are connected with
patients through a Blockchain network to have access to their
health data. Physicians are connected to the Blockchain, as a light
node, through their computers or smartphones. Hospitals play
the role of full nodes that can store a copy of the Blockchain and
participate in the consensus process. The other entities can have
a copy of the Blockchain, but they cannot participate in the consen-
sus process. The patient data will be used for remote monitoring,
analysis, and research purposes.

4.1.3. IPFS side

On this side, we use the IPFS, which is a peer-to-peer distributed
file system, as an off-chain database to store encrypted health data.
We used IPFS for data storage instead of Blockchain for two rea-
sons, in one hand, because the system handles a large amount of
data which are generated by a large number of devices. Storing
such an amount of data in the Blockchain can affect its size and will
need special full nodes to store data. Thus, the Blockchain is used
only for access control and to protect data integrity. On the other
hand, since it is not practical to store sensitive data in the Block-
chain even if it is encrypted. As we know, data are stored in the
Blockchain eternally, so if the encrypted system is broken in the
future, all nodes can then decrypt and have access to the data of
all patients in the system.

4.2. Proof of authority

In this work, we used the Clique PoA [30] as a consensus algo-
rithm for the benefits it provides. Clique is an Ethereum implemen-
tation of the PoA. It is implemented by the Geth Ethereum client
[31] and is based on the Go language. PoA is one of the most pop-
ular consensus algorithms used in permissioned Blockchain to
reach agreement and secure the network. The use of such an algo-
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rithm provides many advantages. On the one hand, it can speed up
the consensus process, so it can accelerate data storage. This aspect
is essential in healthcare applications that require real time pro-
cessing. On the other hand, it doesn’t require a huge computing
resource which makes it more energy efficient. Contrary to the
PoW algorithm, PoA allows only some predefined authorities,
known as validators, to participate in the consensus process by val-
idating transactions, creating and appending blocks to the Block-
chain. In our case, these validators are hospitals. The PoA is
specially used in the case of private and consortium Blockchains
since it is based on a set of trusted authorities belonging to one
or multiple known entities such as the ministry of public health.

4.3. System security

The security in the proposed solution is maintained by two
aspects: the first one by benefiting from the Blockchain security
features, and the second one by exploiting the proxy re-
encryption mechanism.

4.3.1. Blockchain security features

As we already motioned in Section 2.2, the security of Block-
chain is generally ensured by several elements, namely: Cryptogra-
phy, Immutability, Replication, Traceability and Consensus
algorithm. In addition to these features, our system exploits also
smart contracts for access control and proxy re-encryption for data
encryption. In this work, we integrated smart contracts to register
or delete devices, grant or revoke access to data and verify the
authentication.

4.3.2. Proxy re-encryption

The proxy re-encryption is a cryptosystem scheme proposed
for the first time in 1998 [32]. It refers to a mechanism that
allows a tired party (a proxy) to transform Alice’s cipher text by
encrypting it to be decrypted by Bob. The most important thing
in this mechanism is the fact that the proxy has access to the
cipher text only but not to the plain text. It then encrypts the
cipher text with Bob’s public key, and it does a re-encryption
without knowing the plain text. The re-encrypted text can then
be decrypted by Bob using his private key. In our approach, Alice
is represented by the patient, and Bob is represented by the
physician. A proxy re-encryption scheme is defined by the follow-
ing five algorithms [33]:

e KeyGen: This algorithm outputs a pair of keys (public key pk
and private key sk) for a given security parameter k € Kon input.
ReKey: This algorithm is used by user i to generate a re-
encryption key rk;_; for another user j. To do so, the algorithm
takes on the input the key pair for user i (pk;, sk;) and the key
pair for user j (pk;,sk;) (but sk; is optional). User i is the owner
of the message and user j is the user for whom the message will
be sent.

Encrypt: For a given plaintext message m € M, user i uses his
public key pk; to encrypt it. Encrypt outputs an original cipher-
text ¢; € C;. Where C is the set of original ciphertext.
ReEncrypt: This algorithm takes as input the ciphertext ¢; € C;
for user i and the re-encryption key rk;_,;. This algorithm is used
by the proxy to create a transformed ciphertext c; € C, for the
user j, where C; is the set of transformed ciphertext.

Decrypt: This algorithm is used to decrypt a ciphertext and it
gives as output its corresponding plaintext message. For user
i: It takes in input the private key sk; and the ciphertext c;. For
user j: It takes on input the private key sk; and the re-
encrypted message c;.
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5. Use cases and practical scenarios

Before presenting the implementation of our architecture, in
this section, we present a principal use case and some practical
scenarios applied to a diabetes management case.

5.1. System functionalities

Once a patient installs our Dapp, he will not be able to create his
identity until he receives a confirmation from his physician. Thus,
the physician is the only person who has the right to register his
patients by generating a QR code for each of them. In this QR code,
we integrate the physician address and some other information
about the Blockchain network such as its chainID. After scanning
the QR code, the patient can create his account by generating an
Ethereum address (a unique identification), therefore implicitly
his private and public keys. Once the Blockchain network is
reached, the patient will be able to perform several functions by
using different Dapp interfaces. In addition, to verify the authenti-
cation, the smart contract is also the engine which controls our
Dapp back-end providing the different functionalities presented
in the use case diagram in Fig. 4.

These functionalities enable:

Patient to:

o Handle his devices (add or delete devices): To be able to send
his first data, each patient has to register first all his medical
devices that are used to collect different data. Each device will
be identified on the Blockchain by a unique set of values that
include its mac address and the address of its owner (patient
Ethereum address) (Fig. 5) [34]. In this way, we can ensure that
no one can add a device except its owner and that only data
from registered devices are accepted. Patients can then be pro-
tected from malicious devices that could send wrong data in
behalf of them, for example. After registering his devices, a pair
of keys (SKpatient PKpariene) 1S generated. The patient public key is
then used to encrypt the data that is collected from the devices
before being forwarded it to the IPFS through the patient’s
smartphone. The Dapp will also generate the re-encryption
key and send it to the hospital. This last will be in charge to
re-encrypt data for the eligible entities (physicians, researchers
S

Handle access to his data: Each patient can control access to his
own data by granting access to eligible healthcare institutions
and revoking it from others.

Physician to:

Give his patients access to the network

Have access to his patient data to follow his health status.
Request for access when he treats a patient which not belonging
to him in case of emergency. The system will give them tempo-
rary access to the necessary data.

Researchers and public health organizations to:

Extract information to use it for research purposes, such as data
analysis and statistics. These entities must have in advance the
patient’s consent to have the access right.

All data manipulations are stored in the Blockchain for trace-
ability reasons.
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5.2. Case study: diabetes management

Diabetes is a major chronic disease that has reached alarming
levels. According to the International Diabetes Federation [35], in
2019, the number of people living with diabetes in the world is
463 million. This number is predicted to rise to 578 million in
2030 and 700 million in 2045. In 2019, the number of children
and adolescents (up to 19 years old) living with type 1 diabetes
is over one million. 136 million people with diabetes are over
65 years old. Almost 30% of diabetic patients are children and
elderly age groups. In what follows, we give three possible diabetes
assisting scenarios and how our solution could react in each case.

5.2.1. Hypoglycemic emergency in the case of an elderly person

Hypoglycemia is a state caused by low blood glucose levels. It is
often known as a side effect of diabetes therapy. Many symptoms
could accrue in case of hypoglycemia such as irregular heartbeat
rhythm, weakness, nervousness, sweating, visual disturbances, loss
of consciousness, or even coma in case of severe hypoglycemia.
Elderly patients with diabetes are the most affected by severe
hypoglycemia due to inappropriate intensification of therapy
[36]. Let us consider Bob who is an elderly diabetic patient. Bob
stays home most of the time alone. By using the proposed solution
in Section 4, the medical team could easily track his medical situ-
ation in a secure manner (Section 4.3). They could also detect and
prevent possible hypoglycemic events by early recognizing its
symptoms. The collected data are shared with eligible entities
while preserving confidentiality and data integrity. Based on this
data, the system could send notifications to the medical team to
prevent a possible hypoglycemia event. The system would also
send alerts to the emergency service in case of emergencies such
as a hypoglycemia event, falls, loss of consciousness or coma.

5.2.2. Person having an emergency while traveling

Alex is a diabetic man who travels all the time due to his work.
By using our system, he could manage his diabetes even when he
travels by caring his medical and wearable devices. These devices
could collect data and send it to his smartphone which will be in
charge of sharing it with his medical team for remote monitoring.
In case of an emergency, the system would be able to send an alert
to the nearest emergency service to instruct an ambulance to assist
the patient. The system will check if the emergency physician is
enrolled in a known medical entity. If so, the data will be re-
encrypted for them, and the system will give the physician a tem-
porary access (Section 5.1). The physician will be able to get the
patient data just during the treatment, but he will not be able to
access to it in the future.

5.2.3. Assisting diabetic children

Alice is a 6 years old girl with type 1 diabetes. Her tutor could
use our solution to track her health data and monitor her diabetes
by using his smartphone. Alice should use her medical wearables
for data collection. Her tutor’s smartphone could then get data
from these wearables once Alice is back home.

6. Implementation

In this section, we present the proposed solution implementa-
tion. The system is implemented using a private Ethereum Block-
chain network based on Clique PoA, IPFS for data storage and
proxy re-encryption for data encryption.
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6.1. Node types

As already mentioned, we used the Geth client implementation
created by Ethereum. In the proposed solution, we have three
types of nodes:

e Patient nodes: are patients’ smartphones. These nodes have
access to the Blockchain through the patient Dapp which is
using the Web3j API [37] to interact with our Ethereum Block-
chain network. The connection with the network is established
using JSON-RPC protocol.

Physician nodes: can be either physicians’ computers or smart-
phones. The second type is similar to the patient nodes. The dif-
ference is that the connection with the Blockchain network is
ensured by the physician Dapp instead of the patient Dapp. Like
the first, it is hosting light Ethereum clients [38].

Hospital nodes: are nodes belonging to hospitals and public
health organizations. They are full Ethereum nodes that store
the whole Blockchain and participate in the consensus process
to validate transactions and create new blocks. These nodes
are also participating in a private IPFS network in which we
store the encrypted data.

335

6.2. Data collection

In the case of a diabetes patient, there are many healthcare
parameters that are necessary for diabetes management. Among
these, we have to monitor glucose and A1C levels; cholesterol
and triglyceride levels; blood pressure, body weight, and activities.
For the test, we will treat some of these parameters, as shown in
Table 1. A Raspberry Pi will be used to simulate a glucometer.
The patient could insert his weight manually and upload his health
assessment using the Smartphone. Activities will be tracked using
the Smartphone sensors.

6.3. Data encryption/ decryption

Data encryption/decryption is ensured by the Umbral threshold
proxy re-encryption scheme created by NuCypher [39]. In our
work, we used pyUmbral, which is the python reference imple-
mentation of Umbral. In this work, we develop mobile Dapps using
Android and Ethereum. The integration of pyUmbral into our
Android code is done using a python SDK for Android named Cha-
quopy [40]. This SDK enables the use of Python code on Android
applications. Fig. 6 explains how the Umbral threshold proxy re-
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Table 1
Health parameters used in our work.

Devices

Parameters

Raspberry pi
Smartphone

Blood glucose
Weight

Activities
Health assessment

encryption is implemented in our approach. First, we generate a
pair of keys (public and secret keys) for both the patient and the
physician. The patient encrypts the data using his public key
(PKyatiene)- Then, generates the re-encryption key (p,) by using
his secret key and the physician public key. Once the re-
encryption key is generated, it is sent to the hospital (the full
node), which will play the role of a proxy that will re-encrypt the
data on behalf of the physician. The hospital checks if the physician
has permission to access data. If the physician has access rights, the
hospital re-encrypts data for him by using the re-encryption key
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Fig. 6. Implementation of proxy re-encryption in our architecture.
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without having access to the plaintext. The physician will then be
able to decrypt the re-encrypted data by using his secret key

(Skphysician )
6.4. Data storage

Once the data is encrypted using the patient public key, our
Dapp sends it to the IPFS for storage. IPFS then generates a unique
hash for each data. When the hash is received, the Dapp stores it in
the Blockchain. To interact with the IPFS nodes, we used the java-
ipfs-http-client [41] which is a Java client for the IPFS HTTP APIL
The IPFS network is deployed on Ubuntu 18.04 nodes. IoT devices
are simulated by a Raspberry Pi Model 3B. Fig. 7 represents the
steps of the data storage process in our approach.

6.5. Smart contract functions

In this work, we developed a smart contract with different func-
tions to ensure different system functionalities using Solidity lan-
guage. Fig. 8 illustrates the fundamental interactions with the
smart contract in the ordinary scenario. The described process con-
sists of 10 steps:

e Step 1: Each physician adds and registers his patient in the
Blockchain.

e Step 2: Once the patient is registered, he will be able to register
his devices in the Blockchain using his smartphone and the
Dapp interface.

o Step 3: The patient grants access to his physician so that he can
access the data.

e Step 4: When the patient wants to send his health data, the
Dapp encrypts them then sends them to the IPFS.

e Step 5: The IPFS sends the data hash back to the Dapp.

o Step 6: The Dapp stores data hash in the Blockchain.

e Step 7: When the physician wants to get data, he sends a
request through the Blockchain.

e Step 8: After verifying the physician’s access permission, the
smart contract sends confirmation to the hospital.

o Step 9: The hospital gets the encrypted data from the IPFS.

e Step 10: The hospital re-encrypts data and sends them to the
physician.

Each request sent to the Blockchain is processed by the smart
contract, which authenticates and verifies the eligibility of the
requester.

Next, we give the pseudocode of some of these functions.

Algorithm 1 is used to register a patient in the network. It takes
as parameters: the patient name, his phone number, and the
address of his associated physician.

Algorithm 1: Register a new patient

Procedure addpatient (sender, physicianAddress,
patientName, patientPhone, patientBirthdate)
|| Assign physician to the patient
listPhysicians[sender| < physicianAddress;
createdAt < now;
if Patient doesn’t exist then

Add sender to the list of patient addresses
else
|| Preserve createdAt timestamp
createdAt < listPatients|sender].creationDate
end if
/| Add or update the patient information

Egyptian Informatics Journal 23 (2022) 329-343

patient < PatientInfo({name < name,
phone < phone,
birthdate < birthdate,
storage_timestamp < now,
active <« true,
creationDate « createdAt,
updatedAt < now
)
listPatients[sender] < patient
end procedure

Algorithm 2 is the function to invoke whenever a patient wants
to register a new device in the Blockchain. This function takes in
parameters the device MAC address. It adds a device to the list of
the patient who sent the transaction. It links the device MAC
address with the patient address (which is represented in the algo-
rithm by the sender). Before adding the device, it first checks its
existence in the patient list. Thus, we can prevent the registration
of the same device many times, especially in the case of malware
infection.

Algorithm 2: Register a new device

procedure adddevice (sender, macAddress)
/| Append the Mac address to the sender’s list of devices
require(!deviceExists[macAddress))
devicesList[sender].push(macAddress)
deviceExistsimacAddress| = true

end procedure

Algorithm 3 represents the function responsible for adding a
permission role to a physician. The function takes in parameters,
the physician address for whom the permission will be accorded,
the read and write permissions, and the hash information. The last
one is used in the re-encryption process. For each patient, we cre-
ate a list of entities for which he accorded the access and permis-
sion given for each of these entities.

Algorithm 3: Add Permission

procedure addpermission (sender, physicianAddress, read,
write, hashinfo)
P < Permission(physicianAddress, read, write, hashInfo)
permissionList[sender].push(P)

end procedure

Algorithm 4 is describing the function which is responsible for
storing the hash data in the Blockchain. It takes in parameters,
the hash data, the identifier of the device producing this data
and a capsule. This last parameter is the information that will be
used later for decryption.

Algorithm 4: Add data hash

procedure adddata (sender, device, dataHash, capsule)
for (i = 0; i < dewicesList[sender].length; i+ +)
if (devicesList[sender][i] = device) then
record < EMR(device, dataHash, now, capsule)
EMRs|[sender].push(record)
end if
end for
end procedure
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6.6. Execution results

In this section, we present screenshots of patients and devices
registration forms from the Android Dapp and the result of invok-
ing some functions using Remix IDE [42]. Remix is an IDE that
allows the creation, compilation, and deployment of smart con-
tracts. It also provides an environment to execute transactions
and interact with the smart contract. First, we create a private
Ethereum Blockchain using five nodes. We create and deploy our
smart contract using Remix. To interact with this smart contract,
in addition to the android Dapp, we also use the Web3 Provider
to connect the Remix with one of our Blockchain nodes (see Fig. 9).

In Fig. 10, we show a registered patient information using
Remix.

In Fig. 11 we show the different functionalities of our applica-
tion. The first item is to scan for new devices and show the list
of paired ones. The Encryption item is to show the patient address
and his QR code. The profile item is used to manage patient infor-
mation. Send Data item is used to share data (weight, activities,
health assessment) with the physician, and Get Data is used to
get patient data.
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Fig. 12 illustrates devices handling, Fig. 12a represents the list of
paired devices with Bluetooth. Once the patient registers his
device, the addDevice function adds this device to the list of devices
of this patient. Thus, in this way, no one can add a device to the list
of a patient except himself.

In Fig. 12b, we show the device located at index zero of patien-
t1. Thus, each device is linked to its patient address and its MAC
address.

7. Discussion

In this section, we explain how the proposed solution ensures
scalability and low processing time. We discuss also the principal
security goals ensured by our approach and compare it with the
existent solutions.

7.1. Processing time and scalability
Processing time and scalability are affected by the consensus

algorithm and the type of data storage used. The scalability of a
consensus algorithm refers to the transaction throughput that an
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algorithm offers. Since the PoA is based on a limited number of
validators, by using it we can achieve high throughput. Data
scalability is also ensured by storing data hash in the Blockchain
instead of the data itself. A low processing time is resolved by
the use of PoA. The transaction time in PoA is faster than the
transaction time in a network based on the PoW consensus. In
our case, the block creation period is set to 5 second and the
gas limit to 4700000. With this configuration, we can process
45 transactions per second (TPS). The processing times for some
operations are illustrated in Table 2. PoA is more suitable for
permissioned Blockchains and it increases the performance in
terms of the validation processes time and the number of vali-
dated transactions per second.
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7.2. Security analysis

7.2.1. Security model insurance

e Security and availability: Thanks to its security features, Block-
chain is combined with IoT devices and data encryption to
strengthen the security in our system. One of the most impor-
tant features of Blockchain is the decentralization and replica-
tion of data. That prevents the single point of failure and
ensures data availability. The availability in our system also
benefits from the use of different medical devices, smartphones,
and the Dapps that guarantee the interaction with the system.
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e Privacy: The preservation of a patient’s privacy is guaranteed by
using different concepts: The first is exploitation of the anon-
ymity feature of the Blockchain. Thus, each patient is identified
just by a unique identifier which makes his identification
impossible by other nodes and restricted for his physician.
The second one is data encryption, data is encrypted and stored
in the IPFS and just his hash is stored in the Blockchain. The
third one is controlling access to this data.

Confidentiality: The confidentiality of patient data is ensured in
our system by using smart contracts that are responsible for
controlling access to this data. Thus, medical data are protected
and could not be accessed by unauthorized parties.

Integrity: Data integrity is enhanced in our system by using
Blockchain technology. The Blockchain is used, on the one hand,
to store hash data. This hash could not be changed once being
registered due to the immutability feature which protects the
data from being tempered. On the other hand, smart contract
deployed in the Blockchain control access to the hash data.
Thus, only authorized parties are able to access and append
data. Blockchain also allows traceability by registering all
manipulations and actions made in the data.

7.2.2. Resistance to attacks

e DDoS attacks: The distributed denial of service attack consists
of disrupting the normal traffic of a service by flooding it with
requests until not being able to receive further requests. The
proposed solution is totally based on a decentralized and dis-
tributed system by using Blockchain and IPFS. This can protect
against DDoS attacks.

Impersonation attacks: In this kind of attack, an adversary

impersonates the identity of a trusted entity. The difficulty of

solving the elliptic curve discrete logarithm problem is due to
the difficulty of solving the ECDSA.

Message forgery attack: As its name indicates, it is used to forge

or alter a message. This attack is also not possible because each

transaction in the network is signed and verified before being
stored in the Blockchain.

e Man-in-the-middle attacks: This attack consists of intercepting
the communication between two entities without having a
doubt that the communication between them has been compro-
mised. In our approach, the transaction is encrypted and signed
by a private key which is known only by its owner. To be vali-
dated, the transaction should be signed by a valid signature
belonging to the emitting address. Thus, it is too hard for an
attacker to forge a signature without knowing its associated pri-
vate key.

7.3. Comparison with the existing works

In this part, we give a comparison between the proposed work
and the most notable researches that consider the use of Block-
chain technology to share and secure medical data. This compar-
ison is based on the Blockchain type, the consensus mechanism,
and the used network type (see Table 3). It also gives information
about the data storage used in each work and whether it is taking
into account the integration of IoT devices into its system or not. It
can also gives information about the security level that each archi-
tecture provides and if it encrypts data before storing it or not.
There are only two works ([17,43]) that are using the PoW consen-
sus algorithm. The main problem with this algorithm is that it
requires large amounts of energy to validate a block. It also can
be considered as slow when it comes to the transactions speed.
Furthermore, it did not take into account data encryption nor the
use of IoT medical devices. In terms of data storage, all the cited
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Table 2 works use a centralized database for data storage. This kind of stor-
Processing times in our model. age is vulnerable to DDoS attacks and to be tampered. In contrast,
Type of operation Processing time (ms) in thg proposed approach, we used IPFS for data storage tp benefit
from its decentralized storage nature. Moreover, our solution takes
Block creation 5000 into consideration the essential requirements of security namely
Physician registration 10482 c 1. . . . .
Patient registration 10648 confidentiality, integrity, privacy and access control while other
Device registration 9625 works are concentrating just on some of these requirements. In
Send data 19747 addition, most of the cited works which are based on IPFS for stor-

age are not yet implemented.

Table 3
Comparison of our system with the existing works.
Name Blockchain Consensus Network Type IoT Data storage  Data Security Considerations Implemented
Encryption

MedRec Ethereum PowW Permissionless No  centralized No Authentication, confidentiality Yes
[17] DB

[18] Hyperledger PBFT Permissioned  Yes centralized No Integrity, privacy Yes
DB

Ancile [19]  Quorum QuorumChain Permissioned  No centralized Yes Privacy, access control Yes
DB

[20] Ethereum PoA Permissioned Yes centralized Yes Confidentiality, integrity No
DB

[21] Hyperledger PBFT Permissioned  Yes centralized Yes Confidentiality, integrity, privacy Yes
DB

integrity, privacy Yes

[43] Not PoW Permissioned  No  IPFS No privacy, integrity Yes

specified
[44] Not Not specified  Permissioned Yes IPFS Yes privacy, access control No
specified
[45] Ethereum Not specified = Permissioned  Yes IPFS Yes privacy No
Our system  Ethereum PoA Permissioned Yes IPFS Yes Confidentiality, integrity, privacy, access Yes
control
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8. Conclusion and future work

In this paper, we presented a healthcare system based on IoT,
Blockchain, and IPFS technologies for managing chronic diseases.
This system is offering a set of benefits for remote patient monitor-
ing. It provides daily data collection, data sharing and security. The
system is divided into three sides. The first side is responsible for
data collection, this side is using IoT healthcare devices to ensure
the collection. The second side is responsible for sharing data
securely, the technology which is ensuring that is Blockchain.
The last side is for data storage and it is using IPFS for that. Our sys-
tem can be applied to any healthcare system. However, in our case,
we choose to apply it especially to chronic diseases system man-
agement, because this kind of diseases requires daily follow-up
and regular check-ups to be managed. The proposed system is fully
decentralized, and it offers a high security level by using Block-
chain, smart contracts, proxy re-encryption and IPFS to control
access to patient data, protect privacy and ensure data integrity.
As an example of application, we applied the system to a diabetes
case and showed the execution results based on system interfaces
and interactions with the smart contract through the Remix IDE.
The comparison with the state of the art methods shows a good
improvement of healthcare systems in terms of security.

In a future work, we aim to extend this work by implementing
our solution using the Hyperledger Blockchain and compare it with
the current solution based on Ethereum. We plan also to integrate
artificial intelligence into our system to make it smarter and add
more features. With artificial intelligence, we could provide data
analysis, predictions, and prevention. The system would help
physicians to make better clinical decisions and to provide an
effective treatment.
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