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a b s t r a c t 

The booming growth of the Internet of things(IoT) has improved the productivity of companies and im- 

proved people’s quality of life. However, as a growing number and variety of connected devices are in- 

troduced into the IoT networks, not only are communication bandwidth and storage severely challenged, 

but potential security threats are escalating. Therefore, we consider using compressive sensing(CS) in the 

IoT system to solve this problem. The solution we designed solves three main security threats in the IoT, 

the perception layer, the transport layer and the application layer. In our work, the gateway node of the 

perception layer provides the function of anonymous identity authentication and information authentica- 

tion, which can not only prevent external attackers from obtaining private information from the gateway 

node, but also solve security problems such as identity authentication and man-in-the-middle attack in 

the transmission layer. Meanwhile, our scheme handles the ciphertext integrity protection and energy 

leakage in existing CS encryption(CSE) schemes, protecting the security of application layer privacy data. 

And our scheme provides a secure key sharing method, which improves the security of the system. In 

addition, we designed two fault-tolerant models to ensure that the ciphertext can still be decrypted cor- 

rectly when the cloud server fails in the IoT environment. The use of the replaced sparse vector instead of 

the random matrix method in the traditional CSE scheme improves the quality of recovery while saving 

a large amount of storage space. Simulation results show that our scheme improves the overall compres- 

sion and recovery performance compared to other CSE schemes. 

© 2019 Published by Elsevier Ltd. 

1. Introduction 

A recent study by Hewlett Packard found that 70% of the most 

commonly used Internet of Things(IoT) devices [15] have serious 

vulnerabilities due to lack of transport encryption and insufficient 

authorization. Armis, an IoT security research firm, found eight 

zero-day vulnerabilities in the bluetooth protocol that will affect 

more than 5.3 billion devices in 2017 - from Android, iOS, Win- 

dows and Linux systems devices to IoT devices using short-range 

wireless communications technology. In July 2018, Microsoft intro- 

duced its highest-level Windows bug reward program to date, up 

to $250,0 0 0, to address the various vulnerabilities that have arisen 

in the Internet of Things. And the McKinsey Global Institute says 

IoT has the potential to create economic impact between $2.7 tril- 

lion to $6.2 trillion annually by 2025. 

As shown in Fig. 1 , the IoT system has been applied in many 

fields such as intelligent transportation, environmental protection, 
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smart medical care, smart city, etc., and has greatly promoted peo- 

ple’s daily life. However, as more and more connected devices are 

introduced into the IoT network [16] , these hidden authentication, 

access management, privacy leakage and storage security threats 

are increasingly prominent. These security threats mainly come 

from three aspects: perception layer, transmission layer and ap- 

plication layer. The perception layer security threat mainly comes 

from the leakage of the key of the gateway node in the wireless 

sensor network. The transport layer security threat refers to the 

security issue of identity authentication in different network struc- 

tures. The application layer security threat comes from the leakage 

of large amounts of user privacy data. Therefore, many identity- 

based authentication protocols [17–19] have been proposed to ad- 

dress the security threats in the IoT. These protocols can partially 

address security issues such as identity authentication and privacy 

protection. However, as the data stream of users’ personal informa- 

tion sharing becomes larger and larger, many IoT applications need 

massive data storage, huge processing speed to realize real-time 

decision-making, and high-speed broadband network to transmit 

data. Moreover, users have put forward higher requirements for IoT 

security and privacy protection of personal information. 

https://doi.org/10.1016/j.jisa.2019.04.004 
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Fig. 1. The application of IoT system. 

Cloud computing provides an ideal back-end solution for 

processing large volumes of data. Many electronic transactions 

[23] based on public cloud systems also have more and more ap- 

plications. So people consider combining cloud computing with the 

IoT to improve the efficiency of storage and computing. However, 

Cisco reports that, by the end of 2018, data center traffic will in- 

crease to 10.8 ZB per year (1ZB = GB), and cloud system traffic will 

account for more than 76% of the total data center traffic, and this 

figure was 54% last year. By 2020, 92% of the global workload will 

be handled by cloud data centers. In order to solve the pressure 

of high-speed bandwidth, we consider using CS to solve the band- 

width problem of massive data. Compressive sensing (CS) [1–3] is 

a novel theory framework for signal description and processing. CS 

allows accurately or approximately to reconstruct the original sig- 

nal with much lower sampling rate than the Nyquist sampling the- 

orem, thus addressing the problem of insufficient bandwidth when 

transferring huge amount of data. 

1.1. Related works 

CS itself can provide certain security protection for the trans- 

mission and storage of the data information [9] . In work [4] , the 

theory of using measuring matrix as secret key is studied. In 

[5] , Rachlin and Baron first formally study measurement matrix 

in 2008. They indicated that the perfect secrecy in CS-based en- 

cryption modes is unreachable but the computational secrecy can 

be achieved, since the signal after compression retains the en- 

ergy information of the original signal. However, using the same 

measurement matrix to encrypt multiple different signals might 

result in serious security issues. And Gao in [7] generates the 

measurement matrix by the pseudo random generator to ensure 

CS security. Therefore, it is indicated in [6,8] that key seed is 

used to generate different measurement matrix through LFSR. In 

[10,11] CS-processed data are uploaded to the cloud in order to 

save resources and ensure security. Xue proposes a cloud encryp- 

tion scheme based on CS, which supports the function of random 

compression, statistical decryption and accurate decryption [12] . 

And Zhang et al. proposed a method to replace random matrix by 

permutation in [13,14] . And it is suitable for the transmission of 

data in lossy channels in the muti-cloudy environment. However, 

once the lost ciphertext packet exceeds half of the total data, the 

recovery effect cannot be guaranteed. 

The works mentioned above to some extent use CS to achieve 

the security of encrypted data. However, these solutions cannot 

achieve user authentication and key sharing. Moreover, none of 

these papers takes the issue of ciphertext integrity protection into 

account. Therefore, it will cause serious security problems in prac- 

tical. They are not able to be used in IoT systems where there are 

many security challenges. 

1.2. Our contributions 

To address the problems above, we propose design of com- 

pressed sensing fault-tolerant encryption scheme for key sharing 

in IoT multi-cloudy environment(s). Fig. 2 shows the overall sys- 

tem framework. In our paper, CS provides encryption and com- 

pression of transmitted data. This enables the data stored in the 

application layer of the IOT system cryptographic state. Therefore, 

it can guarantee the security of user privacy data in the IoT system. 

Meanwhile, CS’s good compression feature solves the problem of 

massive data storage. At the same time, we design the anonymous 

identity authentication and information authentication scheme for 

the IOT system, which solves the security problems such as iden- 

tity authentication attacks and man-in-the-middle attacks faced by 

the transport layer. Finally, the gateway node of the sensing layer 

only provides the authentication function. Even if an external at- 

tacker attacks the gateway, it cannot obtain any key information, 

and the security of the user key is guaranteed. 

Therefore, the work in this paper not only solves the three ma- 

jor threats in the Internet of Things system, but also solves the 

problem of excessive bandwidth transmission of massive data, im- 

proves the security performance of the IOT system and saves stor- 

age space. To summarize, our main contributions are as follows: 

• For the CS-based IoT cloud system, we designed two fault- 

tolerant models, which can set the appropriate fault-tolerant 

scheme according to the probability of the failure of cloud 

server in the IoT system, making the data transmission more 

reliable. Thereby improving the fault tolerance performance of 

the IoT system, and is suitable for the actual application model. 

• Aiming at the security risks of the perception layer in the IoT 

system, anonymous identity authentication and information au- 

thentication are designed in the gateway node, and the key ex- 

change between users is realized. It proves that the designed 

user authentication and key exchange protocol can resist vari- 

ous attacks and improve the security of the gateway node. 

• CS-based ciphertext authentication and energy encryption are 

designed. Energy standardization makes the energy of the en- 

crypted data indistinguishable from the energy of the original 
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Fig. 2. The overall system framework. 

data. Making the ciphertext stored in the application layer more 

secure. The simulation results show that compared with other 

CS encryption schemes, our scheme has better recovery effect 

while providing stronger security. 

• Saving a lot of storage space. By setting the appropriate thresh- 

old, only high-dimensional vector is saved after sparseness, and 

then the replacement vector is used to replace the random ma- 

trix in the traditional CS encryption. Not only improves the 

recovery performance of the solution, but also greatly saves 

the storage space (the sparse vector space saves at least two- 

thirds). 

The rest of the paper is organized as follows. Section Ⅱ in- 

troduces compressive‘ sensing briefly. We provide the detailed 

scheme in Section Ⅲ , and system analysis in Section Ⅳ . Section 

Ⅴ gives our experimental simulation. Finally, Section Ⅵ draws a 

conclusion remarks. 

2. Compressive sensing 

CS can realize the transformation from the original high- 

dimensional signal to the low-dimensional signal while maintain- 

ing the necessary information to reconstruct the original signal. By 

solving the sparse optimization problem, the conversion from the 

low-dimensional signal to the original high-dimensional signal can 

be achieved. Let x ∈ R n denote an original signal. Then x is called 

sparse or compressible if there exists a basis � ∈ R n ×n such that 

x = �s (1) 

where � is the sparse matrix and s ∈ R n is a sparse vector that 

is the representation of x in sparse domain � . Specifically, we call 

that the vector x is k-sparse if the sparse basis that represent x 

with k nonzero entries and ( n − k ) zero or near zero entries. Let y ∈ 

R m be the measurement vector, and then the random projection 

process is defined as: 

y = �x = ��s = As (2) 

where � ∈ R m ×n is the measurement matrix with m < n and 

A = �� is the sensing matrix. Through the process above, we can 

transform a high-dimensional signal into a low-dimensional mea- 

surement vector. 

In order to obtain the original signal x from y at the decod- 

ing end, we have to solve the underdetermined Eq. (2) where the 

number of equations m is less than the number of variables n . So 

there will be more than one solution in Eq. (2) . To solve the prob- 

lem, Candès shows that if the sensing matrix A satisfies Restricted 

Isometry Property (RIP) [20] , we can recover x from y by solving 

l 1 - norm method: 

min 
s 

‖ S ‖ 1 sub ject to As = y (3) 

Then we can handle the problem in polynomial time. To en- 

sure efficient compression and good recovery, we use the method 

in [12] to construct sparse matrices and measurement matrices. In 

a CS-based cloud database encryption environment, the processed 

ciphertext saves storage space while ensuring secure transmission. 

3. Design of compressed sensing fault-tolerant encryption 

scheme 

3.1. System architecture and process 

Our system includes users, semi-honest IoT multi-cloud regis- 

tration centers (all RC in the following represents semi-honest IoT 

multi-cloud registration center), and cloud servers. Among them, 

Alice and Bob represent sending data users and subscribing users 

respectively. The role of RC is to manage registered users and cloud 

servers. The cloud server is used to store and decrypt encrypted 

data. 

Fig. 3 shows the proposed key exchange and fault tolerance 

processing. First, all users and cloud servers apply for registra- 

tion in the RC to obtain their corresponding ID secret values. After 

registration, RC records the registrant’s ID and the corresponding 

anonymous identity information. The registered user Alice uses our 

CS encryption method to encrypt the original plaintext. Then Alice 

performs fault-tolerant processing on the ciphertext and sends the 

processed packet data to the cloud servers. When Bob wants to 

subscribe the encrypted data, Bob needs perform mutual anony- 

mous authentication with Alice through the gateway. Alice sets up 

the session key for the authenticated Bob and shares the decryp- 

tion key with Bob using the session key. Finally, Bob sends sub- 

scription request to cloud servers. After verifying the validity of the 

Bob’s identity, the cloud servers send the ciphertext to Bob. In our 

scheme, the sensing matrix A is known to the cloud servers and 

the complex CS decryption work is performed on the resource-rich 
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Fig. 3. The proposed key exchange and fault tolerance processing. 

cloud servers side, while Bob only needs to perform simple permu- 

tation operation and energy decryption. In addition, the designed 

ciphertext fault-tolerant control processing method can ensure the 

correctness of ciphertext decryption. That is, when some of the 

cloud servers fail to send data, we can still recover the original 

plaintext using ciphertext data from the remaining cloud servers. 

3.2. Fault-tolerant control model 

We present the fault-tolerant design of muti-cloud server under 

two different probabilistic models, and analyze the relationship be- 

tween the fault-tolerance rate α and the probability distribution 

under the two models. Here, we assume that the probability of 

each cloud server failing is independent of each other. 

3.2.1. Equal probability model 

Let the system has t independent and identically distributed 

cloud servers, and the probability of each cloud server failure is 

p . 

(1) The mathematical expectation of cloud server failure is X̄ = 

pt , and the relationship between fault-tolerance rate and 

probability is α = p . 

(2) The probability of continuously i cloud servers failure is 

P (ε = i ) = C i t · p 
i · (1 − p) t−i (4) 

and the fault-tolerance rate α = 
i 
t . 

3.2.2. Arbitrary probability model 

The number of cloud servers and the probability of failure are 

the same as above. 

(1) The mathematical expectation of cloud server failure is 

X̄ = p 1 + p 2 + · · · + p t , and the fault-tolerance rate is α = 
p 1 + p 2 + ... + p t 

t . 

(2) The probability of continuously i cloud servers failure is (as- 

sume starting from the d th cloud server) 

P (ε = i ) = C i t ·
∏ 

j = { d ,d +1 , ... ,d + i −1 } 

p j ·
∏ 

j � = { d ,d +1 , ... ,d + i −1 } , j ∈ t 

p j (5) 

and the fault-tolerance rate α = 
i 
t . 

3.3. Design details 

3.3.1. System initialization 

The semi-honest registration center RC first randomly selects 

two large prime numbers p, n , and generates an additive cyclic 

group G 1 and a multiplicative cyclic group G 2 with the same or- 

der p . Then RC randomly selects λ, C ∈ Z ∗n calculates anonymous 

authentication function: 

C(x ) = C + λ
N ∏ 

i =1 

(x − s i ) (6) 

s i represents the anonymous identity information of registered 

users and cloud servers. Finally, RC selects three secure hash func- 

tions H 1 , H 2 , H 3 , pseudo-random normal distribution matrix gen- 

erator Ŵ, and secretly keeps the secret value λ while publishes 

params = { H 1 , H 2 , H 3 , Ŵ, C ( x ), C } to the user group. Here, H 1 rep- 

resents G 1 → Z ∗n , H 2 represents G 2 → Z ∗n , H 3 represents G 1 × G 1 ×

{ 0 , 1 } ∗ × { 0 , 1 } ∗ → Z ∗n . 

3.3.2. Cloud server registration 

When a cloud server U ci applies for registration, U ci first sends 

identity ID ci to RC. Then RC randomly selects a secret value x and 

calculates anonymous identity information s ci = H 2 (x · g 
I D ci ) . g is 

the generator of finite field Z ∗n . When the cloud server registration 

is completed, RC records { ID ci ,s ci } to the registered cloud server col- 

lection. 

3.3.3. User registration and self-certification 

When a user U i applies for registration, U i first randomly se- 

lects k i , p w i ∈ Z ∗n and calculates K i = k i · P, P W i = g p w i , then sends 

ID i ,K 2 , PW 2 to RC. When receiving the user’s registration request, 

RC randomly selects x, r i ∈ Z ∗n and calculates R i = K i + r i · P, h i = 
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H 1 ( R i ) , ̄x i = r i + h i , where x is RC’s private key. And then RC cal- 

culates: 

p i = x · g I D i (7) 

s i = H 2 ( p i · P W i ) (8) 

Finally, RC records { ID i ,s i } to the registered user collection and 

sends x̄ i to registered users. After receiving the information sent by 

RC, the user U i checks if the following equation can hold: 

( ̄x i + k i ) · P = h i · P pub + R i (9) 

If the equation does not hold, U i stops the session. Otherwise, 

U i calculates the private key x i = x̄ i + k i . Note that, through the 

self-certification process described above, the user can verify the 

legitimacy of the private key information sent by the RC. And the 

user’s private key is generated by the RC’s private key and the 

user’s private key, preventing RC from leaking the user’s private 

key. 

3.3.4. Compressed and encrypted data 

First of all, the user processes the original data with sparse ma- 

trix, and then converts the sparse data into one-dimensional(1D) 

data. According to the size of the 1D sparse data, the user uses the 

sparse matrix to generate the measurement matrix as follows: 

�= U�V T (10) 

� = U 
T 
m (11) 

Note that the sparse matrix here is generated through an over- 

complete learning dictionary which can find the simplest form 

of a signal. The sparse matrix obtained by this method has bet- 

ter sparseness and can achieve better reconstruction properties. 

The measurement matrix � is constructed by taking the first m 

columns of the orthogonal matrix U in the singular value decom- 

position of the sparse matrix � . For more details about the con- 

struction of projection matrices, please refer to [11] . It has been 

shown in [21] that the measurement matrix constructed by this 

method has a better performance for reducing the reconstruction 

error. 

After that, the user records the position of non-zero elements 

in the sparse vector and obtains the support set s v of the sparse 

vector. Here, we assume that the length of the 1D sparse data is 

n . Then, the user randomly selects s different elements from the 

vector space with size n and puts them into the vector space p to 

obtain the permutation vector, where s represents the number of 

sparse vectors in 1D sparse data. Exchanging corresponding posi- 

tion elements in the vector space p and support set s v as follows: 

s (p(i )) = s ( s v (i )) (12) 

The above permutation exchange process will randomly rear- 

range the non-zero entries of sparse data, which is equivalent to 

a random perturbation matrix that makes the ciphertexts different 

even though the original plaintexts are same. Therefore, using the 

permutation exchange method can not only reduce the computa- 

tional complexity but also save storage space. 

Then the user use key generation parameter K 1 to compute: 

c = πK 1 (‖ θ ′ 
i ‖ 

2 
2 ) = ‖ θ ′ 

i ‖ 
2 
2 �K 1 (13) 

c is the energy encrypted data, and θ ′ is the exchanged sparse 

data. The energy encryption function prevents the signal energy 

leakage and guarantees the signal energy security. Finally, the user 

uses the above encryption parameters combined with CS to en- 

crypt the exchanged sparse data, and then use the hash function 

H to calculate the verification tag of the energy encryption cipher 

text, therefore: 

y i = �� ˆ θ ′ 
i = A 

θ ′ 
i 

‖ θ ′ 
i 
‖ 2 2 

(14) 

T 1 = H( y i ) , T 2 = H( c i ) (15a) 

where A = �� is the sensing matrix, and ˆ θ ′ 
i is the sparse data af- 

ter energy encryption. The CS-based encrypted process is shown in 

Algorithm 1 . 

Algorithm 1 Compress and Encrypt Data. 

1. Inputs: Original data x , sparse matrix � , key generation parameters K 1 , 

secure hash function H . 

2. Generate sparse support set s v and permutation vector p , and exchange the 

corresponding entries in s v and p . 

3. Calculate energy encryption function c i with and K 1 . 

4. Calculate the cipher text and authentication tag after CS encryption 

method y = �� ˆ θ ′ 
i , T 1 = H ( y i ), T 2 = H ( c i ). 

3.3.5. Ciphertext fault-tolerant control processing 

The user sets the number of data groups t and fault tolerance α

according to the failure probability of each cloud server. Then the 

user calculates the data length m and shift length k of each group 

m = 
(αt − t + α) · y 

at 
(15b) 

k = 
y 

t 
(16) 

Finally, the user sends ( y i ,c, T, s v ) 
T to the multi-cloud servers, 

where y i represents the grouped data after fault-tolerance process- 

ing. 

3.3.6. Anonymous authentication and session key distribution 

When user U i wants to subscribe the information stored in the 

cloud server, U i randomly selects a i ∈ Z ∗n and calculates X i = a i · P . 

And U i uses p i ,R i getting from RC to calculate: 

t i = H 2 (x · g 
I D i · P W i ) (17) 

b i = H 3 ( R i ‖ X i ‖ T i ‖ v aild period) (18) 

Here, T i is the user’s current timestamp, and vaildperiod 

represents the authentication vaild time period. Then U i uses 

the private key x i to calculate d i = ( a i + b i ) 
−1 · x i and send 

( R i ,X i ,t i ,d i ,T i ,vaildperiod ) to user U j . User U j first verifies the va- 

lidity of T i and vaildperiod after receiving U i data. For au- 

thenticated user U i , U j brings t i to C ( x ) for anonymous iden- 

tify authentication. If C ( t i ) is equal to C , then U j calculates 

h i = H 1 ( R i ), b i = ( R i ‖ X i ‖ T i ‖ vaildperiod ) and verifies if d i ( X i + b i P ) = h i ·

P pub . If not equal, authentication fails. If equals, U j randomly selects 

a j ∈ Z ∗n and calculates X j = a j · P . And U j uses p j ,R j getting from RC 

to calculate: 

t j = H 2 (x · g 
I D j · P W j ) (19) 

b i = H 3 ( R j ‖ X j ‖ T j ‖ v aild period) (20) 

Here, T j is the user’s current timestamp. U j calculates the ses- 

sion key Sk ij = H 1 ( a j · X i ). And U j uses the private key x j to calculate 

d j = ( a j + b j ) 
−1 · x j and send ( R j ,X j ,t j ,d j ,T j ) to user U i . 

When the subscriber U i receives the U j data, U i first verifies 

the legitimacy of T j and vaildperiod . For authenticated users, U i 

takes t j into C ( x ) to verify that if U j 
′ s anonymous identity value is 

equal to C . If not equal, authentication fails. If equals, U i calculates 

h j = H 1 ( R j ), b j = ( R j ‖ X j ‖ T j ‖ vaildperiod ) and verifies if d j ( X j + b j P ) = h j ·

P pub . If equals, U i calculates the session key Sk ij = H 1 ( a i · X j ). Other- 

wise, authentication fails. 
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3.3.7. Decryption key distribution and cloud server authentication 

After completing the session key distribution, the user U j en- 

crypts the energy encryption key K ′ 1 = S k i j � K 1 , and sends K 
′ 
1 to 

subscriber U i . U i then sends the identity information t i to the cloud 

servers. Cloud servers take t i into C ( x ) to verify that if U i 
′ s anony- 

mous identity value is equal to C . If not equal, authentication 

fails. If equals, the cloud servers use the CS recovery algorithm 

ˆ θi = rec( y i , A ) to calculate each set of energy-encrypted sparse data 

θ ′ 
i . Hereafter, the cloud servers send (θ

′ 
i , c, T , s v ) 

T to U i . 

3.3.8. Fault-tolerant processing 

In the process of sending ciphertext data, if the previous 

d −1( d −1 ≤ t · α) cloud servers fail, according to the designed 

fault-tolerance method, the user only needs to obtain [ d, d + ( t ·

α −1)] group data. Note that when d + ( t · α −1) > t , the grouped 

data to be acquired are [ d, t ] and [1, d + ( t · α −1)( modt )]. Through 

the method above, all the information of the original data can be 

obtained from the partial cloud server. 

In the process of sending ciphertext data, if any consecutive 

d −1( d −1 ≤ t · α) cloud servers fail, according to the designed 

fault-tolerance method, the user only needs to obtain the [ d ′ , 2 d ′ −

t] group data starting from the next d ′ of the missing data. Note 

that when 2 d ′ − t > t , the grouped data to be acquired are [ d ′ , t ] 

and [1 , 2 d ′ − t ( mod t )] . Through the above method, all the infor- 

mation of the original data can be obtained from the partial cloud 

server. 

3.3.9. Ciphertext decryption 

The user first locally calculate the verification tag T ′ using 

hash function H by T ′ 1 = H( y i ) , T 
′ 
2 = H( c i ) . Then the user verifies 

whether T ′ 1 = T 1 and T 
′ 
2 = T 2 or not. If equal, the user calculates 

energy encryption key K 1 = S k i j � K ′ 1 and energy value of sparse 

data ‖ θi ‖ 
2 
2 = c i � K 1 using the obtained session key Sk ij and en- 

ergy value c . And then the user restores the original support set 

s ( s v ( i )) = s ( p ( i )) using the obtained per vector p . Finally, the user 

calculates the original date by: 

x = � ˆ θi · ‖ θi ‖ 
2 
2 (21) 

Note that permutation of the support set only changes the po- 

sition of the sparse data, and the size of the sparse data is not 

changed. Therefore, the energy value of the sparse signal is always 

the same. The decryption process is shown in Algorithm 2 . 

Algorithm 2 Ciphertext Decryption. 

1. Inputs: permutation vector p , energy encryption function c , session key 

Sk ij , hash function H , energy encryption key K 
′ 
1 . 

2. Calculate the verification tag T ′ 1 = H( y i ) , T 
′ 
2 = H( c i ) and verifies whether 

T ′ 1 = T 1 and T 
′ 
2 = T 2 or not. If equal, perform the next step, otherwise 

terminate. 

3. Calculate energy encryption key K 1 and energy value of sparse data ‖ θ
′ 
i ‖ 

2 
2 

with Sk ij and c respectively. 

4. Obtain the original support set s v permutation vector p . 

5. The user calculates the raw data x locally with � and ‖ θi ‖ 
2 
2 . 

3.3.10. Revocation, recovery and add algorithms 

Assume that the revoked users or cloud servers set is 

�= { U i 1 , U i 2 ,..., U im },1 ≤ m ≤ n , RC first removes the revocation set 

� from the anonymous authentication function C ( x ), then selects 

C ′ , λ′ ∈ Z ∗q , changes and broadcasts the anonymous authentication 

function C ′ (x ) = C ′ + λ′ ∏ N 
i =1 (x − s i ) and C 

′ . Keys and identities of 

other users or cloud servers remain unchanged and the plaintext 

can still be obtained according to the above decryption algorithm. 

To recover some users or cloud servers who have been revoked, 

The RC only needs to add the identity information corresponding 

to the recovery users or the cloud servers to the anonymous au- 

thentication function C ( x ). Unrevoked users or cloud servers do not 

need to update identity information. 

When a new user or cloud server sends a registration request, 

according to the above registration process, RC adds the registered 

new user or cloud server’s identity information to anonymous au- 

thentication function C ( x ), while other users’ keys and identity in- 

formation remain unchanged. 

4. System analysis 

In this section, we provide detailed proof of the security of the 

proposed protocol in the random oracle model. The random oracle 

model assumes that the hash function is actually a true random 

function and it produces a random value for each new query. 

4.1. Adversarial model 

In this section, we describe the capabilities of an adversary and 

list security requirements of a mutual authentication and key ex- 

change protocol. An adversary A is a probabilistic polynomial time 

machine. We allow A to potentially control all communications in 

the proposed protocol via accessing to a set of oracles as described 

below. Let α ∈ { U, S } and �m 
a be the m th instance of α. 

• Extract( ID α): In this query model, the corresponding private key 

can be obtained by the identity ID α . 

• Send( �m 
a , M): This query models that an adversary A can send 

a message M to the oracle �m 
a . When �m 

a receives M, according 

to the proposed protocol, it makes the computations and gives 

the answers. 

• H i ( m i ): When an adversary A makes this hash query with the 

message m i , the oracle �
m 
a returns a random number r i and 

records ( m i ,r i ) into a list L H i ,where i = 1, 2, 3 and list is initially 

empty. 

• Corrupt( ID α): An adversary A can issue this query to the oracle 

and get back the user/server private key from RC. 

• Secret( �m 
a ): With this query, the corresponding user/server se- 

cret value can be obtained by the adversary. 

• Test( �m 
a ): The adversary A is allowed to send a Test query to 

the oracle �m 
a . On receiving a Test query, �

m 
a chooses a bit b ∈ 

{0, 1} and returns the session key if b = 1, otherwise outputs a 

random string SK ∈ Z ∗q as the session key. 

Definition 1 (AKA-secure) . The authenticated key agreement 

(AKA) advantage is defined as 

Adv 
aka 
p (A ) = | 2 P r[ Asucceeds ] − 1 | 

where Pr [ Asucceeds ] is the probability of A wins the game. We say 

the protocol P is AKA-secure if Adv aka p (A ) is negligible . 

In an execution of protocol Pr [ Asucceeds ], we say adversary A 

violates client-to-server authentication if A can fake the authenti- 

cator ( R i ,X i ,t i ,d i ,T i ,vaildperiod ). We denote this event and its proba- 

bility by C2S and Pr[C2S] separately. Similarly, we say adversary A 

violates server-to-client authentication if A can fake the authenti- 

cator ( R j ,X j ,t j ,d j ,T j ). We denote this event and its probability by S2C 

and Pr(S2C) separately. 

Definition 2. We say protocol P is mutual authentication-secure 

(MA-secure) if both Pr[C2S] and Pr[S2C] are negligible. 

Theorem 1. In our protocol, both Pr[C2C] are negligible then our 

scheme is MA-secure. 

Proof. If there is an adversary A can violate the client-to-client au- 

thentication, that is, Pr[C2C] is non-negligible, then we can con- 

struct an algorithm F to solve the DLP. 
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Given a DLP an instance ( P, Q ), F picks at random I, J ∈ {1, 

2, ..., q u }, guessing that A will generate a legal U I 
′ s message 

( R U I , X U I , t U I , d U I , T U I , v alid period ) to authentication with the client 

U J . And F lets the public P pub be Q and generates other param- 

eters described in Section 3 . Then F gives the system parameter 

( G 1 , G 2 , n, C, C x , P, P pub , Z ∗n , H 1 , H 2 , H 3 ) to A, and answers A’s queries 

as follows. 

– Extract ( ID α) − queries: F maintains a list L E of form ( ID α , S α , C x ), 

which is indexed by ID α and initialized empty, where α ∈ U . 

On receiving the queries with ID α , K α , PW α , F looks up L E . If ID α

is in L E , F will do nothing. Otherwise, F generates two random 

numbers a, b ∈ Z ∗n and computes the registered private key 

R α = K α + a · P pub + b · P , x̄ α = b, h α = H 1 ( R α ) ← −a mod n 

p α = b · g I D α , S α = H 2 ( p α · P W α ) 

Then F adds S α to the list L E and responds with ( R α, ̄x α, p α ) . It 

is easy to say the equation x̄ α · P = h α · P pub + R α holds where x α = 

x̄ α + k α . 

– H 3 − queries: F maintains verify information L 3 of form 

( h α , T α , t α , C, C ( x ), validperiod ).When A queries the oracle H 3 on 

( T α , t α , validperiod ). F responds as follows : if T α , validperiod is le- 

gal and C ( t α) = C , then F responds with h α; otherwise, F ran- 

domly chooses h α ∈ Z ∗n that has not been chosen by F , and in- 

serts ( h α , T α , t α , C, C ( x ), validperiod ) into L 3 and responds with h α . 

– H i − queries: F maintains verify information L i of form ( m i ,h i ), 

which is initialized empty, where i = 1,2. On receiving the 

queries, F looks up L i . If ( m i ,h i ) is on the list L i , F responds with 

h i . Otherwise, F generates a random number h i , adds ( m i ,h i ) to 

L i and responds with h i . 

– Send − queries : 

• When adversary A makes a Send (�m 
a , 

′ start ′ ) query to 

the oracle, F responds as follows: If C( t α ) = Cand t α � = t U I , 

F responds with ( R α , X α , t α , d α , T α , validperiod )according to 

the description of protocol, since F knows k α , x̄ α and 

x α of the client U α; otherwise, F generates a random 

number t U i ∈ Z ∗n , computes X U i = t U i · P and defines d U i ← 

d U i ( X U i + b U i P ) = R U i + h U i P pub .And then F responds A with 

( R U i , X U i , t U i , d U i , T U i , v alid period ) . 

• Else F answers A ’s send-query as the description of the pro- 

tocol, because F knows the private e key and secret value of 

other users. 

– Corrupt − queries : When A queries ( ID α , K α , PW α), F responds 

with ( r α, ̄x α, p α ) . 

– Secret − queries : if t U i � = t U I , F responds with the secret value d U i ; 

otherwise, F cancels the game. 

– Reveal − queries : When the adversary A makes a Reveal �m 
a 

query, F responds as follows. If �m 
a is not accepted, F responds 

with ⊥ . Otherwise F checks L 3 and responds with the corre- 

sponding h 3 . 

Then, F can simulate the protocol perfectly under the ran- 

dom oracle model. Suppose A does outputs a legal U i 
′ s message 

( R U i , X U i , t U i , d U i , T U i , v alid period ) to authentication with the client 

U J . Because I, J ∈ {1, 2, ..., q u } then the events i = I and j = J hap- 

pen with the same probability of 1/ q u . Then A generates a le- 

gal U i 
′ s message ( R U i , X U i , t U i , d U i , T U i , v alid period ) to authentication 

with the client U J with the probability η = ε/ q u q u and η is non- 

negligible. 

The tuple ( R U I , X U I , d U I ) can be considered as the signa- 

ture of the message ( R U I , X U I , T U I , v alid period ) . The Forking Lemma 

[22] adopts the ‘oracle replay attack’. If A can find a valid sig- 

nature ( R U I , X U I , d U I ) for message ( R U I , X U I , T U I , validperiod ) with a 

non-negligible probability η, then A can generate another two valid 

message signature ( R U I , X U I , d 
′ 
U I 

) and ( R U I , X U I , d 
′′ 

U I 
) with probability 

at least η/2 such that 

d U I ( X U I + b U I · P ) = R U I + h U I · P pub 

d ′ U I ( X U I + b ′ U I · P ) = R U I + h U I · P pub 

d 
′′ 

U I 
( X U I + b 

′′ 

U I 
· P ) = R U I + h U I · P pub 

where h U I = H 1 ( R i ) , d 
′ 
U I 

and d 
′′ 

U I 
are two hash values from H 3 . Let 

X U I = a U I · P , R U I = K U I + r U I · P and P pub = Q , we have 

d U I ( a U I + b U I ) · P = ( r U I + k U I ) · P + h U I · P pub 

d ′ U I ( a U I + b ′ U I ) · P = ( r U I + k U I ) · P + h U I · P pub 

d 
′′ 

U I 
( a U I + b 

′′ 

U I 
) · P = ( r U I + k U I ) · P + h U I · P pub 

In these equations, only a U I , r U I , k U I are unknown to F. F solves 

these values from the above three linear independent equations, 

and outputs k U I as the solution of the discrete logarithm problem. 

Therefore, F can solve the DLP with a non-negligible probability. 

Therefore, Pr(C2C) is negligible and the proposed protocol can pro- 

vide the client-to-client authentication. Through the same method, 

we can prove that Pr(C2C) is negligible and the proposed protocol 

can provide the client-to-client authentication if the DLP is hard. 

Theorem 2. Assume that an adversary A can guess the value b in- 

volved in the Test-query with a non-negligible advantage ε. Then we 

can construct an algorithm F from A to solve the computational Diffie- 

Hellman problem. Therefore, our scheme is AKA-secure. 

proof. Suppose that an adversary A can win the game described in 

previous Section with non-negligible probability ε. Then, we can 

use the ability of A to construct an algorithm F solving the CDH 

problem. 

Let q U ,q se , and q h be the total number of user, number of ses- 

sion and number hash queries. Suppose F is challenged with a 

CDH problem instance P 1 = aP, P 2 = bP and is tasked to compute 

abP , where F does know the value of a, b. F picks x ∈ Z ∗n , l 1 , l 2 ∈ 

{1, ..., q Se }, I, J ∈ {1, ..., q U }at random, and gives ( G 1 , G 2 , n, C, C x ,P, 

P pub = xP, Z ∗n , H 1 , H 2 , H 3 ) to A as the public parameters. Then F an- 

swers A ’s queries as follows. 

– Extract ( ID α) − queries : Oracle responses similar to Theorem 1 . 

– H 3 − queries: F maintains verify information L 1 of form 

( h α , T α , t α , C, C ( x ), valid period ). When A queries the oracle H 3 on 

( T α , t α , valid period ). F responds as follows : if T α , validperiod is le- 

gal and C ( t α) = C , then F responds with h α; otherwise, F ran- 

domly chooses h α ∈ Z ∗n that has not been chosen by F , and in- 

serts ( h α , T α , t α , C, C ( x ), validperiod ) into L 1 and responds with h α . 

– H i − queries: F maintains verify information L 1 of form ( m i ,h i ), 

which is initialized empty, where i = 1,2. On receiving the 

queries, F looks up L i . If ( m i ,h i ) is on the list L i , F responds with 

h i . Otherwise, F generates a random number h i , adds ( m i ,h i ) to 

L i and responds with h i . 

– Send − queries : 

• if adversary A makes a Send query (�m 
a = �

l 1 
U i 

) and M = λ, F 

generates a random number a U i ∈ Z ∗n , computes X U i = a U i · P 

and defines d U i ← d U i ( X U i + b U i P ) = R U i + h U i P pub . And then F 

responds A with M 1 = ( R U i , X U i , t U i , d U i , T U i , v alid period ) . 

• Else, if (�m 
a = �

l 2 
U j 

) and M = M 1 , F checks if the equa- 

tion d U i ( X U i + b U i · P ) = R U i + h U i · P pub and C( t U i ) = Cholds. 

If the equation does not hold, F stops the session. Oth- 

erwise, generates a random number a U j ∈ Z ∗n , com- 

putes X U j = a U j · P 2 and defines d U j ← d U j ( X U j + b U j P ) = 
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R U j + h U j P pub . And then F responds A with M 2 = 

( R U j , X U j , t U j , d U j , T U j , v alid period ) . 

• Else, if (�m 
a = �

l 1 
U i 

) and M = M 2 , F checks if the equa- 

tion d U j ( X U j + b U j · P ) = R U j + h U j · P pub and C( T U j ) = Cholds. If 

the equation does not hold, F stops the session. Otherwise, 

accepts the session. 

• Else F answers A ’s Send queries as the description of the 

protocol, because F knows the private e key and secret value 

of other users. 

– Corrupt − queries : When A queries ID, F responds to the corre- 

sponding registration information. 

– Secret − queries : if t U i � = t U I or t U j � = t U J , F responds with the se- 

cret value d U i or d U j ; otherwise, F cancels the game. 

– Reveal − queries : When adversary A makes a �m 
U i 

query, F re- 

sponds as follows. If �m 
U i 

is not accepted or the session key of 

�m 
U I 

and �m 
U J 

is queried, F responds with ⊥ . Otherwise F checks 

L 3 and responds with the corresponding h 3 . 

– Test-query: if the query is not between �
l 1 
U I 

and �
l 2 
U I 
, then F 

cancels the game; otherwise F flips an unbiased coin b and 

returns the session key if b = 1, otherwise outputs a random 

string SK ∈ Z ∗n as the session key. 

Simulation of F is perfectly indistinguishable from the proposed 

protocol excepting in the following cases: d U I ← d U I ( X U I + b U I P ) = 

R U I + h U I P pub and d U J ← d U J ( X U J + b U J P ) = R U J + h U J P pub cannot be 

done in the Send queries, respectively. Indeed, b U I and b U J are two 

values from H 3 , d U I and d U J are two elements from Z ∗n . This simu- 

lation with the failure probability is less than 
2 q se q h 
n q U 

. 

The probability that A chooses �
l 1 
U I 

as the Test oracle is 1/ q U q se . 

In this case, A would not have made Reveal �
l 1 
U I 

or Reveal �
l 2 
U J 

queries, and so A would not have aborted. If A can win in such a 

game, then A must have made the corresponding H 1 query of the 

form H 1 ( K ij ). if �
l 1 
U I 

is the initiator oracle with overwhelming prob- 

ability because H 1 is a random oracle. Thus, A can find the corre- 

sponding item in the H 1 -list with the probability 1/ q h and output 

( a U I a U J ) 
−1 K IJ as the solution to the CDH problem. Therefore, if the 

adversary computes the correct session key with non-negligible 

probability ε, then the probability that F solves the CDH prob- 

lem is ( ε/ q U q se q h ) − (2 q se q h / nq U ) which is non-negligible. Therefore, 

Adv aka p (A ) is negligible and the proposed protocol can provide the 

AKA-security. 

Through the similar method, we can prove our scheme could 

provide forward secrecy property. We describe it as the following 

theorem. 

Theorem 3. Our protocol has the perfect forward secrecy property if 

the CDH problem is hard. 

Proof. According to Theorem 2 , the session key in our protocol de- 

pends not only on the registered private key but also on the secret 

value of the user. On the other hand, we prove in Theorem 2 that 

our protocol is still secure even if the registered private key is 

leaked. Therefore, our protocol can offer perfect forward security. 

In addition, our scheme withstands the following possible attacks 

for multi-server environment. 

Replay attack : In our scheme, replaying a message of previous 

session into new session is invalid, because the user’s in the mu- 

tual authentication generate different nonce values T i andvaildperiod 

in each new session, which make all messages dynamic and valid 

for the session only. 

Malicious user attack: Although the client user U i can compute 

the secret key x i by x̄ i and k i , he/she cannot derive x and r i from x̄ i 
because he/she ca not solve the DLP. 

Malicious server attack : In our solution, the server can’t imper- 

sonate other servers to attack, because each server needs to regis- 

ter identity information in the RC. Once it pretends to be another 

server, it cannot pass the identity information verification. 

Impersonation attack : In the proposed scheme, the adversary 

Eve may construct a valid login message from the previous login 

message ( R i ,X i ,t i ,d i ), where the secret key k i is embedded in R i . 

However, Eve cannot derive the secret key k i from R i on the se- 

curity of CDLP. Thus, Eve cannot construct a valid message without 

knowing k i . In this case, the user forgery attack will fail. 

Known session key security: We call a protocol is session key se- 

curity, if an adversary knowing some previous session keys cannot 

get the session keys of the current round in the key agreement 

protocol. In our protocol, the agreed session key relies on the one- 

way hash function h (.) and secrets values selected by mutual au- 

thentication users. The output of the hash function is distributed 

uniformly in {0, 1} k . In other words, one session key is indepen- 

dent with the others. Besides, the session secrets are generated 

with the random value a i ,a j . Thus, even one session’s secrets are 

revealed, the other session secrets will remain safe. 

User reparability : In practical applications, if the client operator 

cannot log in to the service server by submitting the identity and 

password corresponding to the mobile device, the access is denied. 

When this happens, the user only needs to re-select the PW i and 

send it to the RC for registration, and the user’s real identity ID 

does not need to be changed. Therefore, our solution can complete 

the re-registration of the user identity without changing the user’s 

real ID in this situation. 

5. Experimental simulation 

We conduct a simulation test on the Intel® Core(TM) i3-6100 

CPU @ 3.70 GHz in DELL. We use one-dimensional cosine signals 

and two-dimensional image signals to simulate the scheme. The 

simulation is mainly carried out in three aspects: time, space and 

recovery quality under different com pression ratios. The results il- 

lustrate that the proposed compressed sensing fault-tolerant en- 

cryption scheme for key sharing is secure and feasible. 

First of all, we use the cosine function to test the security 

performance of our scheme. To be more representative, we select 

four cosine functions with different frequencies and amplitudes for 

the simulation test. Note that in the experimental simulation, the 

tested the signal length is 120 and the compression ratio is 0.5. 

The four sets of simulation results in Fig. 4 correspond to four dif- 

ferent cosine functions. The first one on the left represents the 

original signal figure, the second represents the encrypted signal 

figure, the third represents the comparison of the original signal 

with the decrypted signal, the fourth represents the comparison of 

the unsubstituted decryption signal with the decrypted signal, and 

the fifth represents the comparison of the decrypted signal with 

the original signal. Note that due to the inherent nature of com- 

pressed sensing, we can maintain good recovery by saving only 

large projected sparse values. In order to balance the loss of re- 

covered signal quality and storage space, we set the appropriate 

projection threshold. After simulation, we can recover the cosine 

signal of length 120 with high quality by saving only 6 sparse val- 

ues. 

By comparing the original signal with the encrypted signal, we 

can see that the signal after the encryption has been completely 

distorted. So even if a malicious attacker could get the cipher- 

text, he cannot find any similarity or association with the plain- 

text. In order to further prove the importance of the energy en- 

cryption process in our scheme, we give the third column chart 

which shows the comparison of the recovered decrypted signal and 

the recovered signal without energy decryption. Obviously, we can 

see from the comparison that the recovery signal without decryp- 

asus
Highlight
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Fig. 4. Simulation comparison of different curves. 

tion is completely different from the original signal. Therefore, if 

the ciphertext is not decrypted, no information of the original data 

can be obtained even if the malicious eavesdropper obtains the CS- 

recovered signal. This is because after energy normalization, the 

energy of each signal is protected. If the energy decryption opera- 

tion is not performed, the recovered signal values are nearly zero. 

From the fourth column, we can see that the unsubstituted de- 

crypted signal is completely distorted. From the fifth column, we 

can find that the signal curve recovered basically coincides with 

the original signal curve. This result shows that our program has 

very good recovery effect. Therefore, our scheme can achieve good 

data security performance. 

Table 1 shows the relative error of the above four cosine curve 

at different com pression ratios, and it is the average result from 

100 simulation tests. From the results in Table 1 , it can be seen 

that when the compression ratio is 0.5, the relative error of all 

the recovery curves is controlled within 5%. Moreover, when the 

compression ratio is 0.6, the simulation test results show that the 

best relative error is only 0.1%. This means that our solution can 

maintain good recovery characteristics, which is extremely impor- 

tant in practical applications. More encouragingly, the relative error 

Table 1 

Relative error of different curves under different compres- 

sion. 

CR 0.2 0.3 0.4 0.5 0.6 

(a) 0.1264 0.0998 0.0733 0.0505 0.0305 

(b) 0. 0533 0.0463 0.0207 0.0112 0.0064 

(c) 0. 0529 0.0446 0.0313 0.0128 0.0089 

(d) 0.1103 0.0400 0.0070 0.0034 0.0017 

of the recovery curve decreases as the complexity of the test curve 

increases. This shows that our scheme has better applicability in 

testing huge amounts of data, and it is very suitable in IOT and 

cloud encryption system. 

Fig. 5 (a)–(d) show the comparison of simulation results for dif- 

ferent images of size 256 ×256. Each column of images includes 

the original image, the encrypted image, the undecrypted recov- 

ered image, the unsubstituted decryption signal and the decrypted 

recovered image, respectively. It can be seen from the compari- 

son that the recovered image has high similarity with the origi- 

nal image, and the simulation results show that the PSNR of the 
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Fig. 5. Simulation comparison of different images. 

recovered images after decryption of the above four groups of im- 

ages exceeds 30db, which indicates that the quality of the recov- 

ered images are very high. And it is clear that the encrypted im- 

age is completely different from the original image. From the third 

column, we find that the image without energy decryption can- 

not display any information of the original image at all. This il- 

lustrates that our scheme’s energy encryption algorithm has good 

encryption performance for image signals. Similarly, the unsubsti- 

tuted decrypted signal also does not display the original image in- 

formation. Therefore, our scheme can also protect the security of 

media images. 

Fig. 6 shows the PSNR values of the undecrypted, unsubstituted 

and correctly decrypted of the four images at different compres- 

sion ratios. From the figure above, the PSNR value of the restored 

image is very low when no replacement operation is performed. 

Similarly, if the energy decryption operation is not performed, the 

original image cannot be restored correctly. Therefore, the replace- 

ment operation not only saves storage space but also provides cer- 

tain security. Moreover, by setting an appropriate threshold, our 

scheme can achieve a better recovery effect when the compression 

ratio is 0.3. 

To further illustrate the reduced space complexity of using re- 

placement, we present a comparison of the space occupied by 

high-dimensional information after sparseness in Fig. 7 . Here, 

we set appropriate thresholds to balance the relationship be- 

tween space and restoration quality. It can be seen from the 

results that after using the permutation replacement method, 

the space complexity of the sparse signal matrix decreases by 

at least two thirds and at most four fifths. Therefore, the 

use of permutation replacement can greatly reduce the loss of 

storage space, making our solution available for practical IOT 

applications. 
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Fig. 6. Comparison of PSNR among Images of undecrypted, unsubstituted and decryption. 

Fig. 7. Space comparison of replacement and non-replacement. 

Table 2 shows the PSNR of the recovered image at different 

compression ratios for different CS encryption schemes. The com- 

parison shows that the recovery effect of our scheme is much bet- 

ter when the compression ratio exceeds 0.3. The quality of the im- 

age recovered more than 30db and this means our scheme can 

Table 2 

PSNR(db) comparison of different CS encryption (CSE) Schemes. 

Lena(256 ×256) 

CR 0.2 0.3 0.4 0.5 0.6 0.7 

CSE [6,8] 15.63 20.40 24.61 27.51 29.11 30.11 

Kryptein [11] 24.81 26.97 29.62 30.76 31.19 33.55 

Scheme [12] 28.34 30.43 31.21 31.21 31.21 31.21 

Our scheme 28.02 30.60 33.16 35.24 37.54 39.77 

achieve a good recovery effect. Com pared with other schemes, our 

scheme maintains good recovery performance with very low com- 

pression ratio. So, our scheme can guarantee good recovery perfor- 

mance while ensuring image security. 

Table 3 gives a comparison of the client encryption time T c lient 
and the server-side decryption time T cloud in the system scheme. 

Table 3 

Time consumption at different compression ratios. 

CR 

Time(s) 0.2 0.3 0.4 0.5 0.6 

T c lient 0.0 0 09 0.0039 0.0037 0.0040 0.0051 

T cloud 0.71 1.39 2.82 4.61 7.48 
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Fig. 8. Comparison of PSNR gain. 

Here T cloud includes decryption, error control, and operation to re- 

sume the permutation. 

Fig. 8 gives the PSNR of the recovered images when lena, cam- 

eraman, boat and house four different images are not encrypted 

and encrypted with our scheme. we can see that the recovery ef- 

fect of our encryption scheme is better than that of no encryp- 

tion. And our scheme still maintains certain recovery characteris- 

tics in the case of low compression ratios, while the CS method 

in non-encryption does not recover any image information at the 

compression ratio below 0.3. In order to clearly demonstrate the 

advantages of our solution, we provide detailed PSNR gains in 

Table 4 . 

Table 4 

Comparison of PSNR of the recovered images in different schemes. 

Image CR No encryption Our scheme PSNR gain Average 

Lena 0.3 22.07 30.60 8.53 8.62 

0.4 24.60 33.16 8.56 

0.5 27.38 35.24 7.86 

0.6 28.92 37.54 8.62 

0.7 30.25 39.77 9.52 

Cameraman 0.3 18.40 26.22 7.82 7.34 

0.4 20.85 28.33 7.48 

0.5 23.16 29.83 6.67 

0.6 24.39 31.56 7.17 

0.7 25.67 33.25 7.58 

Boat 0.3 20.15 29.02 8.87 10.33 

0.4 22.64 31.96 9.32 

0.5 24.27 34.16 9.89 

0.6 25.79 36.87 11.08 

0.7 27.38 39.88 12.5 

House 0.3 22.66 31.39 8.73 8.27 

0.4 25.55 33.71 8.16 

0.5 27.56 34.89 7.33 

0.6 28.71 37.32 8.61 

0.7 30.68 39.19 8.51 

6. Conclusion 

In this paper, we use CS in the IoT cloud system, and design 

the methods of identity authentication, information authentica- 

tion and ciphertext energy encryption to provide a secure solution 

when faced with the three major security threats in the IoT system. 

Moreover, we implemented the method of key sharing between 

users and proved that the method can resist multiple attack meth- 

ods. In order to make the scheme better applicable to the actual 

IoT system, we have designed two fault-tolerant models, which can 

set the appropriate fault-tolerant probability method to make the 

ciphertext transmission more secure and reliable according to the 

probability of cloud server failure in the actual IoT cloudy system. 

Meanwhile, the method of replacing random matrix with replace- 

ment vector can save a lot of storage space and maintain high re- 

covery quality. Therefore, our solution can not only improve the 

security protection of private data in the IoT cloud system, but 

also reduce the transmission bandwidth and save a lot of stor- 

age space. And it has a wide application range under the frame- 

work of virtual currency, internet of things and cloud encryption 

systems. 
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