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ABSTRACT

This paper proposes a secure offline electronic (e-) payment scheme by adopting Schnorr’s untraceable blind
signature (BS). Thereby, to satisfy the essential security requirements of e-payment systems, it requires much
more simple computations and becomes more practical than many existing schemes. Other considerations are:
to prevent the forgery of e-coin, the Bank is only the lawful entity to produce the valid e-coin; and others can
verify its correctness. To confirm no swindling, the e-coin owner also sticks her private signing key with the
e-coin before spending it as the payment. Hence, through the commitment with challenge-response of Schnorr’s
BS, the merchant can verify the spent e-coin, and the trusted authority can identify the dishonest spender if
multiple spending occurs. Moreover, it embeds three distinct information of date, namely expiration, deposit, and
transaction dates with every e-coin. Thereby, it minimizes the size of the Bank’s database, correctly calculates the
interest of the e-coin, and helps in arbiter if multiple spending, respectively. Finally, it evaluates the performance
and analyzes essential security requirements of the proposed scheme, plus studies a comparison with existing

ones.

1. Introduction

The advancement of computing technologies is targeting to substi-
tute paper cash by electronic (e-) cash, hard wallet by e-wallet [1], etc.
By deploying cryptographic protocols along with distributed computing
systems, the e-payment system arranges the trading between a customer
and a merchant through e-coin. As involved parties do not need to com-
municate face to face, it saves their time and conveyances. Recently,
various computer apps are also aiming to ensure the convenient and
faster transfer of funds based on near field communication (NFC) tech-
nique to facilitate the Bank by reducing its costs and usage of cheques
[2]. However, vulnerabilities identified in these apps, e.g., forgery of
the cash, unauthorized access, illegitimate handling, attempt for multi-
ple spending, etc., have compromised their privacy issues. In contrast,
cryptography-based e-payment systems, capable enough to maintain the
privacy and confidentiality issues of involved entities, have drawn the
attention of researchers.

Based on the mode of connectivity of the 3rd party (e.g., the Bank,
the trusted central authority (CA), etc.) within the system, broadly, the
category of e-payment system is either online or offline. In an online
system [3-7], usually, the Bank can check transactions between a cus-
tomer and a merchant instantaneously. Thereby, the Bank can identify
any illegal trade and can control it easily. However, it turns the sys-
tem to the bottleneck situation owing to vast real-time security check-
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ing for transactions and sacrifices the anonymity of customers at some
level. Conversely, the offline system [8-11] does not allow the simul-
taneous presence of any 3rd party during the trading. Additionally, it
enables the merchant to deposit his earned e-coin safely to his corre-
sponding Bank account (A/C) at a preferable time. Thereby, an offline
system leads to less congestion. Furthermore, the offline mode remains
in two categories, i.e., identified and anonymous. The stunning feature
of the anonymous system is maintaining the privacy of every honest
customer. Here, the customer is anonymous against the merchant, the
Bank, the CA, or any other 3rd party during payment as long as she
acts legitimately, i.e., she does not do any fraud transaction. Hence, re-
search on the anonymous offline system has drawn a great attention.
An e-payment scheme suitable for practical trading must satisfy security
requirements such as anonymity, unlinkability, unforgeability, multiple
spending check, no-swindling, no impersonation, no framing, fraudster
control, conditional traceability, offline payment, date attachability, etc.
[8,12,13,14,15].

A Schnorr’s blind signature (BS) [16] based offline e-payment
scheme proposed in this paper outperforms the efficiency and security
of many schemes, e.g., Hwang et al.’s RSA BS based offline one proposed
in [14]. The reason is, Schnorr’s BS uses much more simple computa-
tions to ensure untraceability. Thus, the proposed scheme becomes effi-
cient by providing anonymity of the customer via reduced calculations.
It also ensures unlinkability between the e-coin and its owner, i.e., no
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one except the e-coin owner can know this link. Although the number
of existing BS protocols in the territory of cryptography is large, most of
them cannot maintain untraceability fairly and inexpensively. However,
Schnorr’s BS is provably secure, efficient, and it possesses characteris-
tics of a standard BS protocol [16]. Moreover, its’ strength relies on
the hardness of discrete logarithm problem (DLP), and the developed
scheme uses the RSA algorithm to ensure confidential communication.
Additionally, every e-coin holds three distinct information of date, i.e.,
the expiration, the deposit, and the transaction dates. Among them, the
expiration date assists in minimizing the size of the Bank’s database,
the deposit date aids in estimating the interest of the e-coin precisely,
and the transaction date helps to arbitrate if any multiple spending
occurs.

The structure of the remaining portion of this paper is as follows:
Section 2 studies related works. Section 3 explains the required security
components. Section 4 illustrates the configuration and the individual
protocols of the developed scheme. Next, Section 5 presents the experi-
mental and security analyses. Finally, Section 6 concludes the paper.

2. Related works

In the domain of e-commerce research, numerous e-payment
schemes are available. Cryptanalysis of most of these schemes also is
done. The scheme proposed in [17] was the first initiative as an offline
e-payment system, and it was developed based on the notion of a BS
along with the cut-and-choose protocol. However, cryptanalysis of it
[18] revealed that during the payment, the involved entities, i.e., the
Bank, the customer, the merchant, etc. need to exchange a vast amount
of data which degrades its efficiency. Later on, several schemes, e.g.,
[19,20,21], etc. attempted to overcome the flaws of the cut-and-choose
protocol. Some other proposed schemes, e.g., [8-11,22], etc. also aimed
to satisfy the requirements of an ideal offline e-payment system. How-
ever, cryptanalysis of them also proved their inefficiency and suscepti-
bility to certain significant security flaws, e.g., schemes [8,10,23] that
introduced divisibility and transferability of e-coin became practically
useless. The reason is, the transaction history glued to e-coin for detect-
ing the scam payment [14] will increase the size of the e-coin and it
may restrict the number of transactions to control the size of the e-coin.

The offline e-cash scheme known as Mondex proposed in [21] ex-
ploited the public key cryptosystem, implemented for payment card’s
microchip, and still, MasterCard Inc. exercises it. However, the customer
needs to disclose her identity while purchasing a Mondex card, which
demolishes her anonymity. The scheme proposed in [19] introduced the
presence of a trusted 3rd party. Additionally, to manage the congestion
overhead during payment, it refrains the Bank from a continuous con-
nection within the system, but cryptanalysis identified its weakness, e.g.,
erroneous representation of the customer’s identity. Later on, several
schemes proposed in [22,24], etc. suggested some solutions to the flaw.
The method proposed in [25] engaged the Bank rather than the trusted
3rd party for revealing the identity of a dishonest customer who commit-
ted a double spend of its e-coin. But the involvement of the Bank creates
new security flaws such as the possibility of knowing the link between
the e-cash and its owner by an issuer Bank or by an attacker [26]. Herein,
the attacker intrudes within the issuer Bank’s system by collecting infor-
mation about withdrawal and deposit transactions. Employing ElGamal
digital signature (DS) and RSA BS, the scheme proposed in [12] aimed
to maintain security against various possible frauds. However, the crypt-
analysis also identified several flaws such as it cannot prevent multiple
spending and forging the expiration date. Although the scheme devel-
oped in [8] attempted to solve those flaws, it failed because the Bank is
unable to trace the real identity of the attacker when double spending
is detected [27].

Utilizing the automorphic BS, the group BS, and the Groth-Sahai
zero-knowledge proof (ZKP), the scheme proposed in [28] attained opti-
mal anonymity. It also developed a different structure of the e-coin, i.e.,
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divided the transferred e-coin into two parts, and targeted to overcome
the limitations of most existing transferable optimal sized e-payment
systems. The scheme developed in [29] was the first efficient divisi-
ble e-coin system. It exercised a fixed period for the withdrawal and
the payment protocols and appointed the Bank to identify the double-
spending quickly. The scheme proposed in [18] also targeted to fulfill
transferability, divisibility, etc. security requirements. It was developed
for mobile devices and based on ElGamal DS along with Schnorr’s iden-
tification protocol. The scheme proposed in [30] adopted a new secu-
rity requirement, namely, the change-giving problem (i.e., permitting
an online shop to give a change of e-cash to the customer) alongside the
usual ones. Here to settle the change-giving issue and to conduct the
withdrawal protocol, it utilized an existing group BS protocol. Another
scheme proposed in [42] exploited the simple partially BS and did not
involve any trusted third party. Due to low computation, it is suitable
for mobile client and smart-card implementation.

The scheme proposed in [31] introduced the Bitcoin and its
blockchain technology, which was the first decentralized digital cur-
rency. Here online transactions occur without the involvement of the
Bank or a trusted 3rd party or any single administrator. Thereby it
reduces the Bank processing charges [32]. Besides, these transactions
are publicly transmitted and recorded in a publicly readable blockchain
ledger [33]. However, Bitcoin can usually support about seven transac-
tions per second, which specifies the inability of blockchain as a high-
capacity and high-frequency payment system [34]. This low transaction
rates in the blockchain systems due to increased transaction costs and
vast network congestion further inspired researchers to apply off-chain
and offline e-payment schemes. The scheme proposed in [2] initiated the
BS to preserve the privacy of users in blockchain. The method proposed
in [33] exploited blockchain to track the relevant transaction constraints
that are used to lessen the chance to be unfair. But it was unable to pro-
vide a real-time guard against a multiple-spending that creates the possi-
bility of an immense scam before any inspection. Moreover, the scheme
proposed in [34] presented a secure, versatile light payment based on
blockchain, which exploited the off-chain and offline payments. It had
inspired the creation of many other new e-cash such as schemes pro-
posed in [36,37], etc.

The analyses of existing BS based offline e-payment schemes show
that lots of them sacrifice untraceability due to multiple spending con-
trol and conditional traceability. Although the scheme proposed in
[14] achieved essential security requirements of e-payment systems, still
it is inefficient. It is based on Hwang et al.’s BS [38], where the underly-
ing computations are significantly expensive. This paper proposes a sim-
plified e-payment scheme by adopting a customized form of Schnorr’s
BS [16]. Thus, it maintains the anonymity of the customer and unlinka-
bility between the e-coin and its owner via more simple computations.
It ensures the anonymity of the customer as long as she spends legally. If
an unfair e-coin transaction is detected, only with the assistance of the
CA, the Bank discloses the identity of the deceitful customer. Among ex-
isting BS protocols, most are unable to satisfy untraceability completely
and cheaply. However, Schnorr’s BS is well-known for its simplicity, am-
ply robust and efficient as well as capable to generate short signatures
[43]. The analyses in [44] also prove its security both in the algebraic
group model and the random oracle model. Thus, it maintains the re-
quirements of an ideal BS scheme. Additionally, the proposed scheme
exploits the RSA algorithm and embeds the information of date within
the e-coin which enable the scheme to satisfy the security requirements
of ideal e-payment systems efficiently.

3. Security components
This section explains the security components required to develop

the proposed e-payment scheme. These are the RSA algorithm and
Schnorr’s BS protocol.
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3.1. RSA algorithm

The framework of both RSA DS and RSA public key cryptosystem
depend on the RSA algorithm. Hence, their working procedure is almost
the same. Usually, in RSA DS, the private key and the public key are
used for signing and verification purposes, respectively. Whereas in RSA
public key cryptosystem, the public key and the private key are used for
encryption and decryption purposes, respectively. Besides, while RSA
DS and RSA public key cryptosystem need to use simultaneously, their
public-private key pairs must be distinct.

3.1.1. RSA digital signature

1 An involved entity A (i.e., the merchant, the customer, the Bank, or
the CA) picks two large-sized primes p, and q4. Now A computes
ny = pa-qa and SV, =1 mod (py— 1)(g4— 1). Then, A keeps (py,
qa, Sa) as the secret signing key and discloses (n,, V,) as the public
verification key.

2 A selects a message m to be signed on it. Now using its’ secret signing
key Sy, entity A itself signs on m as mg = m54 mod n,. Then, mg is
known as the signed message.

3 Afterward, using A’s public verification key V,, anyone (having com-
munication with A) can verify the signed message as m = mg"
mod n,.

3.1.2. RSA public key cryptosystem

1 An involved entity A (i.e., the merchant, the customer, the Bank, or
the CA) picks two large-sized primes p, and q4. Now A computes
ny=p,-4q, and EyDs=1 mod (ps - 1)_(2A — 1). Then, A keeps @,
da, D,) as the secret decryption key and discloses (n,, E,) as the
public encryption key.

2 Someone (having communication with A) selects a plaintext m to be
encrypted. Now using A’s public encryption key E,, it encrypts m by
calculating m, = mF4 mod n,. Then, m, is known as the ciphertext.

3 Afterward, using its secret decryption key D,, A retrieves the plain-
text by calculating m = m,?4 mod n,.

3.2. Schnorr’s blind signature

A BS protocol usually maintains the anonymity of the customer in
an e-commerce scheme. Typically, it allows the signer to sign a blinded
message of the message owner. Usually, a BS is a specialized form of the
DS protocol. Schnorr’s BS is developed by transforming the Schnorr’s
DS [39] comprises of challenge-response between a challenger (i.e., the
message owner) and the signer. Although this BS already exists in [16],
the developed e-payment scheme again customizes it. Hereby, it lets the
customer giving her signature on the merchant’s message m without re-
vealing her identity. It consists of four phases, i.e., initialization, blinding
and signing, verification, and revelation, and they are described below.

1 Initialization: To run the protocol, initially, it chooses two large
primes p and g, such that q|(p-1) (ie., q divides (p-1)). Further, it
chooses a group G known as Schnorr group of prime order q with
generator g. Now it publishes (p, g, g) for involved entities. Besides,
it selects a one-way hash function H, which is also known by as-
sociated entities. The Bank then picks a private signing key s as s €
Z/qZ (it is a multiplicative group of integers modulo q) and publishes
the public verification key y by calculating y = g~° mod p. Moreover,
the customer chooses her secret RSA signing key as S.

2 Blinding and signing: When the customer needs a valid e-coin (i.e.,
message m), she asks a commitment from the Bank. Before issuing
this commitment and signature, the Bank chooses a random t € Z/qZ,
computes a = g' mod p, and sends a to the customer as the challenge.
The customer then blinds a by calculating « = agf mod p using secret
random element § where § €Z/qZ. Next, the Bank sends Y. (where
Y, is already calculated by the customer as Y, = g5¢ mod Ng and
N belongs to the customer’s RSA public key) of the customer to
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Table 1
The CA’s registration database.

IDs of customers and merchants Information of customers and merchants

ID¢4 Name, address, etc.
IDy4 Name, address, etc.
ID¢, Name, address, etc.
IDy; Name, address, etc.
ID¢, Name, address, etc.
IDypn Name, address, etc.

the CA. The CA then chooses a secret random element r € Z/qZ,
blinds Y of the customer with r and encrypts r with the customer’s
public RSA encryption key (E., N.) along with the CA’s public RSA
encryption key (Ecy, Nca) as follows: Y, = Y. mod p, ro = Ec(r)
mod N¢, rcp = Eca(r) mod N¢,. Afterward, the CA sends (Y, rca, 1c)
to the Bank. Subsequently, the Bank computes m = (C||Y;||rcal|re),
e = H(m, a) mod p, and R = t + es mod q where C is the e-coin
amount. After receiving (m, R, e) from the Bank, the customer com-
putes p = R + f mod q and ¢ = g~# mod q. Later on, for the payment,
the merchant sends T (i.e., transaction date-time) to the customer.
Finally, the customer sends the five-tuple, i.e., (m, p, o, e, w) to the
merchant where w = S¢.r.T — . Thus, the merchant gets the BS of
the customer on his e-coin message.

3 Verification: Any entity can easily verify the validity of Schnorr’s BS
of the Bank on the e-coin since it satisfies e = H(m, g’h® mod p) easily.
The merchant verifies the customer’s BS on the e-coin if 6Zg" Y, Tmod
q is yes.

4 Revelation: Here, conditionally unblinding the identity of the cus-
tomer is only possible. The Bank with the CA can unblind the fraud-
ulent customer’s identity (i.e., her secret RSA signing keyS;) only
when she performs double—spending. Let the two pair of (T, w) be
(Ty, wy) and (T,, w,). Two linear equations are formed from each of
these two pairs as w; = S¢.r.T; — f and w, = Sc..1r. T, — f. After solv-
ing these two equations, the Bank can find out the value of S¢.r that
contains the customer’s Sc. It is solved as Q = S¢.r = % Now, the
Bank sends Q along with the e-coin (m) and the verification creden-
tials (p, e, o) to the CA to disclose the multiple spender’s S.. The CA
then computes S = % to detect the multiple spender, and provides
the information of this customer to the Bank.

4. Development of an offline e-payment scheme

This section develops an offline e-payment scheme by exploiting
Schnorr’s BS and RSA algorithm while embedding three distinct infor-
mation of date with every e-coin.

4.1. Configuration

The developed scheme involves the customer, the merchant, a
trusted central authority (CA), and the Bank as entities. Their roles are
explained below and Fig. 1 illustrates major interactions among them.

The central authority (CA)

(1) The CA acts as the trusted arbitrator, performs registration of other
participating entities, and verifies the identity of the customer and
the merchant. The CA also helps the Bank to open a Bank account
(A/C) for any valid customer or merchant. Besides, the CA main-
tains a database (as shown in Table 1) that stores the information
corresponding to the ID of the customer, and the merchant formed
by signing with the CA’s private key.

(2) Using the RSA algorithm, the CA keeps two separate key pairs. One
pair is for public encryption—private decryption {i.e., (Eca, Nca),
(Dcas Pcas 9ca)} and the other pair is for private signing—public ver-
ification {i.e., (Sca, Pcas> 9cas)> (Vcas Ncas)}-
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The customer
#1: keeps two key pairs

registers, identifies and
stores information

The CA

:

helps: to open
A/C,

authenticates, issues valid e-

-

#1: keeps two key pairs Bank

#2: holds a registration database | Nentify
multiple
spender

/T\ coin, renews unspent ones
<|=
=1 The Bank
=@ )
2 g\ #1: keeps two key pairs
©7| #2: holds 3 databases, i.e. A/C
2 information, withdrawal, deposit
N4

registers, identifies

and stores information@t:@

The merchant
#1: keeps two key pairs

<<§Jjauthenticates, deposits e-coin

Fig. 1. The dataflow diagram of interactions among entities.

Table 2
The bank’s account (A/C) infomation database.

A/C number (customers and merchants) PIN hash code ~ A/C’s balance ($)

AID¢, PHC¢, 2000
AIDy; PHCy; 5000
AID¢, PHC,, 4000
AID,, PHCy, 3000
AlDg, PHC, 2000
AIDy;, PHCyy, 1000

Table 3

The bank’s withdrawal database.
E-coin E-coin unique id  Additional info
my, Ry, e1) G ay
my, (Ry, &) Ciga a
my, (R, e,) Cidn ap
* e-coin with verification credentials.

Table 4

The bank’s deposit database.
E-coin* Date-time of

Deposit Transaction
my, (1, €4, 01, Wy, Ty) Dpry Tpr1
my, (py, €3, 03, Wy, Ty) Dpr Torz
(M, (py, €ny o Wy Ty) - Dppy Tpra
* e-coin with verification credentials.
(3) The CA also plays a role in creating valid e-coin in Withdrawal pro-

@

(2

tocol and helps the Bank to identify the identity of the multiple
spender.

The bank

The Bank authenticates every customer and merchant with their
own Bank A/C number. Additionally, it controls several databases,
namely, A/C information database, withdrawal database, and de-
posit database, as presented in Table 2, Table 3, and Table 4, respec-
tively.

To manage the information of the customer and the merchant, it
maintains the A/C information database (as shown in Table 2). Also,
the Bank has to attach an expiration date to the e-coin asked for a
withdrawal, and the withdrawn e-coin is stored in the withdrawal
database (as shown in Table 3) for further usage.

3

(4

5

)

)

-

The Bank verifies the validity of an e-coin requested to deposit by
the merchant before depositing it in the deposit database (as shown
in Table 4). At deposit time, the Bank also detects multiple time
spender to restrain multiple spending and discloses the liable one’s
identity with the help of the CA.

The Bank further renews any customer’s unspent but expired e-coin
with a new expiration date and modifies the withdrawal database
accordingly.

Using the RSA algorithm, the Bank generates and maintains two sep-
arate key pairs. One pair is for public encryption—private decryp-
tion {i.e., (Eg, Ngg), (Dp, Pgg, qpg)} and the other pair is for private
signing—public verification {i.e., (Sg, Pps, qgs); (Vz, Nps)}.

The customer

The customer can withdraw e-coins from her Bank A/C after be-
ing authenticated by the Bank as a valid Bank A/C holder. She also
renews her unused but outdated e-coin from the Bank with a new
expiration date.

Using the RSA algorithm, she generates and maintains two separate
key pairs. One pair is for public encryption—private decryption {i.e.,
(Ec, N¢), (Dc, pes q¢)} and the other pair is for private signing—public
verification {i.e., (S¢, Pcs, 9¢s),(Ve, Neg)}

The merchant

The merchant verifies the validity and ownership of e-coins received
from the customer before transferring his commodities to the cus-
tomer in exchange for e-coins. He also sticks transaction date Tpp
with the valid e-coin and deposits it to the Bank.

Using the RSA algorithm, he generates and maintains two sepa-
rate key pairs. One pair is for public encryption—private decryp-
tion {i.e., (Ep;, Ny, (Dy, Pas 9ar) and the other pair is for private
signing—public verification {i.e., (Sy;, Pus> Gms)> (Var Nags)}-

4.2. Individual protocols of the scheme

Initially, all associated entities agree to generate their required own

private parameters and announce the public parameters, as described
in Sections 3 and 4.1. The developed scheme consists of six protocols,
i.e., Registration, Withdrawal, Payment, Deposit, Renewal, and Tracing.
They proceed as follows.

4.2.1. Registration

The CA conducts the registration of the participating entities, i.e., the

customer and the merchant, along with the Bank. Hence, these entities
provide their required information to the CA when they register them-
selves. The protocol proceeds as follows, and Fig. 2 depicts its dataflow
(for the customer).
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The customer (Yo, The CA
7| Computes
Computes g’ = Y."¢ mod Ns
Yo = g mod Ncg Checks g’'£ g, to register,
if yes, then calculates
ID(; = H(YC, S(;A)
Stores the customer’s info with
ID¢ as in Table 1
S
The Bank
Computes
AID is Bank AIC D | in Py o,
number and Pc is Allocates ’
the secret PIN Pec a random PIN P for customer
Can set N Computes
PIN reset request |Pc 3 hash PHCc = H(Pc, Sp), and
with chasen PIN P.- store in Table 2

Fig. 2. The dataflow diagram of the Registration protocol (for the customer).

1 Using the RSA DS, the customer generates her secret signing key
and public verification key as S and V., respectively where S; is
considered as the customer’s secret ID number (CSIDN).

2 After that, the customer blinds her S by discrete logarithmic oper-
ation (i.e., calculates Y, = gc mod Ngs) on the public generator g
of the common group G. This output Y is used as the customer’s
public ID number (CPIDN).

3 Next, the customer sends the CPIDN (Y) to the CA to register herself.
Later on, the CA can verify this CSIDN through the customer’s V,
where a valid verification always retrieves g.

4 Subsequently, the CA computes g’ = Y.Vc mod Ngg using the cus-
tomer’s V. and checks g’ £ g. If yes, then it registers the customer.
It generates the customer’s ID. as ID. = H(Y¢, Sca), Where S¢, is
the CA’s secret signing key. It stores the identity information of the
customer along with ID, as shown in Table 1.

Opening the bank A/C
To open a Bank A/C for the registered customer, the CA interacts
with the Bank as follows.

(1) The CA — The Bank (Y): The CA sends CPIDN (i.e., Y) to the Bank
to open a Bank A/C corresponding to Y.

(2) The Bank — The customer (AID.): After receiving the A/C opening
request from the CA, the Bank opens a Bank A/C corresponding to
Y. For this purpose, the Bank creates the customer’s unique Bank
A/C number, ie., AID; = H(Y., Sg), where Sy is the Bank’s RSA
secret signing key. The Bank manages a Bank A/C for the A/C num-
ber AID as shown in Table 2. The Bank chooses a random personal
identification number (PIN) P, computes PIN hash code (PHC) as:
PHC = H(P, Sg), and stores in the Bank A/C information database
as in Table 2. The Bank sends AID as her Bank A/C number (CBAN)
and P as a secret PIN to the customer. However, the customer re-
sets her PIN by choosing own one and send it to the Bank. If the
Bank recieves PIN reset request, it regenerates PHC with the new
PIN and update the corresponding PHC in Bank’s A/C information
database shown in Table 2. The customer uses AID; and PIN to be
authenticated by the Bank while withdrawing the e-coin.

Similarly, the registration process of the merchant is carried out as
same as the customer.

4.2.2. Withdrawal
This protocol allows a legal customer to withdraw the e-coin from
her Bank A/C. For this purpose, at first, the customer gets authenticated
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The customer The Bank
Checks
Sends (AIDc, Y¢, Py AIDe 2 H(Ye, S5) and
(AIDc, Ye, Pc) calculates PHC, = H(Pc. Sp)
If PHC¢ corresponds to AID¢
Chooses in Table 2, it picks (p, q)
BeZlqZ Calculates
. a h= g~ modp,a= gtmod p
Calculates ~ (@, C) Chooses Eprand Cy
o= agPmod p ————>| Calculates
m = (C||Epd|Cid Yy |[1callre)
(R ©) e=H(m, a)
R=t+esmodq
Checks 2 -
e = H(m, gt*Phe S >
mod p), S J
If yes,
(m) is the valid e- The CA
coin with verification Chooses
credentials (R, e) rezlqgz
Calculates
Y, = Y."mod p,
Tea = Eca(r) mod Ngy,
te = Ec(r) mod Ng

Fig. 3. The dataflow diagram of the Withdrawal protocol.

by the Bank through her Bank A/C number, i.e., AID- and PIN P.. This
protocol proceeds as follows, and Fig. 3 depicts the dataflow of different
steps of the protocol.

1

The customer — The Bank (AID., Y., Pc): To begin with, the cus-
tomer sends her CBAN (i.e., AID.), CPIDN (i.e., Y¢), and PIN (P.) to
the Bank to be authenticated. The Bank then checks AID. = H(Y,
Sg). If yes, it computes PHC = H(P¢, Sp). If PHC; exists correspond-
ing to AID. in Bank A/C information database, the customer is au-
thenticated correctly, and the Bank generates the e-coin for the cus-
tomer as follows.

The Bank — The customer (a): Next, the Bank chooses public prime
integers ¢ and p such that g|(p — 1); g is an element of (Z/qZ) of
order g. Then, the Bank selects the required parameters as follows (as
already discussed in Section 3.2): secret s € Z/qZ, public h = g~ mod
D, secret t € Z/qZ, and a = g mod p. Now, the Bank sends a as the
challenge to the customer to notify the withdrawing. Here, g is the
public generator, and h is the Bank’s public verification key.

The customer — The Bank (a, C): After receiving the withdrawal
notification from the Bank, the customer blinds the challenge a.
Hence, she chooses a secret random element g € Z/qZ and computes
a = ag’mod p. She then sends « along with the e-coin amount C to
the Bank.

The Bank — The CA (Y): When the Bank gets the final withdrawal
notification by receiving (a, C) from the customer, it starts to create
a valid e-coin for the corresponding customer. For this purpose, it
gets help from the CA. Therefore, the Bank sends Y of the customer
to the CA.

The CA — The Bank (Y, r¢y, r¢): The CA chooses a secret random
element r as r € Z/qZ. Now, it blinds Y of the customer with r as
Y, = Y"mod p. Also, it encrypts r with the customer’s public RSA
encryption key as r = E-(r) mod N. Again, the CA encrypts r using
its own public RSA encryption key as roy = Ec,(r) mod N¢4. Then, it
sends (Y, rca, 7¢) to the Bank.

The Bank — The customer (m, R, e): Subsequently, the Bank chooses
the e-coin expiration date (as date||time, i.e., Epy) and the unique
e-coin ID (i.e., Cjy). Now, it computes m = (C||Epr||Ciq|| Y| |rcallre)s
e = H(m, @), and R = t + es mod q. It then sends m as the created
new valid e-coin with verification credentials (R, e) to the customer.
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The customer The merchant

Calculates Checks
p=R+ P modq e = H(m, g°h®mod p), if
=g ® modgq (m, p,c,e) | Y accepts the e-coin
~— 5| Computes
T T=(YullTpr)
r = Dc(rc) mod No  |€ Checks

w= Scr.T—p w o< g"Y,"mod g, if yes,

it exchanges goods

/

Fig. 4. The dataflow diagram of the Payment protocol.

It also debits the amount C from the Bank A/C of the customer. The
Bank also stores the new e-coin in the withdrawal database, as shown
in Table 3.

7 Finally, the customer checks e = H(m, gf * h¢mod p). If yes, she ac-
cepts the valid e-coin from her A/C with the value C.

4.2.3. Payment

This protocol enables the customer to pay the merchant in exchange
for merchandise without the involvement of the Bank during payment.
It also empowers the merchant to verify the e-coin received from the
customer. It proceeds as follows, and Fig. 4 depicts the dataflow of dif-
ferent steps of this protocol.

(1) The customer — The merchant (m, p, o, e): Firstly, the customer
computes p = R + f mod q, and an authentication element ¢ such
as o = g# mod q. After that, the customer sends the e-coin m with
verification credentials (p, o, €) to the merchant.

(2) After receiving the e-coin from the customer, the merchant checks
whether e £ H(m, g’h¢ mod p) or not. If it is not same, the merchant
terminates the protocol.

(3) Otherwise, the merchant accepts it as a valid e-coin. He then checks
the expiration date-time Ep to confirm that the e-coin is not out-
dated. If outdated, he terminates the protocol. If not, he calculates
the transaction-date||time (Tpy) and computes T = (Yy,||Tpp) where
Yy, is the merchant’s public identity and he sends T to the customer.

(4) After receiving T from the merchant, the customer checks Tpy to
confirm the validity of the transaction’s date-time concerning the
current date-time. If it is a valid one, the customer decrypts r; to
obtain r as r = D(r;) mod Ni. After that, she computes w = S¢..1. T —
p and sends w to the merchant.

(5) After receiving w from the customer, the merchant checks whether
o Z g¥Y,Tmod q or not. If yes, he accepts the e-coin and finally sells
goods to the customer. Additionally, he stores the e-coin m and ver-
ification credentials (p, o, e, w, and T) until he successfully deposits
the e-coin. Since the e-payment system is offline, the merchant does
not need to deposit the e-coin to the Bank immediately; he can de-
posit it at his convenient time.

4.2.4. Deposit

This protocol empowers the merchant to deposit his e-coin obtained
from the customer to his Bank A/C. Herein, when the merchant goes to
deposit, the Bank performs multiple-spending checking on that e-coin.
If the same merchant already deposited this e-coin, then the Bank warns
him. Besides, the Bank reveals the e-coin owner (i.e., the customer) with
the help of the CA if the coin is already spent (as it will be discussed
in the Tracing protocol). This protocol proceeds as follows, and Fig. 5
depicts the dataflow of different steps of this protocol.

(1) The merchant — The Bank (AID,;, Yy, Py): The merchant sends his
Bank A/C number (MBAN) (i.e., AID,,), the merchant’s public ID
number (MPIDN) (i.e., Y;,) and PIN (i.e., Py) to the Bank to be au-
thenticated. The Bank then checks AID); = H(Y},, Sp) or not where Sg
is the Bank’s RSA secret signing key. If PHC), is found corresponding

The merchant The Bank
Checks

AIDy = H(Yy, Sp), if yes,
authenticates merchant;

1 fipeyp= H(m, g°h®mod p)
yes, Checks

Epapand 7apotf m

Ifo £ g"Y,"mod q is yes,
extracts Yy, from 7=
(Ysnl|Tor),

Computes

A]DM = H(YM, Sg), credits
merchant’s Bank A/C
correspond to AID

Sends

(AIDys Yo Pay) - (AP Vi Prdy

9uthenticated
<

Sends

(mpe,o,w, 1) [P 00w T

7

Fig. 5. The dataflow diagram of the Deposit protocol.

The customer The Bank
Sends mR.€P 5| Checks
outdated e-coin if e = H(m,gP h® mod p) is yes
Checks yﬂ,,, SYR,pe) Computes
if € £ H(iMes Moo = (CllEp7 nen| Cidl| Y [T allTe)
gRnew* P penew mod p) Cnew = H(Mpers, 01)
ves,. to accept e-coin Ryey =t + (€en).s mod q

Fig. 6. The dataflow diagram of the Renewal protocol.

to AID,, in Bank A/C information database, the merchant is authen-
ticated correctly. The Bank then proceeds to deposit the e-coin for
the merchant as follows.

(2) After being authenticated, the merchant sends the coin (m) and the
verification credentials (p, e, 6, w, T) to the Bank. The Bank then
checks the coin in the deposit database if it exists or not.

(3) Additionally, the Bank verifies the coin, i.e., if e = H(m, g’h® mod p)
is yes, the coin is verified validly.

(4) Next, the Bank checks the expiration date-time Epr and the transac-
tion date-time Ty, respectively, of m.

(5) After that, if the Bank finds that the e-coin exists in the withdrawal
database, as shown in Table 3 and does not exist in the deposit
database, as shown in Table 4, it goes to step 6. Otherwise, the Bank
rejects the e-coin and sends a rejection message to the merchant.

(6) Subsequently, the Bank extracts the merchant’s A/C number as fol-
lows: if 6 g¥Y,Tmod q is yes, then gets Yy, from T = (Yy|| Tpp),
computes MBAN, i.e., AID,; = H(Y};, Sp) and credits the merchant’s
A/C corresponding to AID,,.

(7) Finally, the Bank stores the e-coin with the deposit date-time Dy, and
the transaction date-time Tpy, as shown in Table 4 in the merchant’s
Bank A/C.

4.2.5. Renewal

This protocol facilitates the customer to renew the unspent but out-
dated e-coin. When an unspent e-coin expires, the customer renews it
from the Bank with a new expiration date. The protocol proceeds as fol-
lows, and Fig. 6 depicts the dataflow of different steps of this protocol.

(1) Already the customer has computed p = R + ff mod q and o = g~*
mod q. Now, she sends p along with an unspent but outdated e-coin
(m) along with the verification credentials (R, e) to the Bank.

(2) The Bank then checks whether e £ H(m, g’h® mod p) or not. If no,
the Bank terminates the protocol.

(3) Otherwise, the Bank checks whether the e-coin exists in the deposit
database or not, as shown in Table 4. If it does not exist, the protocol
proceeds as follows.

(4) The Bank — The customer (m, R, e): The Bank chooses a
new expiration date Epr,, to renew the e-coin and ex-
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The Bank The CA
Solves Checks e = H(m, gPh®
= Spr=2"" mod p), if yes,
Q c Ty —T, (Q’ m, p, e, 6)\
Sends 7| Extracts 1., from m,
(Q,m, p,e,0) (o) decrypts 14to retrieve 7,
< ' computes S = -

Fig. 7. The dataflow diagram of the Tracing protocol.

tracts a from the withdrawal database. Next, it computes
Mpey = (C||EDT_new| |Cid||Yr| |rCA||rC)7 enew = Hlmpyg, ),
Rpew = t + (epe).s mod q. It then sends the updated renewed
e-coin m,,, with new verification credentials (R, €e,) to the
customer.

(5) After receiving the new e-coin from the Bank, the customer checks
enew = H(Myyg,,,, gRrewtBhenew mod p). If yes, she accepts it as a renewed
valid e-coin.

(6) Finally, the Bank replaces the previous e-coin with the renewed one,
i.e., (M) along with verification credentials (R, €ney)-

4.2.6. Tracing

This protocol is designed to identify the customer when she per-
forms multiple spending. When an e-coin is spent more than once, the
Bank receives the same e-coin multiple times from different merchants.
If multiple-spending occurs, the Bank reveals the customer who owned
this e-coin, with the help of the CA. This protocol proceeds as follows,
and Fig. 7 depicts the dataflow of different steps of this protocol.

(1) When the Bank receives an e-coin from the merchant for depositing,
the Bank checks whether the e-coin exists in the deposit database
and the withdrawal database, or not. If the e-coin exists in the with-
drawal database but not in the deposit database, the Bank terminates
the protocol.

(2) If the e-coin exists in both databases, the Bank gets two different
pairs of (T, w) for the same e-coin.

(3) Then, the Bank extracts the security parameter of the e-coin owner
customer as follows.

(4) Let the two pairs of (T, w) are (T;, w;) and (T, w,). Two linear equa-
tions are formed from each of the two pairs as follows: w; = S¢.r. Ty
- pand wy = S¢.r. T, — f. After solving these two equations, the Bank
can find out the value of Sc.r that contains the customer’s CSIDN
(i.e., S¢) and solves Q = Sc.r = %

(5) The Bank sends Q along with the e-coin (m) and its’ verification cre-
dentials (p, e, o) to the CA to disclose the multiple time spender’s
CSIDN.

(6) If e £ H(m, g’h® mod p) is yes, then the CA extracts rg, from m,
(éecrypts it to retrieve r as r = D¢y (rcy) mod N, and computes .S, =

(7) ”lihus, the CA detects the multiple time spender and reveals her iden-
tity to the Bank.

5. Experimental analyses
5.1. Experimental setup

In order to estimate the computation time required for different pro-
tocols of the proposed scheme, a prototype system was developed under
the environment of 64-bit Windows 10 operating system. The configu-
ration of the environment was an Intel® Core™ i7 3.60 GHz processor
with 8 GBytes of RAM. For coding, GMP [40] with 1024-bit modulus
was used. All computation time did not consider the communication
time. Besides, operations that were not related to cryptography were
not considered.
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5.2. Experimental results and comparisons

Different protocols of the proposed scheme consist of authentica-
tion, blinding, signing, verification, encryption, decryption, challenge-
response pair of ZKP, etc. cryptographic operations. Here, considering
the customer, the merchant and the Bank singly, Table 5 shows the num-
ber of significant operations, i.e., exponents (E), hashes (H), modular
multiplication (M), etc. required by various protocols of the proposed
scheme and the schemes proposed in [8,14] and [18] where the scheme
[8] did not consider the Tracing protocol and the scheme [18] consid-
ered only three basic protocols as shown in the table. Besides, based
on the computation time complexity involved in different protocols of
these schemes, the table also presents another comparison in terms of
equivalent computational cost where M, H, E etc. are in a 1024-bit mod-
ulus. For equivalent cost computing, according to [41], it is assumed
that E % 240 M and H ~ M and the table shows that the proposed
scheme needs the almost lowest overall computational cost among the
considered schemes. Moreover, Table 6 presents the computation time
required by the proposed scheme and the scheme proposed in [14].

Again, considering M and E operations, Table 7 presents a perfor-
mance comparison among the same schemes based on some other crite-
ria, i.e., the computational cost of (a) withdrawing and paying of e-coin
by a customer (c;); (b) the Bank during the Withdrawal protocol (c5);
verifying the e-coin by a merchant (c3). Besides, the mode of transaction
(c4) and the underlying hard problem of the e-coin scheme (c5) are also
considered. From the table, it is easily understandable that the proposed
scheme is more practical and efficient than other schemes. Furthermore,
it satisfies the security requirements of e-payment systems more simply.

5.3. Security analyses

The proposed scheme satisfies security requirements of e-payment
systems as follows.

Unforgeability: An e-cash scheme is unforgeable if no one except
the Bank only can create valid coins. Suppose an adversary Adv wants
to forge an e-coin m with verification credentials (R, e). To do so,
it should change m and R and attempts to alter any component
(Cl|Epr||Cigl| Yrl|Ircallre) of m. To create a valid e-coin, the Adv must
need to change R (R =t + es mod q), but Adv would not be able to gen-
erate the valid Schorr’s signature of the Bank over e where e = H(m, «)
because s and t are the Bank’s secret parameters of Z/qZ. There is no
way to know or generate valid s and t untill the Bank discloses them to
the Adv. Suppose, the Adv chooses invalid s’ and t’ to generate forged R’.
While any entity checks the validity of Schnorr’s BS of the Bank on the
e-coin through e £ H(m, g’h¢ mod p), it will not be satisfied because h is
the verification key of the Bank which was calculated as h = g~ mod p
where s is the secret parameter chosen by the Bank.

Anonymity: An e-payment system is said to be anonymous, while
no one can reveal the identity of the customer from the e-coin. Hence,
to maintain this property, it is required that the element of the e-coin
should not disclose the identity of the customer who got the coin in the
Payment protocol or any other way. During payment, the merchant got
an e-coin m with verification credentials (p, o, ) and the payment chal-
lenge w from the customer. Here, m = (C||Epr||Ciql|Y,||rcallrc) where
Y, holds the customer’s public ID number (CPIDN) Y. Since in the With-
drawal protocol, while generating the e-coin, Y gets blinded into Y,
(i.e., Y, = Y."mod p) by a random blinding factor r (only known to the
customer and the CA) by the CA, no one (except the customer and the
CA) can disclose Y. from Y,. Thus, the e-coin does not leak any infor-
mation of the e-coin owner to the Adv. From the equation w = S¢.r.T
— p, no one can disclose r because w includes two secret parameters S;
and g. Similarly, S cannot be revealed from w also due to secrets r and
p. Thereby, it gives no information to the Adv.

Multiple spending detection: In case of multiple spending, the Bank
would be able to find out the malicious spender’s (the customer) CSIDN,

(i.e., S.) through the equation Q = S,.r = ';I _:2 as described in the Trac-
1=42




Md.A.A.R. Kutubi, K.Md.R. Alam and Y. Morimoto

Table 5

High-Confidence Computing 1 (2021) 100031

Comparision based on required number of operations and its equivalent computation cost.

Computation cost (based on computation time complexity, E ~ 240 M and H ~ M [41])

Scheme (=) [8] [18] [14] Proposed

Protocol (1) Opns *Cost Opns *Cost “Opns *Cost “Opns *Cost
Registration 2E+3M ~483M - 18E+16M  ~4336M  2E+2M+2H  ~484M
Withdrawal' 7E+9M ~1689M  9E+6H+9M  ~2175M 10E+9M ~2409M  8E+8M+3H ~1931M
Payment? 5E+5M+1H  ~1206M 7E+5H+6M  =~1691M  8E+8M ~1928M  5E+5M+1H  ~1206M
Deposit? 1E+2M ~242M 4E+4H+4M  ~968M 5E+5M ~1205M  4E+2M+3H  ~965M
Renewal 7M+9M ~1689M - - 6E+6M ~1446M  4E+3M+3H  ~966M
Tracing - - - - 4E+4M ~964M 3E+2M+1H  =723M
Cost (1 +2+3) 3137M 4834M 5542M 4102M

* Opns = Number of operations, and *Cost = Equivalent computational cost.

Table 6
Computation time required by the proposed and
another schemes.

Required time (ms) for schemes

Protocol
proposed [14]
Registration 4 -
Withdrawal 18 29
Payment 13 24
Deposit 10 22
Renewal 10 -
Tracing 7 -
Table 7
Performance comparisons.
Case [8] [18] [14] proposed scheme
c 6E+8M 1E+1M 7E+11M 4E+5M+1H
C, 2E+1M 9E+6H+9M  6E+6M 2E+3M+1H
C3 6E+2M 6E+5H+5M  3E+3M 2E+2M+1H
Cy Offline Offline Offline Offline
Cs Factoring, DLP  DLP Factoring  Factoring, DLP

ing protocol, and subsequently, it finds her identity with the help of the
CA.

Impersonation attack: One of the severe attacks by the malicious
Bank is impersonation. In this case, the Bank can steal the withdrawing
information of the customer and illegally withdraw the e-coin from the
customer’s account, and over-spends the e-coin without her permission.
The proposed scheme tackles this attack as follows: (a) While registra-
tion and A/C opening, the CSIDN (S,) of the customer remains concealed
to the Bank. (b) Although the Bank can generate a valid e-coin from the
customer’s e-coin using the CPIDN (Y(,), it can’t spend the e-coin validly
because, during the payment, S, must be used as follows (as already dis-
cussed in Section 4.2.3): w = S..r. T — f. Thereby, the malicious Bank or
any other Ady can’t extract S. from the Y, component of the e-coin as
Y; = g5cmod Ngg, where S is the discrete logarithm (DL) in the base
of g. To obtain S, the malicious entity must be able to solve the DLP,
where solving DL is assumed to be practically infeasible [8].

Framing attack: If any customer spends her same e-coin multiple-
times, the Bank obtains Q as Q = S¢.r = ";: :;’22 and discloses her identity
with the help of the CA. After multiple spending detection, the malicious
Bank can create fraud signature w’as w’ = Q.T’- #’ using T’ and f’ where
Q = Sc.ris already known to the Bank. Consequently, the malicious Bank
can perform illegal payment or conspires with the merchant. For avoid-
ing this situation, the customer must change her existing CSIDN (S;)
through re-registration while her identity goes revealed due to multiple
spending.

Fraudster control: This section discusses possible frauds targeted by
the Adv and how the scheme tackles them.

(a) Firstly, the merchant may also attempt to deposit an e-coin more
than once. For this purpose, the merchant has to forge T” and w’.
Alongside, he needs to alter the unique e-coin id (Cj4). It was al-
ready argued (unforgeability) that no one can forge the e-coin. If
the merchant tries to deposit an e-coin with T’ and w’, g¥'Y,T mod q
never yields valid ¢’ (as 6”! = gY,T mod q) as only the customer can
produce a valid w = S.r.T - .

Secondly, suppose a malicious merchant M gets an e-coin from the

customer and deposits it to his Bank A/C. Then M tries to spend

the e-coin to another merchant. The merchant can’t produce such

w that satisfies ¢ = g"Y,T mod ¢, since w = S..T — §, where S is

only known to the customer. As the merchant must check ¢ = gY,”

mod q before receiving an e-coin, a malicious merchant can’t perform
multiple spending.

(c) Thirdly, a malicious Bank worker can alter an e-coin or withdraw

from the customer’s Bank A/C successfully without the permission

of the customer. But it can’t spend the coin.

Fourthly, if someone steals the customer’s e-coin, it will try to spend

the coin immediately. However, it also can’t do that.

(e) Fifthly, a malicious merchant M steals the e-coin and (w, T) from a
valid merchant before they are submitted to the Bank and tries to
deposit it. But it can’t deposit the e-coin to the malicious merchant’s
Bank A/C, because T holds the valid merchant identity information,
ie., T = (Yy||Tpr) where Yy, is the merchant’s public identity. To
alter T, he needs to change w, and can’t do that. Up to now, the
considered fraud cases (i.e., cases from a to e) do not occur because
Sc is the secret identity of the customer; only she knows it, and to
solving S is a type of DLP.

(f) If someone steals an e-coin and tries to renew it, according to the
Renewal protocol, the Bank is only the lawful entity to revive the
expiration date Epy in m where m = (C||Epy||Cig|| Yr||rcal|rc)- Since
Y, is not alterable, the stealer can’t spend renewed e-coin. Where Y,
blindly holds the customer’s secret S¢, and Y, is used for verification
in Payment protocol by the merchant.

(b

-

(d

(=

6. Conclusions

By incorporating Schnorr’s BS protocol, the proposed offline e-
payment scheme satisfies all essential security requirements through
simplified computations. Thereby, it has become practical and efficient.
In the scheme, the usage of Schnorr’s BS ensures the anonymity of the
customer reasonably and straightforwardly. Further, the customer is
anonymous as long as she remains honest, i.e., not liable for multiple-
spending. Additionally, it confirms other security requirements, namely,
unforgeability of the e-coin, untraceability between the e-coin and its
customer, multiple-spending detection, fraudster control, no-swindling,
no impersonation, no framing attack, etc. altogether. The comparison
of computational cost and the security analyses also attest its improve-
ment of efficiency. A further plan of enhancement is to develop a mobile
e-commerce application for the scheme.
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